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Preface

This manual describes how to configure and use the Web OS 7.2 software included in the
Alteon 708 Web switch.

For documentation on installing the switches physically, see the hardware installation guide.

Who Should Use This Guide

This manual is intended for network installers and system administrators engaged in configur-
ing and maintaining a network. The network administrators should be familiar with Ethernet
concepts, |P addressing, the |IEEE 802.1d Spanning Tree Protocol, and SNMP configuration
parameters.

How This Book Is Organized

Chapter 1, “The Command Line Interface," describes how to connect to the switch and
access the information and configuration menus.

Chapter 2, “First Time Configuration,” describes how to use the Setup utility for initial
switch configuration and how to change the system passwords.

Chapter 3,“Menu Basics,” provides an overview of the menu system, including a menu map,
global commands, and menu shortcuts.

Chapter 4, “Thelnformation Menu,” shows how to view switch configuration parameters.
Chapter 5, “The StatisticsMenu,” shows how to view switch performance statistics.

Chapter 6, “The Configuration Menu,” shows how to configure switch system parameters,
ports, VLANS, Spanning Tree Protocol, SNMP, IP Routing, Port Trunking, Server Load Bal-
ancing, Filtering, and more.

Alteon Systems 11
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Chapter 7, “The Operations Menu,” shows how to use commands that affect switch perfor-
mance immediately, but do not alter permanent switch configurations, such astemporarily dis-
abling ports. This chapter also describes how to activate or deactivate optional software
features.

Chapter 8, “The Boot Options Menu,” describes the use of the primary and alternate switch
images, how to load a new software image, and how to reset the software to factory defaults.

Chapter 9, “The Maintenance Menu,” shows how to generate and access a dump of critical
switch state information, how to clear it, and how to clear part or al of the forwarding data-
base.

Chapter 10, “ Troubleshooting,” describes switch configuration troubleshooting techniques.

Typographic Conventions

The following table describes the typographic styles used in this book.

Table 1 Typographic Conventions

Typeface or  Meaning Example
Symbol

AaBbCcl123  Thistypeis used for names of commands, View ther eadne. t xt file.
files, and directories used within the text.

It also depicts on-screen computer output and  Mai n#
prompts.

AaBbCc123  Thisbold type appearsin command exam- Mai n# sys
ples. It showstext that must be typed in
exactly as shown.

<AaBbCcl123> Thisitalicized type appearsin command To establish a Telnet session, enter:
examples as aparameter placeholder. Replace host # tel net <IP address>
the indicated text with the appropriate real
name or value when using the command. Do
not type the brackets.

This also shows book titles, specia terms, or  Read your User’s Guide thoroughly.
words to be emphasized.

[ 1] Command items shown inside brackets are host# |s [-a]
optional and can be used or excluded as the
situation demands. Do not type the brackets.

Alteon Systems
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Contacting Alteon WebSystems

Use the following information to access Alteon WebSystems' support and sales.

B URL for Alteon WebSystems Online:
http://ww. al t eonwebsyst ens. com

This website includes product information, software updates, release notes, and white
papers. The website also includes access to Alteon WebSystems Customer Support for
accounts under warranty or covered by a maintenance contract.

B E-mail access:
support @l t eon. com
E-mail access to Alteon WebSystems Customer Support is available for accounts under
warranty or covered by a maintenance contract.
B Telephone access to Alteon WebSystems Customer Support:

1-888-Alteon0 (or 1-888-258-3660)
1-408-360-5695

Telephone access to Alteon WebSystems Customer Support is available to accounts that
are under warranty or covered by a maintenance contract. Normal business hours are
8 am. to 6 p.m. Pacific Standard Time.

B Telephone access to Alteon WebSystems Sales:

1-888-Alteon2 (or 1-888-258-3662), and press 2 for Sales
1-408-360-5600, and press 2 for Sales

Telephone access is available for information regarding product sales and upgrades.

Alteon Systems Preface m 13
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CHAPTER 1
The Command Line Interface

Your Alteon Web switch is ready to perform basic switching functions right out of the box.
Some of the more advanced features, however, require some administrative configuration
before they can be used effectively.

The extensive Web OS 7.2 software included in your switch provides a variety of options for
accessing and configuring the switch:

B TheCommand Line Interface (CLI1) provides abuilt-in, text-based menu system for access
vialocal terminal or remote Telnet session.

B The Browser-Based Interface (BBI) provides a Web-based management interface for
interactive network access through your Web browser.

B SNMP support provides access through network management software such as HP-Open-
View.

The CLI isthe most direct method for collecting switch information and performing switch
configuration. Using a basic terminal, you are presented with a hierarchy of menus that you
can use to view information and statistics about the switch and perform any necessary
configuration.

The remainder of this chapter explains how to access the switch CLI.

Alteon Systems 15
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Connecting to the Switch

You can access the CLI in three ways:

B Using aconsole connection via the console port
B Using a Telnet connection over the network
B Using an SSH connection to securely log into another computer over the network

Establishing a Console Connection

Requirements

To establish a console connection with the switch, you will need the following:

B  AnASCI terminal or acomputer running terminal emulation software set to the parame-
ters shown in the table below:

Table 1-1 Console Configuration Parameters

Parameter Value
Baud Rate 9600
DataBits 8
Parity None
Stop Bits 1
Flow Control None

B A standard serial cable with amale DB9 connector (see your switch hardware installation
manual for specifics).
Procedure
1. Connect theterminal to the console port using a serial cable.
2. Power on theterminal and the switch.

3. Toestablish the connection, press <Enter> a few times on your terminal.

Next, you will be required to enter a password for access to the switch.

NOTE — Itisrecommended that you change default switch passwords after initial configuration
and as regularly as required under your network security policies. For more information, see
“ Setting Passwords’ on page 38.

16 m Chapter 1: The Command Line Interface Alteon Systems
050155A, June 2001



Web OS 7.2 Command Reference

Establishing a Telnet Connection

A Telnet connection offers the convenience of accessing the switch from any workstation con-
nected to the network. Telnet access provides the same options for user access and administra-
tor access as those available through the console port.

To configure the switch for Telnet access, you need to have a device with Telnet software
located on the same network asthe switch. The switch must have an | P address. The switch can
get its IP address in one of two ways:

B Dynamically, from aBOOTP server on your network

B Manually, when you configure the switch | P address (see “ Setup Part 4: |P Configuration”
on page 34).

Using a BOOTP Server

By default, the Web OS software is set up to request its | P address from a BOOTP server. If
you have aBOOTP server on your network, add the MAC address of the switch to the BOOTP
configuration file located on the BOOTP server. The MAC address can be found on a small
white label on the back panel of the switch. The MAC address can also be found in the System
Information Menu (see “ System Information” on page 51).

Running Telnet

Once the IP parameters on the switch are configured, you can access the CLI using a Telnet
connection. To establish a Telnet connection with the switch, run the Telnet program on your
workstation and issue the Telnet command, followed by the switch I P address.

tel net <IP address>

You will next be prompted to enter a password as explained bel ow.

If you have trouble making a Telnet connection to the switch, refer to Chapter 10, “ Trouble-
shooting.”

Alteon Systems Chapter 1: The Command Line Interface m 17
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Establishing an SSH Connection

Although a remote network administrator can manage the configuration of an Alteon Web
switch via Telnet, this method does not provide a secure connection. The Secure Shell (SSH)
protocol enables you to securely log into another computer over a network to execute com-
mands remotely. As a secure alternative to using Telnet to manage switch configuration, SSH
ensures that all data sent over the network is encrypted and secure.

SCP (Secure Copy) is used on an Alteon Web switch to download and upload the switch con-
figuration via secure channels. SCP uses SSH for encryption of data on the network.

NOTE — When the SSH feature is enabled, SCP is also enabled.

The supported encryption and authentication methods for both SSH and SCP are listed below.

B Server Host Authentication: Client RSA—authenticates the switch in the beginning of
every connection

B Key Exchange: RSA
Encryption: 3DES-CBC, DES

B User Authentication: local password authentication, Radius, SecurlD (via Radius for SSH
only—does not apply to SCP)

NOTE — The Web OS implementation of SSH is based on SSH version 1.5 and supports SSH-
1.5-1.X.XX. SSH clients of other versions (especially Version 2) will not be supported.

The switch can do only one session of key/cipher generation at atime. Thus, an SSH/SCP cli-
ent will not be ableto log in if the switch is doing key generation at that time, or if another cli-
ent hasjust logged in before this client. Similarly, the system will fail to do the key generation
if aSSH/SCP client islogging in at that time.

Configuring SSH/SCP

NOTE — SSH/SCP can only be configured viathe console port, using the CLI. You cannot con-
figure SSH/SCP viatelnet.

To enable/disable the SSH/SCP feature, use this command:

>> # [cfgl/sys/sshd on ‘

18 m Chapter 1: The Command Line Interface Alteon Systems
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To set the interval of RSA server key autogeneration, use this command:

>> # [cfgl/sys/sshd/intrval <n>

where n (number of hours) must be in the range (from 0 to 24) and a value of 0 denotes that
RSA server key autogeneration is disabled. When n is greater than 0, the switch will autoge-
nerate the RSA server key every n hours. However, RSA server key generation will be skipped
if the switch is busy doing other key or cipher generation when the timer expires.

To view the current SSH/SCP related configuration, use this command:

>> # [cfgl/sys/sshd cur

To view the difference between the new configuration and the current configuration, use this
command:

>> # diff

To apply the pending changes from the new configuration to the current configuration, use this
command:

>> # apply

NOTE — If SSH/SCPis enabled and an app! y command is issued, the switch will automati-
cally generate the RSA host and server keysif they are not available. It will take several min-
utes to complete this process.

To save the current configuration to FLASH memory, use this command:

>> # save

Usually, there will be no need to manually generate the RSA host and server keys. However,
you may still do so by using the following commands:

>> # [cfg/sys/sshd/ hkeygen (Generates the host key)
>> # [cfgl/sys/sshd/ skeygen (Generates the server key)

NOTE — These two commands will take effect immediately without an appl y command.

Alteon Systems Chapter 1: The Command Line Interface m 19
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Some Supported Client Commands
Up to four simultaneous Telnet/SSH/SCP connections are supported on a switch.
B Tologinto the switch:

ssh <switch IP>or ssh - | <username> <switch |P>

B To download the switch configuration using SCP:
scp <switch IP>: get cf g <local filename>

B To upload the configuration to the switch:
scp <local filename> <switch IP>: put cf g

Some examples are listed below:

>> # ssh 205.178. 15. 157

>> # ssh -1 dleu 205.178. 15. 157

>> # scp 205.178.15.157: getcfg 708.cfg
>> # scp 708.cfg 205.178.15.157: putcfg

where 205.178.15.157 is the | P address of the switch.

Please also note that appl y and save commands are still needed after the last command
(scp 708.cfg 205.178. 15. 157: put cf g) isissued. Or, instead, you can use the fol-
lowing three commands to avoid the “apply and save” issue:

>> # scp 708.cfg 205.178.15. 157: putcfg
>> # scp 708.cfg 205.178.15. 157: putcfg_apply
>> # scp 708.cfg 205.178. 15. 157: putcfg_appl y_save

20 m Chapter 1: The Command Line Interface Alteon Systems
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Accessing the Switch

To enable better switch management and user accountability, three levels of user access have
been implemented on the switch. Access levels are defined as follows:

User interaction with the switch is passive—nothing can be changed on the switch. Users
may display information that has no security or privacy implications, such as switch statis-
tics and current operational state information.

Operators can only effect temporary changes on the switch. These changes will be lost
when the switch is rebooted/reset. Operators have access to the switch management fea-
tures used for daily switch operations. Because any changes an operator makes are undone
by areset of the switch, operators cannot severely impact switch operation. The following
types of operators are supported: Server Load Balancing Operator, Layer 4 Operator, and
System Operator.

Administrators are the only ones that may make permanent changes to the switch configu-
ration—changes that are persistent across a reboot/reset of the switch. Administrators can
access switch functions to configure and troubleshoot problems on the switch. Because
administrators can also make temporary (operator level) changes as well, they must be
aware of the interactions between temporary and permanent changes. The following types
of administrators are supported: Server Load Balancing Administrator, Layer 4 Adminis-
trator, and System Administrator.

Once you are connected to the switch vialocal console or Telnet, you are prompted to enter a
password. The default password for each access level islisted in the following table.

The

default password of some user access levelsis NULL. In this case, the user accessis dis-

abled until a password is assigned. To disable a user, set the password to NULL.

Table 1-2 User Access Levels

User Account Description and Tasks Performed Password

User

The user has no direct responsibility for switch man- user
agement. He or she can view switch status informa-

tion and statistics but cannot make any configuration
changes.

SLB

Operator The SLB Operator manages Web serversand other  NULL
Internet services and their loads. In addition to being
ableto view all switch information and statistics, the
SLB Operator can enable/disable servers using the
SLB operation menu.

Systems Chapter 1: The Command Line Interface m 21
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Table 1-2 User Access Levels (Continued)

User Account Description and Tasks Performed Password

Layer 4 Operator The Layer 4 Operator manages traffic on the lines NULL
leading to the shared Internet services. Currently,
user has the same level of access asthe Layer 4
Administrator.

System Operator The Operator manages all functions of the switch. In- NULL
addition to SLB Operator functions, the Operator can
reset ports or the entire switch.

SLB Administrator The SLB Administrator configuresand managesWeb NULL
servers and other Internet services and their loads. In
addition to SLB Operator functions, the SLB Admin-
istrator can configure parameters on the SLB menus,
with the exception of not being able to configure fil-
ters.

Layer 4 Administrator The Layer 4 Administrator configures and manages  NULL
traffic on the lines leading to the shared Internet ser-
vices. In addition to SLB Administrator functions,
the Layer 4 Administration can configure all switch
information and statistics, and all parameters on the
Server Load Balancing menus.

System Administrator The Administrator has complete accessto all menus, admi n
information, and configuration commands on the
switch, including the ability to change all access
passwords.

NOTE — It isrecommended that you change default switch passwords after initial configuration
and as regularly as required under your network security policies. For more information, see
“ Setting Passwords’ on page 38.

Disabling Access Levels

With the exception of the administrator account, accessto agiven level can be disabled by set-
ting the password to an empty value. All accounts other than the administrator will beinitially
disabled (empty password) until they are enabled by theadm n user. Thisis donein order to
avoid inadvertently leaving the switch open to unauthorized users.

For more information, see “ Setting Passwords’ on page 38.

22 m Chapter 1: The Command Line Interface Alteon Systems
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CLI Versus Setup

Oncethe administrator password is verified, you are given complete accessto the switch. If the
switchis still set to its factory default configuration, the system will ask whether you wish to
run Setup (see Chapter 2, “First Time Configuration”), a utility designed to help you through
the first-time configuration process. If the switch has already been configured, the Main Menu
of the CL1 isdisplayed instead.

Following is an example of the Main Menu with administrator privileges.

[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - Operations Command Menu
boot - Boot Options Menu
mai nt - Mai nt enance Menu
di ff - Show pendi ng config changes [ gl obal comrand]
apply - Apply pending config changes [ gl obal command]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global conmand]
exit - Exit [global command, always avail abl e]

NOTE — If you are the accessing the switch with an account that has less privilege than the
Administrator account, some menu options will not be available.

Idle Time-Out

By default, the switch will disconnect your console or Telnet session after five minutes of inac-
tivity. Thisfunction is controlled by thei dl e timeout parameter, which can be set from 1 to
60 minutes. For information on changing this parameter, see “ System Configuration” on

page 147.

Alteon Systems Chapter 1: The Command Line Interface m 23
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CHAPTER 2
First Time Configuration

To help with theinitial process of configuring your switch, the Web OS 7.2 software includes a
Setup utility. The Setup utility prompts you step-by-step to enter al the necessary information
for basic configuration of the switch. This chapter describes how to use the Setup utility and
how to change system passwords.

Using the Setup Utility

Whenever you log in as the system administrator under the factory default configuration, you
are asked whether you wish to run the Setup utility. Setup can also be activated manually from
the Command Line Interface (CLI) any time after logging in.

Information Needed For Setup
Setup requests the following information:

B Basic system information
O Dateandtime
O Whether or not to use BOOTP

O Whether or not to use Spanning Tree Protocol

B Optiona configuration for each port

O Speed and negotiation mode (as appropriate)

O Whether or not to use VLAN tagging (as appropriate)
B Optional configuration for each VLAN

O Nameof VLAN

O Which portsareincluded in the VLAN

Alteon Systems 25
050155A, June 2001



Web OS 7.2 Command Reference

B Optiona configuration of |P parameters

O |Paddress, subnet mask, and broadcast address, and VLAN for each IP interface
I P addresses for up to four default gateways
Destination, subnet mask, and gateway |P address for each | P static route
Whether or not IP forwarding is enabled

O O o g

Whether or not the Routing Information Protocol supply is enabled

Starting Setup Under Factory Default Conditions

The Setup prompt appears automatically whenever you log in as the system administrator
under the factory default settings.

1. Connect to the switch console.

2. After connecting, thelogin prompt will appear asshown below. Enter admi n asthe
default administrator password.

Ent er Passwor d:

3. If thefactory default configuration is detected, the system will show the following
prompt. Enter y to configure the switch using Setup, or n to bypassthe Setup utility:

The switch is booted with factory default configuration.
To ease the configuration of the switch, a "Set Up" facility which
will pronpt you with those configuration itens that are essenti al
to the operation of the switch is provided.

Woul d you like to run "Set Up" to configure the switch? [y|n] VY

"Set Up" will walk you through the configuration of System Date
and Tinme, BOOTP, |P address and subnet mask, Spanning Tree,
Port and Link characteristics, and VLANSs.

[Type Ctrl-C to abort "Set Up"]

NoTE — If thedefault admi n login is unsuccessful, or if the administrator Main Menu (see
“The Main Menu” on page 41) appears instead, the system configuration has probably been
changed from the factory default settings. If you are certain that you need to return the switch
to its factory default settings, see “ Selecting a Configuration Block” on page 267. Otherwise
start Setup manually as described below.
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Stopping and Restarting Setup Manually

Stopping Setup

To abort the Setup utility, press <Ctrl-C> during any Setup question. When you abort Setup,
the system will prompt.

Wuld you like to run fromtop again? [y/n]

Enter n to abort Setup, or y to restart the Setup program from the beginning.

Starting Setup

You can start the Setup utility manually at any time by entering the following command at the
administrator prompt.

# [ cfglsetup

Setup Part 1: Basic System Configuration

When Setup is started, the system prompts:

"Set Up" will wal k you through the configuration of System Date
and Tinme, BOOTP, |P address and subnet mask, Spanning Tree,
Port and Link characteristics, and VLANSs.

[Type Ctrl-C to abort "Set Up"]

W11l you be configuring VLANs? [y]|n]

1. Enter vy if you will be configuring VL ANs. Otherwise enter n.

If you decide not to configure VLANS during this session, you can configure them later using
the configuration menus or by restarting the Setup facility. For more information on VLAN
issues, see “ Setup Part 3: VLANS’ on page 32.

Next, the Setup utility prompts you to input basic system information.
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2. Enter the month of the current system date.

System Dat e:
Enter month [5]:

Enter the month as a number from 1 to 12. To keep the current month, press <Enter>.

3. Enter theday of the current date.

Enter day [5]:

Enter the date as a number from 1 to 31. To keep the current day, press <Enter>.

4. Enter theyear of the current date.

Enter year [01]:

Enter the last two digits of the year as a number from 00 to 99. “01” is considered 2001. To
keep the current year, press <Enter>.

The system displays the date and time settings:

Systemcl ock set to 13:56:52 Fri May 5, 2001.

5. Enter the hour of the current system time.

System Ti ne:
Enter hour in 24-hour format [13]:

Enter the hour as a number from 00 to 23. To keep the current hour, press <Enter>.

6. Enter the minute of the current time.

Enter mnutes [56]:

Enter the minute as a number from 00 to 59. To keep the current minute, press <Enter>.

7. Enter the seconds of the current time.

Enter seconds [52]:

Enter the seconds as a number from 00 to 59. To keep the current second, press <Enter>.
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The system displays the date and time settings:

System cl ock set to 13:56:52 Fri May 5, 2001.

8. Enableor disablethe use of BOOTP.
Boot P Option [nust DI SABLE to configure |P]:
Current BOOTP: disabl ed
Enter new BOOTP [d/e]:
If available on your network, a BOOTP server can supply the switch with |P parameters so that
you do not have to enter them manually. BOOTP must be disabled, however, before the system
will prompt for |P parameters.
Enter d to disable the use of BOOTP, or enter e to enable the use of BOOTP. To keep the current
setting, press <Enter>.
9. Turn Spanning Tree Protocol on or off.
Spanni ng Tree:
Current Spanning Tree Group 1 setting: OFF
Turn Spanning Tree Goup 1 ON? [y]|n]
Enter y to turn on Spanning Tree, or enter n to leave Spanning Tree off.
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Setup Part 2: Port Configuration

NOTE — The port configuration options shown in the following example steps are for a Fast
Ethernet port on the Alteon 708. When configuring port options for other switches or port
types, some of the prompts and options may be different.

1. Select theport to configure, or skip port configuration.

Port Configuration:
Enter port nunber (e.g. bl2): al

If you wish to change settings for individual ports, enter the number of the port you wish to
configure. To skip port configuration, press <Enter> without specifying any port and go to
“Setup Part 3: VLANS’ on page 32.

2. |If appropriate, configurelink type.

The system prompts for the type of link. Select the appropriate type based on the type of line
card module installed for this port.

Li nk Type:
Enter new link type [none| FE| GE- SX| 1000Base-T]: fe
New |ink configuration initialized to FE default.

3. |If appropriate, configurelink speed.
The system prompts for the type of link in the port you selected:

Li nk Speed:

Current Port Al speed setting: none
Pendi ng new speed setting: 10/100
Enter new speed [10/100/any]: any

Enter the link type from the options available, or enter any to have the switch auto-sense the
link speed. To keep the current setting, press <Enter>.

4. Thelink modeissettoful | dupl ex.

The system reports the fixed configuration and continues to the next step.

Li nk Mode:
Port Al node fixed at full dupl ex.
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5. Theflow control isset to none.

The system reports the fixed configuration and continues to the next step.

Li nk Fl ow Control :
Port Al flow control fixed at none.

6. |If appropriate, configure Ethernet/Fast Ethernet port autonegotiation mode.
If you selected a port that has an Ethernet/Fast Ethernet connector, the system prompts:

Li nk Aut onegoti ati on:

Current Port Al autonegotiation: none
Pendi ng Port Al autonegotiation: on
Enter new value [on|off]: on

Enter on to enable autonegotiation, of f to disableit, or press <Enter> to keep the current set-
ting.

7. 1f you have selected to configure VL ANs previoudly in Part 1, the system promptsyou to
enter the default port-defined VLAN 1D (PVID) for | P, ARP, and RARP packet types.

To keep the current setting, press <Enter>.

Default PVID for | P/ ARP/ RARP:
Current IP PVID: 1
Enter new PVID:

8. If applicable, enter the PVID for IPX packet types.
To keep the current setting, press <Enter>.

Default PVID for |PX
Current IPX PVID 1
Ent er new PVID:

9. Enter thedefault PVID for all other Ethertypes.
To keep the current setting, press <Enter>.

Default PVID for all other Ethertypes:
Current other PVID: 1
Ent er new PVID:
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10.

Select whether to forward or discard tagged frames.

Enter d to discard VLAN tagged frames for the port, or enter f to forward them. To keep the
current setting, press <Enter>.

Forward Tagged franes:

Current tagged frame status: di scard
Enter new tagged frame status [f|d]: f

Port Al changed to forward tagged framnes.

11. Select whether to forward or discard untagged frames.
Forward Unt agged frames:
Current untagged frane status: forward
Enter new untagged frame status [f|d]: d
Port Al changed to discard untagged franes.
12. The system promptsyou to configurethe next port.
Enter port (e.g. bl2):
When you have finished configuring ports, press <Enter> without specifying any port. Other-
wise, repeat the stepsin this section.
Setup Part 3: VLANSs
If you choseto skip VLANS configuration from Part 1, skip to “ Setup Part 4: 1P Configura-
tion” on page 34.
1. Select the VLAN to configure, or skip VLAN configuration.
VLAN Confi g:
Ent er VLAN nunber from 1l to 4094, NULL at end:
If you wish to change settings for individual VLANS, enter the number of the VLAN you wish
to configure. To skip VLAN configuration, press <Enter> without typing aVLAN number and
go to “ Setup Part 4: IP Configuration” on page 34.
2. Enter thenew VLAN name.
VLAN i s new y created.
Pendi ng new VLAN nane: VLAN 2
Enter new VLAN nane, without quotes:
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3. Enter the VLAN port numbers.

The system prompts you to define the portsin the VLAN. For example, ports defined for this
VLAN could be asfollows:

Define Ports in VLAN

Current VLAN 1: Al1-16 B5-16 Cl1-16 D1-16 E1-16 F1-16 Gl-16 H1-16 T1
T2 T3 T4

Enter ports one per line, NULL at end:

Type the first port number (as slot and port together, such as b12) to add to the current VLAN
and press <Enter>. The prompt appears.

For each additional port inthe VLAN, type the port number and press <Enter> to moveto the
next line. Repeat this until all portsfor the VLAN being configured are entered. When you are
finished adding portsto this VLAN, press <Enter> without specifying any port.

4. Assign Spanning Tree Group member ship to the VLAN you just configured.

The default Spanning Tree group index is 1. All VLANs must belong to a Spanning Tree
group.

Spanni ng Tree G oup nenber shi p:
Current Spanning Tree Goup index: 1
Enter new Spanning Tree Group index [1-256]:

5. Thesystem promptsyou to configure the next VL AN:

VLAN Confi g:
Enter VLAN nunber from2 to 4094, NULL at end:

Repeat the stepsin this section until all VLANS have been configured. When al VLANSs have
been configured, press <Enter> without specifying any VLAN.
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Setup Part 4: IP Configuration

If BOOTP was enabled back in Part 1, skip to “ Setup Part 5: Final Steps” on page 36. Other-
wise, if you disabled BOOTR, the system prompts for |P parameters.

IP Interfaces
IP interfaces are used for defining subnets related to the switch.

Up to 1024 I P interfaces can be configured on the switch. The |P address assigned to each IP
interface provides the switch with an | P presence on your network. No two | P interfaces can be
on the same | P subnet. The interfaces can be used for connecting to the switch for remote con-
figuration and for routing between subnets and VLANS (if used).

1. Sedlect thelP interfaceto configure, or skip interface configuration.

I P Config:
I P interfaces:
Enter interface nunber: [1-1024]

If you wish to configure individual | P interfaces, enter the number of the IP interface you want
to configure. To skip | P interface configuration, press <Enter> without typing an interface
number and go to “ Default Gateways’ on page 35.

2. For the specified | P interface, enter the IP addressin dotted decimal notation.
To keep the current setting, press <Enter>.

Current |P address: 0.0.0.0
Enter new | P address:

3. Enter thelP subnet mask in dotted decimal notation.

To keep the current setting, press <Enter>.

Current subnet mask: 0.0.0.0
Ent er new subnet nmask:

4. Enter thebroadcast | P addressin dotted decimal notation.

To keep the current setting, press <Enter>.

Current broadcast address: 0.0.0.0
Ent er new broadcast address:
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5. If configuring VLANS, specify a VL AN for theinterface.
This prompt appearsif you already chose to configure VLANSs in Part 1:

Current VLAN 1
Enter new VLAN: N [1-4094]:

Enter the number for the VLAN to which the interface belongs, or press <Enter> without spec-
ifying aVLAN number to accept the current setting.

6. Enter y toenablethelP interface, or n toleaveit disabled.

‘ Enable IP interface? [y/n] ‘

7. Thesystem promptsyou to configure another interface.

‘ Enter interface nunber: [1-1024] ‘

Repeat the stepsin this section until all 1P interfaces have been configured. When all interfaces
have been configured, press <Enter> without specifying any interface number.

Default Gateways

1. Pick adefault gateway to configure, or skip default gateway configuration.

| P default gateways:
Enter default gateway nunber: [1-4]

Enter the number for the default gateway to be configured. To skip default gateway configura-
tion, press <Enter> without typing a gateway number and go to “I1P Routing” on page 36.

2. Enter thelP addressfor the selected default gateway.

Current | P address: 0.0.0.0
Enter new | P address:

Enter the | P addressin dotted decimal notation, or press <Enter> without specifying an address
to accept the current setting.

3. Enter y toenablethe default gateway, or n to leaveit disabled.

‘ Enabl e default gateway? [y/n]
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4. Thesystem promptsyou to configure another default gateway.

Enter default gateway nunmber: [1-4]

Repeat the stepsin this section until all default gateways have been configured. When all
default gateways have been configured, press <Enter> without specifying any number.

IP Routing

When IP interfaces are configured for the various subnets attached to your switch, |P routing
between them can be performed entirely within the switch. This eliminates the need to bounce
inter-subnet communication off an external router device. Routing on more complex networks,
where subnets may not have adirect presence on the switch, can be accomplished through con-
figuring static routes or by letting the switch learn routes dynamically.

This part of the Setup program prompts you to configure the various routing parameters.

1. Enableor disableforwarding for 1P Routing.

‘ Enabl e I P forwarding? [y/n]

Enter y to enable IP forwarding, or n to disable it. To keep the current setting, press <Enter>.

Setup Part 5: Final Steps

1. When prompted, decide whether torestart Setup or continue.

‘ Wuld you like to run fromtop again? [y/n]

Enter y to restart the Setup utility from the beginning, or n to continue.

2. When prompted, decide whether you wish to review the configuration changes.

Revi ew t he changes made? [y/n]

Enter y to review the changes made during this session of the Setup utility. Enter n to continue
without reviewing the changes. We recommend that you review the changes.
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3. Next, decidewhether to apply the changes.

Apply the changes? [y/n]

Enter y to apply the changes, or n to continue without applying. Changes are normally applied.

4. At the prompt, decide whether to make the changes per manent.

Save changes to FLASH? [y/n]

Enter y to save the changesto FLASH. Enter n to continue without saving the changes.
Changes are normally saved at this point.

5. If you do not apply or save the changes, the system prompts whether to abort them.

Abort all changes? [y/n]

Enter y to discard the changes. Enter n to return to the “ Apply the changes?’ prompt.

NOTE — After initial configuration is complete, it is recommended that you change the default
passwords as shown in the following section.
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Setting Passwords

It is recommended that you change the user and administrator passwords after initial configu-
ration and as regularly as required under your network security policies.

Only the administrator has the ability to change passwords. Passwords cannot be modified
from the other accounts.

Changing Access Passwords
To change the password for any level of access, follow this procedure:

1. Connect tothe switch and log in asthe administrator. The default password for the
administrator isadmi n, unless changed using this procedure.

2. From the Main Menu, use the following command to access the Configuration Menu.

Mai n# cfg

The Configuration Menu is displayed:

[ Configuration Menu]
sys - Systemwi de configuration nenu
udef - User-defined defaults nmenu
port - Port configuration menu
vl an - VLAN configuration nmenu
stp - Spanning Tree configuration menu
snnp - SNWP configuration nmenu
trunk - Trunk Group configuration nenu
ip - I P configuration nmenu
slb - Layer 4 configuration nenu
vrrp - VRRP configuration nmenu
set up - Step by step configuration set up
dunp - Dump current configuration to script file
putcfg - Backup current configuration to TFTP server
getcfg - Restore current configuration from TFTP server

3. From the Configuration Menu, use the following command to select the System Menu.

>> Configuration# sSys

38 m Chapter 2: First Time Configuration Alteon Systems
050155A, June 2001



8.

Web OS 7.2 Command Reference

The System Menu is displayed:

[ Syst em Menu]
date - Set systemdate
time - Set systemtinme
ide - Set timeout for idle CLI sessions
boot p - Enabl es or disables use of BOOTP
snnp - Enabl es or di sabl es SNVP nanagenent access
Wb - Enabl es or disables Wb managenent access
wpor t - Set Web server port nunber
met - Set mmnagenent network
mrask - Set mmnagenent netnask
banner - Set 1ogin banner
usrpw - Set user password
adnmpw - Set admi ni strator password
| dapw - Set L4 administrator password
| dopw - Set L4 operator password
current - Display current systemw de configuration

Select the password you wish to change (usr pw, adnpw, | 4apw; | 4o0pw) at the Syst em
prompt. For example, change the administrator password as follows:

System# adnpw

No matter which level of password you are changing, the switch will prompt you to enter
the current administrator password to confirm your authority.

Changi ng ADM NI STRATOR password; validation required...
Enter current adm nistrator password:

NoTE — If you forget your administrator password, call your technical support representative
for help using the password fixup mode.

Next, enter the new password for the accesslevel being changed.

‘ Ent er new admi ni strator password: ‘

Next, enter the new password a second time for confirmation.

‘ Re-enter new admi ni strator password: ‘

Apply and save your change by entering the following commands:

System# apply
System# save
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CHAPTER 3
Menu Basics

The switch’'s Command Line Interface (CLI) isused for viewing switch information and statis-
tics. In addition, an administrator can use the CLI for performing al levels of switch configura-
tion.

To make the CLI easy to use, the various commands have been logically grouped into a series
of menus and submenus. Each menu displays alist of commands and/or submenus that are
available and a summary of what each command will do. Below each menu is a prompt where
you can enter any command appropriate to the current menu.

This chapter describes the Main Menu commands and provides alist of commands and short-
cuts that are commonly available from all the menus within the CLI.

The Main Menu

The Main Menu appears after a successful connection and login as shown below. Some menu
items are not available under other access levels.

[ Mai n Menu]
info - Information Menu
stats - Statistics Menu
cfg - Configuration Menu
oper - Operations Command Menu
boot - Boot Options Menu
mai nt - Mai nt enance Menu
di ff - Show pendi ng config changes [gl obal comrand]
apply - Apply pending config changes [ gl obal command]
save - Save updated config to FLASH [ gl obal command]
revert - Revert pending or applied changes [global conmand]
exit - Exit [global command, always avail abl €]
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Menu Summary

Information Menu

This menu provides submenus for displaying information about the current status of the
switch—from basic system settings, BGP, IP Routing, VLANS, Layer 4 settings, and
more.

SatisticsMenu

This menu provides submenus for displaying switch performance statistics. Included are
port, IF, IP, ICMP, TCP, UDP, SNMP, routing, ARP, DNS, VRRP, Server SLB, Open
Shortest Path First (OSPF), and Layer 4 statistics.

Configuration Menu

This menu is available only from an administrator login. It includes submenus for config-
uring every aspect of the switch. Changes to configuration are not active until explicitly
applied. Changes can be saved to nonvolatile FLASH memory.

Operations Command Menu

This menu is available only from an administrator login. Operations-level commands are
used for making immediate and temporary changes to switch configuration. Thismenu is
used for bringing ports temporarily in and out of service and enabling or disabling Server
Load Balancing functions. It isaso used for activating or deactivating optional software

packages.

Boot Options Menu

This menu is available only from an administrator login. It is used for upgrading switch
software, selecting configuration blocks, and for resetting the switch when necessary.

Maintenance M enu

This menu is available only from an administrator login. This menu is used for debugging
purposes, enabling you to generate a dump of the critical state information in the switch
and to clear entriesin the forwarding database and the ARP and routing tables.
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Global Commands

Some basic commands are recognized throughout the menu hierarchy. These commands are
useful for obtaining online help, navigating through menus, and for applying and saving con-
figuration changes.

Table 3-1 Global Commands

Command Action

? <command> Provide more information about a specific command on the current menu.
When used without the command parameter, a summary of the global com-
mands is displayed.

Display the current menu.

Go up oneleve in the menu structure.

/ If placed at the beginning of acommand, go to the Main Menu. Otherwise, this
is used to separate multiple commands placed on the sameline.

diff Show any pending configuration changes.

apply Apply pending configuration changes.

save Write configuration changes to nonvolatile FLASH memory.

exi t Exit from the command line interface and log out.

pi ng Use this command to verify station-to-station connectivity across the network.

Theformat is asfollows:

pi Ng <address> [<tries> [<delay>]]

where address is the host name or | P address of the device, tries (optional) is
the number of attempts (1-32), and delay (optional) is the number of millisec-
onds between attempts. The DNS parameters must be configured if specifying
host names (see “ Domain Name System Configuration” on page 206).

traceroute Use this command to identify the route used for station-to-station connectivity
across the network. The format is as follows:
tracerout e <address> [<max-hops> [<deay>]]
where address is the host name or |P address of the target station, max-hops
(optional) is the maximum distance to trace (1-16 devices), and delay
(optional) is the number of milliseconds to wait for the response. Aswith
pi ng, the DNS parameters must be configured if specifying host names.

pwd Display the command path used to reach the current menu.
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Table 3-1 Global Commands (Continued)

Command Action

li nes <n> Set the number of lines (n) that display on the screen at onetime; the default is
24 lines. When used without a value, the current setting is displayed.

ver bose <n> Setsthe level of information displayed on the screen:
0 = Quiet: Nothing appears except errors—not even prompts.
1 = Norma: Prompts and requested output are shown, but no menus.
2 =Verbose: Everything is shown.
When used without avalue, the current setting is displayed.

Command Line History and Editing

Using the command line interface, you can retrieve and modify previously entered commands
with just a few keystrokes. The following options are available globally at the command line:

Command Line Interface Shortcuts

Command Stacking

As ashortcut, you can type multiple commands on a single line, separated by forward slashes
(/). You can connect as many commands as required to access the menu option that you want.
For example, the keyboard shortcut to access the Spanning Tree Port Configuration Menu from
the Mai n# prompt isasfollows:

‘ Mai n# cf g/ st p/ port

Command Abbreviation

Most commands can be abbreviated by entering the first characters which distinguish the com-
mand from the others in the same menu or submenu. For example, the command shown above
could also be entered as follows:

Mai n# c/st/p
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Tab Completion

By entering the first letter of acommand at any menu prompt and hitting <Tab>, the CLI will
display all commands or options in that menu that begin with that letter. Entering additional
letters will further refine the list of commands or options displayed. If only one command fits
the input text when <Tab> is pressed, that command will be supplied on the command line
which can then be applied. If the <Tab> key is pressed without any input on the command line,
the currently active menu will be displayed.
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CHAPTER 4
The Information Menu

This chapter discusses how to use the Command Line Interface (CLI) to display switch infor-
mation. You can view configuration information for the switch when logged-in using most access

levels.

/1 nfo

Information Menu

[ nformation Menu]

Sys - Show system i nformation

env - Show tenperature and fan status
| og - Show |l ast 10 sysl og nessages

i nk - Show link status

port - Show port status

sl ot - Show sl ot status

vl an - Show VLAN i nformation

stp - Show STP i nformation

trunk - Show Trunk Group infornation
arp - ARP information nenu

fdb - Forwardi ng Dat abase information menu
ip - IP information menu

route - IP routing information menu
ospf - OSPF routing information nenu
slb - Layer 4 information nenu

vrrp - Show VRRP i nfornation

swkey - Show enabl ed software features
dunp - Dunmp all information

Theinformation provided by each menu option is briefly described in Table 4-1 on page 48,

followed by examples of each information screen.
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Table 4-1 Information Menu Options (/info)

Command Syntax and Usage

sys

Displays system information, including the following:

System date and time

Switch model name and number

Switch name and location

Time of last boot

Base MAC address of the switch management processor
|P address of |P interface #1

Hardware version and part number

Software image file and version number

Configuration name

Login banner, if oneis configured

To view asample, see page 51.

env

Displays the switch temperature and fan status. To view a sample, see page 52.

| og

Displays 10 most recent syslog messages. To view a sample, see page 53.

l'i nk

Displays configuration information about each port, including:

Slot letter (A-D)

Port number

Port speed (10, 100, 10/100, or 1000)

Duplex mode (full duplex only—this parameter is fixed)

Flow control for transmit and receive (no flow control only—this parameter is fixed)
Link status (up or down)

For more information, see page 54.

port

Displays port status information, including:

Slot letter (A-D)

Port number

Whether the port forwards or discards tagged frames

Whether the port forwards or discards untagged frames

Whether the port forwards or discards priority-tagged frames
Whether Remote Monitoring (RMON) is enabled (e) or disabled (d)
Port VLAN ID (PVID)

Port name

For more information, see page 55.

sl ot

Displays the dlot status for Line Card Module (LCM) and Switching Fabric Module (SFM) dots.
For more information, see page 56.
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Table 4-1 Information Menu Options (/info) (Continued)

Command Syntax and Usage

vl an
Displays VLAN configuration information, including:
m VLAN Number
m VLAN Name

m Status
® Port membership of the VLAN

For more information, see page 58.

stp
Displays Spanning Tree Protocol (STP) status and the following STP bridge information:
Priority
Hello interval
Maximum age value
Forwarding delay
Aging time
Also displays the following port-specific STP information:

®m Port number and priority

m Cost

B State

For more information, see page 59.

trunk

When trunk groups are configured, you can view the state of each port in the various trunk groups.
For more information, see page 61.

arp
Displays the Address Resol ution Protocol (ARP) Information Menu. For more information, see
page 62.

f db

Displays the Forwarding Database Information Menu. For more information, see page 64.

Ip

Displays the IP Information Menu. | P information includes:

m |Pinterface information: Interface number, |P address, subnet mask, broadcast address, VLAN
number, class of service, and operationa status

m Default gateway information: Metric for selecting which configured gateway to use, gateway
number, | P address, and health status

m |Pforwarding information: Enable status, | net and | nask

m Port status

m Border Gateway Protocol status

For more information, see page 66.
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Table 4-1 Information Menu Options (/info) (Continued)

Command Syntax and Usage

route

Displays the IP Routing Menu. Using the options of this menu, the system displays the following
for each configured or learned route:

® Route destination | P address, subnet mask, and gateway address

m Type of route

m Tag indicating origin of route

m Metric for Routing Information Protocol (RIP) tagged routes, specifying the number of hopsto
the destination (1-15 hops or 16 for infinite hops)

m Metric for BGP, showing Multi-Exit Discriminator (MED)

® The IP interface that the route uses

For more information, see page 71.

ospf
Displays the Open Shortest Path First (OSPF) Information menu, used for gathering information
about OSPF configuration and performance. For menu options, see page 74.

sl b
Displays the Server Load Balancing Information Menu. For more information, see page 80.

vrrp
Displays Virtual Router Redundancy Protocol (VRRP) information. For more information, see
page 83.

swkey

Displays alist of al the optional software packages that have been activated or installed on your
switch.

For more information, see page 84.

dunp
Dumps al switch information available from the Information Menu (10K or more, depending on
your configuration).

If you want to capture dump datato afile, set your communication software on your workstation to
capture session data prior to issuing the dump commands.

For more information, see page 84.
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[ infolsys

System Information

System Information at 17:20:30 Wed Apr 17, 2001

Al'teon 708

sysNare: Mai n-swi t ch

sysLocation: |IT Lab

Last boot: 11:11:56 Fri Dec 22, 2000 (watchdog ti nmer)

Swi tch base MAC address: 00:22:33:44:55:00

Interface 1 MAC address: 00:22:33:44:55:05 | P address:

123. 255. 224. 10

Har dwar e Revi sion: A

Har dware Part No: 210019P1

Software Version 7.2.14 from FLASH i nage2, active configuration.

System information includes the following:

System date and time

Switch model name and number

Switch name and location

Time of last boot

Base MAC address of the switch management processor
MAC address and | P address of IP interface #1
Hardware revision and part number

Software version number and image file

Configuration name

Login banner, if oneis configured
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/1 nfolenv

Environment Information

Ther mal

Ther mal

Ther mal

Ther mal

Power 1:

MP:

Fan:

SFM 1:
2.

LCM 1:
2:

Pr esent
2: Not Present

36C

20C

26C
24C

33.5C
37C

Fan: Present @ approx.

2050 RPM

Environment information includes:

B Temperature of the thermal MP, fan, switch fabric modules, line card modules

B Presence of power supply modules

B Presence and speed of fansin the fan tray
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Web OS 7.2 Command Reference

May
May

123.

17 10:22:45
17 10:42: 41

. 255.224. 230

17 10:43:50
17 10:43:50
17 10:44:01
17 10:50: 50
17 13:24: 34

.255.224.123

17 13:33:52
17 13:34:17
255.224.123

NOTICE | P: default gateway 123.255.224.101 enabl ed

NOTI CE tel net 1:

NOTI CE tel net1:
I NFO tel net 1:
I NFO tel net 1:
NOTI CE tel net 1:
NOTI CE tel net 1:

NOTI CE tel netl1:
NOTI CE tel net1:

adm n | ogin from host

admi ni strator password changed
new configuration applied

new configuration saved

adm n | ogout

adm n | ogin from host

adm n connection cl osed
admi n | ogin from host

Each syslog message has a criticality level associated with it, included in text form as a prefix
to the log message. One of eight different prefixesis used, as shown below:

Table 4-2 Syslog Message Conditions (/info/log)

Parameter Description

EMERG Indicates the system is unusable

ALERT Indicates action should be taken immediately
CRIT Indicates critical conditions

ERR Indicates error conditions or errored operations
WARNI NG Indicates warning conditions

NOTI CE Indicates anormal but significant condition

I NFO Indicates an information message

DEBUG Indicates a debug-level message

Alteon Systems
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[info/link

Link Status Information

Slot Port

A 1

100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100
10/ 100

1000
1000
1000
1000

Flow Ctrl
EEN D G RX- -
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no
no no

down
down
down
down
down

up

Use this command to display link status information about each port on an Alteon 708 switch

sot.

Table 4-3 Link Status Information Fields

Parameter

Description

Sl ot

LCM Slot (A-D)

Por t

Port number (1-4 for Gigabit-SX, 1-16 for Fast Ethernet, 1-4 for

1000Base-T)

Speed

Port speed (10, 100, 10/100, or 10/100/1000)

Dupl ex

Duplex mode (full duplex only—this parameter is fixed)

Flow Crl

Flow control for transmit (Tx) and receive (Rx) (this paraemeter is fixed to
“no” flow control only)

Li nk

Link status (up or down)
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[infolport
Port Information

Slot Port Tag UnTag PriTag RMON VLAN( s)
A 1 di sc frwd frwd d 1
2 di sc frwd frwd d 1
3 di sc frwd frwd d 1
4 di sc frwd frwd d 1
B 1 di sc frwd frwd d 1
2 di sc frwd frwd d 1
3 di sc frwd frwd d 1
4 di sc frwd frwd d 1
5 di sc frwd frwd d 1
6 di sc frwd frwd d 1
7 di sc frwd frwd d 1
8 di sc frwd frwd d 1
9 di sc frwd frwd d 1
10 di sc frwd frwd d 1
11 di sc frwd frwd d 1
12 di sc frwd frwd d 1
13 di sc frwd frwd d 1
14 di sc frwd frwd d 1
15 di sc frwd frwd d 1
16 di sc frwd frwd d 1
Port information includes the following:
Table 4-4 Port Information Fields
Parameter Description
Sl ot LCM slot (A-D).
Por t Port number (1-4 for Gigahit-SX, 1-16 for Fast Ethernet, 1-4 for 1000Base-T).
Tag Shows whether tagged frames are discarded (disc) or forwarded (frwd).
Unt ag Shows whether untagged frames are discarded (di sc) or forwarded (f r wd).
Pri Tag Priority tagged frames are those with a tag on the priority part of atag, not the

VLAN part. This shows whether priority tagged frames are discarded (di sc) or
forwarded (f r wd).

RVON RMON status: d = disabled, e = enabled.
VLAN Indicates VLAN number(s) to which the port belongs.
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/1 nfolsl ot

Slot Status Information

G GABI T- SX

G GABI T- SX

FAST- ETHERNET

FAST- ETHERNET

LCM sl ot s

>> | nformation# sl ot
Sl ot State
A Runni ng
B Runni ng
C Runni ng
D Runni ng
SFM sl ot Usage
1 GE
2 FE

SP States
SP x0: Runni ng
SP x1: Running
SP x2: Runni ng
SP x3:  Runni ng
SP x4: Runni ng
SP x5:  Runni ng
SP x6: Runni ng
SP x7: Runni ng
SP x8: Runni ng
SP x9:  Runni ng
SP x12: Runni ng
SP x13: Runni ng

Slot status shows the devices inserted in the Line Card Module (LCM) slots and the usage of
the Switching Fabric Module (SFM) dots. Slot status information includes the following:

Table 4-5 Slot Status Information Fields

Parameter Description

Sl ot LCM slot (A-D).

State Shows the status of the LCM.

LCM type Gigabit-SX, Fast Ethernet, 1000Base-T.

SP states Shows the states of the switch processors (SPs) that are in use. For information
about SP index numbers, see “Interpreting SP Index Numbers’ below.

SFM sl ot s Shows the SFM slot number(s).

Usage Showsthetype of LCM that is using the SFM. SFM types are GE (Gigabit-SX
or 1000Base-T), or FE (Fast Ethernet).

LCM sl ots Shows the dlot letter of the LCM using the SFM.
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Interpreting SP Index Numbers
Switch processors (SP) are numbered by SP Index, x0 through x15.

B  OntheAlteon 708 SPs are assigned to slots as follows:
O slot A= x0 through x3
O dot B=x4 through x7
O dot C=x8 through x11
O slot D=x12 through x15.

B Each LCM slotisassigned four SPindex numbers, regardless of the actual number of SPs
present ontheinstalled LCM:

O A 4-port Gigabit-SX or 1000Base-T LCM requiresfour SPs; therefore, each SP index
number corresponds to a port number. The/ i nf o/ sl ot command will show four
SP indexes for each LCM slot.

O An8-port Fast Ethernet LCM requires only two SPs; each SP controls two ports.
Therefore, even though there are four possible SPindexes assigned to each LCM dlat,
the/ i nf o/ sl ot command will show only two SP index numbers for a Fast Ether-
net LCM dlot.
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/1 nfol/vlan
VLAN Information

VLAN Name St at us Ports
1 Default VLAN ena al bl2 c4-c9
2 VLAN 2 ena d3

This information display includes al configured VLANs and all member ports that have an
activelink state.

VLAN information includes:

B VLAN number

H VLAN name

B Status enabled (ena), disabled (di s)

B Port membership of the VLAN. Port membership is represented as slot (letter) and port
(number) together, asin “b12.”
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Spanning Tree Information

Spanning Tree G oup 1. On
Current Root: Pat h- Cost
7fff 00:22:33:44:55:00 4
Parameters: Priority Hello MaxAge
32768 2 20
Slot Port VLAN Priority Cost
A 1 1 128 1
2 1 128 0
3 1 128 0
4 1 128 0
B 1 1 128 0
2 1 128 0
3 1 128 0
4 1 128 0
5 1 128 0
6 1 128 10
7 1 128 0
8 1 128 0
9 1 128 0
10 1 128 0
11 1 128 0
12 1 128 100
13 1 128 0
14 1 128 0
15 1 128 0
16 1 128 0

Port Hell o MaxAge FwdDel
Al 2 20 15

Agi ng
15

Fwd Del
15

Agi ng
300

FORWARDI NG
DI SABLED
DI SABLED
DI SABLED
DI SABLED
DI SABLED
DI SABLED
DI SABLED
DI SABLED

FORWARDI NG
DI SABLED
DI SABLED
DI SABLED
DI SABLED
DI SABLED

FORWARDI NG
DI SABLED
DI SABLED
DI SABLED
DI SABLED

The switch software usesthe |IEEE 802.1d Spanning Tree Protocol (STP). In addition to seeing
if STPisenabled or disabled, you can view the following STP bridge information:

Priority

Hello interval
Maximum age value
Forwarding delay
Aging time

Systems
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You can also see the following port-specific STP information:

Slot number
Port number
Priority
VLAN

Cost

State

The following table describes the Spanning Tree Protocol (STP) parameters.

Table 4-6 Spanning Tree Parameter Descriptions

Parameter Description

Priority The bridge priority parameter controls which bridge on the network will

(bridge) become the STP root bridge.

Hel | o The hello time parameter specifies, in seconds, how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that
is not the root bridge uses the root bridge hello value.

MaxAge The maximum age parameter specifies, in seconds, the maximum time the
bridge waits without receiving a configuration bridge protocol data unit
before it reconfigures the STP network.

FwdDel The forward delay parameter specifies, in seconds, the amount of timethat a
bridge port has to wait before it changes from learning state to forwarding
state.

Agi ng The aging time parameter specifies, in seconds, the amount of time the

bridge waits without receiving a packet from a station before removing the
station from the forwarding database.

priority (port)

The port priority parameter helps determine which bridge port becomes the
designated port. In a network topology that has multiple bridge ports con-
nected to asingle segment, the port with the lowest port priority becomesthe
designated port for the segment.

Cost

The port path cost parameter is used to help determine the designated port for
a segment. Generally speaking, the faster the port, the lower the path cost. A
setting of 0 indicates that the cost will be set to the appropriate default after
the link speed has been autonegotiated.

State

The state field shows the current state of the port. The state field can be either
BLOCKI NG LI STENI NG LEARNI NG FORWARDI NG or DI SABLED.
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/1 nfoltrunk
Trunk Group Information

G oup Slot Port STG State

1

f orwar di ng
forwar di ng
f orwar di ng
f orwar di ng

NNNONNRE R RE R
WWwWww>>>>
AWNRAMWOWN

RPRRPRRPRREPREREPR

When trunk groups are configured, you can view the state of each port in the various trunk
groups.

NOTE — If Spanning Tree Protocol on any port in the trunk group is set to f or war di ng, all
active portsin the trunk group will have the same state.
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[infolarp
Address Resolution Protocol Information

[ Address Resol ution Protocol Menu]
find - Show a single ARP entry by | P address
port - Show ARP entries on a single port
refsp - Show ARP entries referenced by a single SP
vl an - Show ARP entries on a single VLAN
dunp - Show all ARP entries
addr - Show ARP address |i st

The ARP information includes the following:

B |Paddress and MAC address of each entry
Address status flag
The VLAN and port to which the address belongs

The ports that have referenced the address (empty if no port has routed traffic to the IP
address shown)

Table 4-7 ARP Information Menu Options (/info/arp)

Command Syntax and Usage

find <IPaddress, such as192.4.17.101>
Displays asingle ARP entry by IP address.

port <port—must be slot and port together, such asb12>
Displays the ARP entries on asingle port.

ref sp <port—must be slot and port together, such as b12>
Displays the ARP entries referenced by a single switch processor (SP).

vl an <VLAN number (1-4094)>
Displaysthe ARP entrieson asingle VLAN.

dunp
Displays all ARP entries, including:
IP address and MAC address of each entry
Address status flag (see below)
The VLAN and port to which the address belongs
The ports that have referenced the address (empty if no port has routed traffic to the | P address
shown)
For more information, see page 63.
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Table 4-7 ARP Information Menu Options (/info/arp)

Command Syntax and Usage

addr
Displays the ARP address list, which is the list of |P addresses that receive responses to ARP
requests. For more information, see page 63.

/i nfolarp/dunp
Show All ARP Entry Information

| P address Fl ags MAC addr ess VLAN Port Referenced SPs
123. 255. 224. 101 00: 11: 22: 33: 44: b0 1 Al 1 2 5-8
123. 255. 224. 104 00: 11: 22: 33: 44: ee 1 Al enpty
123. 255. 224. 111 00: 11: 22: 33:44: 40 1 Al enpty
123. 255. 224. 230 00: 11: 22: 33: 44: 8d 1 B12 enpty
123. 255. 224. 240 00: 11: 22: 33: 44: fd 1 Al enmpty
FI ag field isinterpreted as follows:
Table 4-8 ARP Flag Parameter
Flag Description
U Unresolved ARP entry. The MAC address has not been learned.
/1 nfolarp/addr
ARP Address List Information
| P address | P mask MAC addr ess VLAN Fl ags
123. 255.224.66  255. 255. 255. 255 00: 70: cf: 03: 20: 04 P

123.255.224.1 255, 255. 255. 255 00: 70: cf: 03: 20: 06 1
123. 255. 224. 64 255, 255, 255. 255 00: 70: cf: 03: 20: 05 1
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[infolfdb

FDB Information

find -
port -
vl an -
dunp -
count -

[ Forwar di ng Dat abase Menu]

Show a single FDB entry by MAC address
Show FDB entries on a single port

Show FDB entries on a single VLAN
Show all FDB entries

Show count of FDB entries

The Forwarding Database (FDB) contains information that maps the Media Access Control
(MAC) address and VLAN address of each known device to the switch port where the device
address was learned. The FDB also shows which other ports have seen frames destined for a
particular MAC address and VLAN.

Table 4-9 FDB Information Menu Options (/info/fdb)

Command Syntax and Usage

find <MAC address> [ VLAN number (1-4094)]

Displays asingle database entry by its MAC address and, optionally, its VLAN. You are prompted
to enter the MAC address of the device. Enter the MAC address using the hex format, such as
08: 00: 20: 12: 34: 56.

You can also enter the MAC address using the format XX XXXXXXXXXX, such as

080020123456.

port <port defined as slot and port, such as b12>
Displays all FDB entries for a particular port.

vl an <1-4094>

Displays all FDB entries on the selected VLAN.

dunp

Displays all entriesin the FDB. For more information, see page 65.

count

Displays the number of FDB entries.
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Show All FDB Information
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00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

MAC Addr ess

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:

44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.
44.

45
7a
3d
a4
24
4c
b0
40
00
05
10
28
cl
15
5b

<
=
HI—\I—\I—\HHHI—\I—\I—\HHHI—\I—\E

2EBRREERRERREERES

—

State
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD
FWD

The following port states may be seen:

Table 4-10 FDB Information Parameters (/info/fdb/dump)

Parameter Description

FWD The address isin the forwarding state, meaning that it has been learned by the switch.

TRK The addressisin the trunking state. The port field represents the trunk group number.

UNK The address is in the unknown state, meaning the MAC address has not yet been
learned by the switch but has only been seen as a destination address. When an address
isin the unknown state, no outbound port is indicated, although ports which reference
the address as a destination will be listed under Reference ports.

I F The entry isfor an IP interface. The MAC addressisfor astandard VRRP virtua
router.

VI P Theentry isfor avirtual server. The MAC addressisfor avirtual server router—avir-

tual router with the same | P address as a virtual server.

Clearing Entries from the Forwarding Database

To delete a MAC address from the FDB or to clear the entire FDB, refer to “ Forwarding Data-
base Options” on page 275.
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[infolip
Display IP Information

[1P Menu]
bgp - BGP information nmenu
dunp - Show all IP information

Table 4-11 IP Information Menu Options (/info/ip)

Command Syntax and Usage

bgp

Shows the Border Gateway Protocol menu. To view the menu options, see page 66.

dunp
Shows all IPinformation. To view an example, see “/info/ip/dump” on page 69.

[infolip/bgp

Border Gateway Protocol Information

[ BGP Menu]
peer - Show all BGP peers
sunmary - Show all BGP peers in sunmary
dunp - Show all BGP routes

Table 4-12 Border Gateway Protocol Menu Options (/info/ip/bgp)

Command Syntax and Usage

peer
Shows all Border Gateway Protocol (BGP) peers. To view an example, see page 67.

sunmary
Shows all BGP peersin summary. To view an example, see page 67.

dunp
Shows all BGP routes. To view an example, see page 68.
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[infolip/bgpl/peer

BGP Peer information

Following is an example of theinformation that / i nf o/ i p/ bgp/ peer provides.

BGP Peer | nformation:

1: 205.178.23.142 , version 4, TTL 1
Rermote AS: 142, Local AS: 101, Link type: EBGP
Renote router ID: 205.178.23.142, Local router ID:
205.178. 23. 101
BGP status: established, Ad status: established
Total received packets: 114, Total sent packets: 121
Recei ved updates: 1, Sent updates: 8
Keepal i ve: 30, Holdtime: 90, M nAdvTine: 30
Last Error Code: cease(6), LastErrorSubcode: unspecified(0)

2: 205.178.15.148 , version 0, TTL 2
Rermot e AS: 148, Local AS: 101, Link type: EBGP
Renote router ID: 0.0.0.0, Local router ID: 205.178.23.101
BGP status: connect, A d status: connect
Total received packets: 0, Total sent packets: 0
Recei ved updates: 1, Sent updates: 8
Keepalive: 0, Holdtinme: 0, MnAdvTinme: 30
Last Error Code: unknown(0), LastErrorSubcode: unspecified(0)

[infolip/bgp/summary

BGP Summary information

Following is an example of the information that / i nf o/ i p/ bgp/ sumary provides.

BGP Peer Sunmary | nfornmation:
Peer \% AS MsgRcvd  MsgSent Up/ Down State
1. 205.178.23.142 4 142 113 121 00: 00: 28 establ i shed
2: 205.178.15.148 O 148 0 0 never connect
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[infolip/bgp/dunp

Dump BGP Information

Following is an example of theinformation that / i nf o/ i p/ bgp/ dunp provides.

*>j 205.178.15.0

*

*> 205.178.17.0
13.0.0.0

The 13.0.0.0 i

>> BGP# dunp

Status codes: * valid, > best, i -

Oigin codes: i - IGP, e - EGP, ? -
Net wor k Next Hop

*> 10.0.0.0 205.178. 21. 147

0.0.0.0

205. 178. 21. 147
205. 178. 21. 147
205. 178. 21. 147

s filtered out by rrmap;

i nternal

i nconpl ete

Metr LcPrf Wght Path
1 256 147 148 i

0i

1 128 147 i
1 128 147 i
1 256 147 {35} ?

or, a |loop detected.
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[infolip/dunp
IP Information

Following is an example of IP information provided by / i nf o/ i p/ dunp.

| P information:

Interface information:

1: 172.25.1. 28, 255. 255. 0. 0, 172. 25. 255. 255, vlan 1, up
2: 172.25.1.11, 255. 255. 0. 0, 172.25. 255. 255, vlan 1, D S
ABLED

Default gateway infornation: netric strict
1: 172.25.1.1, up

Current forwarding setting: ON, dirbr disabled
Current port settings: all ports ON
Current network filter settings

none

Current route map settings:

Current OSPF settings: ON
Default route none

Isdb limt O
enabled traps 1, 2, 3, 4, 5, 6, 7, 8 9, 10, 11, 12, 13, 14, 15,
16
Current OSPF area settings:
0: 0.0.0.0, type transit, auth none, netric 1, spf 10
enabl ed
1: 0.0.0.1, type stub, auth none, netric 1, spf 10, enabl ed
Current OSPF interface settings
1. 172.25.1.28, area index 0, prio 5, cost 1, enabled
hell o 10, dead 40, trans 1, retra 5
key
2: 172.25.1.11, area index 1, prio 5, cost 1, enabled
hello 10, dead 40, trans 1, retra 5
key
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IP information includes:

B Router ID, IP address, Autonomous System (AS) number

B |Pinterface information: Interface number, |P address, subnet mask, broadcast address,
VLAN number, and operational status

B Default gateway information: Metric for selecting which configured gateway to use, gate-
way number, |P address, and health status

B Current forwarding status

B Current port settings

B Current Routing Information Protocol (RIP) settings enable status, update period, and the
following active modes

Table 4-13 RIP Settings (/info/ip/dump)

Mode Description

listen The switch learns routes from other routers.

supply The switch sends routes to other routers.

def aul t The switch accepts Routing Information Protocol default routes from other routers
and gives them priority over configured default gateways.

poi son The switch uses split horizon with poisoned reverse.

trigg The switch supplies routes when the routing table has been updated. The tableis
updated when routes are added or removed.

ncast RIPv2 compatible, send route advertisements via multicast. In multicast, informa-
tion is supplied only to specific addresses.

nmetric The hop count the switch delivers to the router. The hop count is the number of
hops to the final destination.

aut h Authorization.
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[infol/route
IP Routing Information

[P Routing Menu]
find - Show a single route by destination |P address
gw - Show routes to a single gateway
type - Show routes of a single type
tag - Show routes of a single tag
if - Show routes on a single interface
dunp - Show all routes

Using the commands listed below, you can display all or a portion of the I P routes currently
held in the switch.

Table 4-14 Route Information Menu Options (/info/route)

Command Syntax and Usage

find <IPaddress, such as192.4.17.101>
Displays a single route by destination | P address.

gw <default gateway address, such as 192.4.17.44>
Displays routes to asingle gateway.

type indirect|direct|l ocal | broadcast|nartian|nulticast
Displays routes of a single type. For more information, see Table 4-15 on page 72.

tag fixed|static|snnp|addr|rip|ospf|bgp|icnp|broadcast|nmartian|
mul ti cast|dynam c
Displays routes of a single tag. For more information, see Table 4-16 on page 73.

i f <(1-1024)>
Displays routes on the selected interface.

dunp
Displays all routes known to the switch. For more information, see page 72.
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/i nfolroute/dunp
Show All IP Route Information

Following is an example of theinformation that / i nf o/ r out e/ dunp provides.

Desti nation Mask Gat enay Type Tag If Metr
0.0.0.0 0.0.0.0 123.178.13.101 indirect static 1
10.0.0.0 255.0.0.0 123.178.13.111 indirect rip 1 2
127.0.0.0 255.0.0.0 0.0.0.0 nartian nmartian
123.17.0.0 255.255.0.0 123.178.13.111 indirect rip 1 2
123.18.0.0 255.255.0.0 123.178.13.111 indirect rip 1 4
123.19.0.0 255.255.0.0 123.178.13.111 indirect rip 1 2
123.20.0.0 255.255.0.0 123.178.13.111 indirect rip 1 2
123.21.0.0 255.255.0.0 123.21.1.1 direct fixed 2
123.21.1.1 255, 255. 255. 255 123.21.1.1 |ocal addr 2
123. 21. 255. 255 255. 255. 255. 255 123. 21. 255. 255 broadcast broadcast 2
123.23.0.0 255.255.0.0 123.178.13.111 indirect rip 1 3
123.24.0.0 255.255.0.0 123.178.13.111 indirect rip 1 3
123.25.0.0 255.255.0.0 123.178.13.111 indirect rip 1 4
123.26.0.0 255.255.0.0 123.178.13.39 indirect rip 1 2
123.27.0.0 255.255.0.0 123.178.13.111 indirect rip 1 5
123.28.0.0 255.255.0.0 123.178.13.101 indirect rip 1 2
123.29.0.0 255.255.0.0 123.178.13.111 indirect rip 1 5

Table 4-15 describes the routing Ty pe parameters.

Table 4-15 IP Routing Type Parameters

Parameter Description

i ndirect The next hop to the host or subnet destination will be forwarded through a
router at the Gat eway address.

direct Packets will be delivered to a destination host or subnet attached to the
switch.

| ocal Indicates aroute to one of the switch’s IP interfaces.

br oadcast Indicates a broadcast route.

martian The destination belongsto ahost or subnet that isfiltered out. Packets sent to
this destination are discarded.

mul ti cast Indicates a multicast route.
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Table 4-16 describes the routing Tag parameters.

Table 4-16 IP Routing Tag Parameters

Parameter Description
fixed The address belongs to a host or subnet attached to the switch.
static The address is a static route which has been configured on the switch.
icnp The address was learned viaICMP.
snnp The address was configured through SNMP.
addr The address belongs to one of the switch’'s IP interfaces.
rip The address was learned by the Routing Information Protocol (RIP).
ospf The address was learned by Open Shortest Path First (OSPF).
bgp The address was learned by the Border Gateway Protocol (BGP).
br oadcast Indicates a broadcast address.
martian The address belongs to afiltered group.
mul ti cast Indicates a multicast address.
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/i nf ol ospf
OSPF Information Menu

[ GSPF | nfornmati on Menu]

general - Show general information

ai ndex - Show area(s) information

if - Show interface(s) information
virtual - Show details of virtual |inks
nbr - Show nei ghbor (s) infornation
dbase - Dat abase Menu

reqlist - Show request list of this neighbor
retlist - Show retransm ssion list of this neighbor
sumaddr - Show summary address |i st

nsumadd - Show NSAA summary address |ist

routes - Show OSPF routes

This menu allows you to display information about Open Shortest Path First (OSPF).

Table 4-17 OSPF Information Options (/info/ospf)

Command Syntax and Usage

gener al
Displays general Open Shortest Path First (OSPF) information. To view an example, see page 75.

ai ndex <areaindex (0-7)>
Displays areainformation. To view an example, see page 75.

i f <interface number (1-1024)>
Displays areainformation. To view an example, see page 76.

vi rtual
Displays virtual link information.

nbr <neighbor router id (A.B.C.D.)>
Displays neighbor information. To view an example, see page 76.

dbase <interface number (1-1024)>
Displays the Database Menu. To view the menu options, see page 78.

reqli st <neighbor router id (A.B.C.D)>
Displays the request list of this neighbor.

retlist <neighbor router id (A.B.C.D)>
Shows the retransmission list of this neighbor. To view an example, see page 77.
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Table 4-17 OSPF Information Options (/info/ospf) (Continued)

Command Syntax and Usage

sumaddr <areaindex (0-7)>
Displays the summary address list

nsumadd <areaindex (0-7)>
Displays the NSAA summary address list.

routes
Displays the OSPF routes. To view an example, see page 77.

/i nfol ospf/general
General OSPF Information.

>> OSPF | nformati on# general
OSPF i s disabl ed.

/1 nf o/ ospf/ ai ndex <index>
OSPF Area Information

NOTE — Thei ndex nunber (0-7) represents the OSPF area that you wish to display.

Area (index) 1 with 1D O0.0.0.1

Nunmber of interfaces in this area is 2 of which 2 are UP
Area authentication: none
LS types accepted by this area 63
SPF al gorithm executed 2 tines
Nunber of LSDB entries of this area 10
Count of ASBR local to this area 1
Count of ABR local to this area 2
Total neighbors are 2 of which

2 are >=INIT state,

2 are >=EXCH st ate,

2 are =FULL state
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[infolospf/if <interface number>
OSPF Interface Information

NOTE — Theinterface number (1-1024) represents the OSPF interface that you wish to display.

Following is an example of the information that / i nf o/ ospf /i f provides.

| p Address 10.10.10.1, Area 0.0.0.1, Admin Status UP
Router ID 10.10.12.1, State Backup DR, Priority 5
Desi gnated Router (I1D) 10.10.13.2, |Ip Address 10.10.10.2

Timer intervals, Hello 10, Dead 40, Wait 0O, Retransmt 5,
Poll interval O, Transit delay 1

Nei ghbor count is 1 If Event 8, Authentication type None

Backup Designated Router (1D) 10.10.12.1, Ip Address 10.10.10.1

/1 nfolospf/nbr
OSPF Neighbor Information

Intf NeighborlD Prio State Addr ess
1 10.10.13.2 1 Full 10.10.10. 2
2 10.10.9.2 1 Full 10.10.9.2
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> OSPF Information# retli st
Nei ghbor 10.0.0.1
Link 1D ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 0 0x80000001 0x75CD
Nei ghbor 13.0.0.3
Link ID ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 0 0x80000001 0x75CD
Nei ghbor 10.0.0.1
Link 1D ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 0 0x80000001 0x75CD
Nei ghbor 13.0.0.3
Link ID ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 0 0x80000001 0x75CD
Nei ghbor 13.0.0.3
Link 1D ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 3600 0x80000002 0x7DC3
13.0.0.2 13.0.0.2 1 2 0 0x80000007 0x9878
Nei ghbor 13.0.0.3
Link 1D ADV Rout er Opti ons Age Seq# Checksum
13.0.0.2 13.0.0.2 3 0 0 0x80000003 Ox71CF

/i

nf o/ ospf/routes
OSPF Routes

Codes: |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
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/i nfol/ ospf/dbase
OSPF Database Menu

[ OSPF Dat abase Menu]
advrtr - LS Database info for an Advertising Router
asbrsum - ASBR Summary LS Dat abase info
dbsumm - LS Database sunmary

ext - External LS Database info

nw - Network LS Database info

nssa - NSSA External LS Database info
rtr - Router LS Database info

sel f - Self Oiginated LS Database info
sunm - Network-Sumary LS Database info
al | - Al

Table 4-18 OSPF Database Options (/info/ospf/dbase)

Command Syntax and Usage

advrtr <router ID (AB.C.D.)>
Displays the Link State (LS) Database information advertised by the router with router ID
A.B.C.D.

asbrsum <advrtr (A.B.C.D.)> | <link stateid (A.B.C.D.> | <self>
Displays the Autonomous System Boundary Router (ASBR) Summary LS Database information.
For more information, see Note — on page 79.

dbsunm <advrtr (A.B.C.D.)> | <link stateid (A.B.C.D.> | <self>
Displays the LS Database summary. For more information, see Note — on page 79.

ext <advrtr (A.B.C.D)> | <link stateid (A.B.C.D.> | <self>
Displays the External LS Database information. For more information, see Note — on page 79.

nw <advrtr (A.B.C.D)> | <link stateid (A.B.C.D.> | <sdlf>
Displays the Network LS Database information. For more information, see Note — on page 79.

nssa <advrtr (A.B.C.D)> | <link stateid (A.B.C.D.> | <sdf>
Displays the Not-So-Stubby Area (NSSA) External LS Database information. For more informa-
tion, see Note — on page 79.

rtr <advrtr (A.B.C.D)> | <link stateid (A.B.C.D.> | <self>
Displays the Router LS Database information. For more information, see Note — on page 79.

sel f <advrtr (A.B.C.D)> | <link stateid (A.B.C.D.> | <sdf>

Displays the Self Originated L S Database information. For more information, see Note — on page
79.
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Table 4-18 OSPF Database Options (/info/ospf/dbase) (Continued)

Command Syntax and Usage

sunms
Displays the Network Summary LS Database information.

al |
Displays a summary of all information. To view an example, see page 79.

NOTE — The Link State (L S) database information can be searched based on the following cri-
teria

1 Advertising Router: LS database information advertised by the router with router
ID A.B.CD.

2. Link State ID: LSAawith link state ID A.B.C.D.

3. Self: LS Database information advertised by this router (self-originated LSAS).

/i nfolospf/dbase/all

Summary of All

Router LSAs (Area 0.0.0.0)
Link ID ADV Rout er Options Age  Seq# Checksum
0.0.0.3 0.0.0.3 0x2 1082 0x80000003  0x2D56
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[info/slb
SLB Information Menu

[ Server Load Bal anci ng | nformation Menu]
sess - Session table informati on nenu
real - Show real server information
virt - Show virtual server information
filt - Show redirect filter information
port - Show port infornmation
gslb - Show GSLB i nformation
dunp - Show all layer 4 information

This menu provides access to Layer 4 information.

Table 4-19 Layer 4 Information Menu Options (/info/slb)

Command Syntax and Usage

sess
Displays the Session Table Information Menu. To view menu options, see page 81.

real <real server number (1-1024)>
Displays Real server number, real |P address, MAC address, VLAN, physical switch port, layer
where health check is performed, and health check result.

Vi rt <virtual server number (1-1024)>
m Displays Virtual Server State: Virtual server number, virtual server |P address, virtua MAC
address
m Virtual Port State: Virtual service or port, server port mapping, real server group, group backup
server

filt <filter ID (1-1024)>
Displays the filter number, destination port, real server port, real server group, health check layer,
group backup server, and real server group, |P address, backup server, and status.

port <port defined as slot and port, such as b12>
Displays the physical port number, proxy | P address, filter status, alist of applied filters, and client
and/or server Layer 4 activity.

gslb
Displays remote switch number, remote switch IP address, |P subnet mask, and health status.

dunp
Displays all Layer 4 information for the switch. For details, see page 82.
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/1 nfol/slbl/sess
Show Session Table Information

[ Sessi on Tabl e Informati on Menu]
find - Show all session entries with source |P address
sp - Show all session entries on SP
dunp - Show all session entries

Table 4-20 Session Information Menu Options (/info/slb/sess)

Command Syntax and Usage

find <IP address, such as192.4.17.101>
Displays all session entries with source | P address.

sp <SPasport such asbl2, or index such as x5>
Displays all session entries on the Switch Processor (SP).

dunp
Displays all session entries.
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[ infolslb/dunp

Show All Layer 4 Information

Real server state
1: 123.178.13.12, 00:60:cf:20:2f:cf, vlan 1, port B4, health 4, up
2: 123.178.13.21, 00:60:cf:20:2f:be, vlan 1, port B3, health 4, up
Virtual server state:
1. 123.178.13.1, 00: 60: cf:50: ac: 04
virtual ports
http: rport http, group 1, backup none
real servers:
1: 123.178.13.12, backup none, up
2: 123.178.13.21, backup none, up
Redirect filter state
Port state:
Al: client enabled, server disabled
pip 0.0.0.0, subrmac disabl ed
filt disabled, filters: enpty
A2: client enabled, server enabled
pip 0.0.0.0, subrmac disabl ed
filt enabled, filters: 1 2 224
A3: client enabled, server disabled
pip 0.0.0.0, subrmac disabl ed
filt disabled, filters: enpty
B3: client disabled, server enabled
pip 0.0.0.0, subrmac disabl ed
filt disabled, filters: enpty
B4: client disabled, server enabled
pip 0.0.0.0, subrmac disabl ed
filt disabled, filters: enpty
Note: AlIl undisplayed ports are configured with the follow ng:
client disabled, server disabled
pip 0.0.0.0, subrmac disabl ed
filt disabled, filters enpty
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[infolvrrp
VRRP Information

Virtual Router Redundancy Protocol (VRRP) support on Alteon WebSystems' switches pro-
vides redundancy between routersin a LAN. Thisredundancy is accomplished by configuring
the same virtual router |P address and 1D number on each participating VVRRP-capable routing
device. One of the virtual routersisthen elected as the master, based on a number of priority
criteria, and assumes control of the shared virtual router IP address. If the master fails, one of
the backup virtual routerswill assume routing authority and take control of the virtual router 1P
address.

VRRP i nformati on:
1: vrid 1, 172.21.11.102, if 1, renter, prio 120, master
2: vrid 2, 37.21.1.1, if 2, renter, prio 120, naster
3: vrid 3, 172.21.11.100, if 1, renter, prio 120, naster, server

When virtual routers are configured, you can view the status of each virtual router using this
command. VRRP information includes:

B Virtua router number

B Virtua router ID and IP address
B [nterface number

B Ownership status:

O Owner identifiesthe preferred master virtual router. A virtual router is the owner
when the IP address of the virtual router and its IP interface are the same.

O Renter identifies virtual routers which are not owned by this device.

B Priority value: During the election process, the virtual router with the highest priority
becomes master.

B Activity status:

O Master identifies the elected master virtual router.

O Backupidentifiesthat the virtual router isin backup mode.

B Server status: The server state identifies virtual routers that support Layer 4 services.
These are known as virtual server routers—any virtual router whose |P addressis the
same as any configured virtual server P address.

B Proxy status: The proxy state identifies virtual proxy routers, where the virtual router
shares the same | P address as a proxy |P address. The use of virtual proxy routers enables
redundant switches to share the same I P address, minimizing the number of unique IP
addresses that must be configured.
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/1 nfol swkey
Software Enabled Keys

For optional Layer 4 switching software, the information would be displayed as follows

>> | nformati on# swkey
Enabl ed Software features: Layer 4: SLB + WCR

Software key information includes alist of al the optional software packages which have been
activated or installed on your switch.

| nf o/ dunp
Information Dump

Use the dump command to dump all switch information available from the Information Menu
(10K or more, depending on your configuration). The system will ask you to confirm dumping
al information. Enter y to confirm, n to cancel.

>> | nf ormati on# dunp
Confirmdunping all information [y[n]: Yy

Thisdatais useful for tuning and debugging switch performance.

If you want to capture dump data to afile, set your communication software on your worksta-
tion to capture session data prior to issuing the dump commands.
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The Statistics Menu

This chapter discusses how to use the Command Line Interface (CLI) to display switch statis-
tics. You can view the statistics in both the user and Administrator command modes.

[ stats
Statistics Menu

[Statistics Menu]
port - Statistics Menu for one port
slb - Layer 4 Statistics Menu
np - Managenent Processor Statistics Menu
sp - Switch Processor Statistics Menu
dunp - Dump all statistics

The statistics provided by each menu option is briefly described in Table 5-1, followed by
examples of each information screen.

Table 5-1 Statistics Menu Options (/stats)

Command Syntax and Usage

port <portassdotand port, such as b12>
Displays the Port Statistics Menu for the specified port. Use this command to display traffic statis-
tics on a port-by-port basis. Traffic statistics include SNMP Management Information Base (MIB)
objects. To view menu options, see page 87.

sl b
Displays the Server Load Balancing (SLB) Statistics Menu. To view menu options, see page 99.

np
Displays the Management Processor Statistics Menu. Use this command to view information on
how switch management processes and resources are currently being allocated. To view menu
options, see page 112.
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Table 5-1 Statistics Menu Options (/stats) (Continued)

Command Syntax and Usage

Sp <portasslot and port, such as b12>
Displays the Switch Processor Statistics Menu. To view menu options, see page 136.

dunp
After you enter y to confirm, this command dumps all switch statistics. Use this command to
gather data for tuning and debugging switch performance. If you want to capture dump datato a
file, set your communication software on your workstation to capture session data prior to issuing
the dump command. To view menu options, see page 142.
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[ stats/port <dot port>
Port Statistics Menu

This menu displays traffic statistics on a port-by-port basis. Traffic statistics include SNMP
Management Information Base (MIB) objects.

[Port Statistics Menu]
brg - Bridging ("dotl") statistics

et her - Ethernet ("dot3") statistics
if - Interface ("if") statistics
i nk - Link statistics

rnon - RMON statistics
cl ear Clear statistics

Table 5-2 Port Statistics Menu Options (/stats/port)

Command Syntax and Usage

brg
Displays bridging |EEE 802.1 (“dot1”) statistics for the port. For more information, see page 88.

et her
Displays Ethernet IEEE 802.3 (“dot3”) statistics for the port. For more information, see page 89.

if

Displays interface statistics for the port. For an example, see page 93.
Iink

Displays link statistics for the port. For an example, see page 95.

rnon

Displays Remote Monitoring (RMON) statistics for the port—Etherstats, History, and Alarms and
Events. For more information, see page 95

cl ear
Clears all switch statistics for the port.
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[ stat s/ port <dotport>/ brg
Bridging (dotl) Statistics

dot 1Port | nFr anes:
dot 1Port Qut Fr anes:
dot 1Port | nDi scar ds:

Bridging statistics for Port Al:

dot 1TpLear nedEnt ryDi scar ds:

dot 1BasePort Del ayExceededDi scar ds:
dot 1BasePort M uExceededDi scar ds:
dot 1St pPor t For war dTr ansi ti ons:

16833

o

(el e N

Table 5-3 Bridging dot1 Statistics* (/stats/port/brg)

Statistic

Description

dot 1Port | nFr anes

The number of frames that have been received by this port from
its segment. Note that aframe received on the interface corre-
sponding to this port is only counted by this object if and only
if itisfor aprotocol being processed by thelocal bridging func-
tion, including bridge management frames.

dot 1Port Qut Fr anes

The number of framesthat have been transmitted by this port to
its segment. Note that a frame transmitted on the interface cor-
responding to this port is only counted by this object if, and
only if, itisfor aprotocol being processed by thelocal bridging
function, including bridge management frames.

dot 1Port | nDi scar ds

The count of valid frames received that were discarded (i.e,, fil-
tered) by the Forwarding Process.

dot 1TpLear nedEntryDi s-
cards

The total number of Forwarding Database entries, which have
been or would have been learnt, but have been discarded due to
alack of storage space in the Forwarding Database. If this
counter isincreasing, it indicates that the Forwarding Database
isregularly becoming full (a condition which has unpleasant
performance effects on the subnetwork). If this counter has a
significant value but is not presently increasing, it indicates that
the problem has been occurring but is not persistent.

dot 1BasePort Del ayEx-
ceededDi scar ds

The number of frames discarded by this port due to excessive
transit delay through the bridge. It isincremented by both trans-
parent and source route bridges.

* Extract from RFC-1493
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Table 5-3 Bridging dotl1 Statistics* (/stats/port/brg) (Continued)

Statistic

Description

dot 1BasePort M uExceed-
edDi scards

The number of frames discarded by this port due to an exces-
sivesize. It isincremented by both transparent and source route
bridges.

dot 1St pPor t For war d-
Transitions

The number of times this port has transitioned from the Learn-
ing state to the Forwarding state.

* Extract from RFC-1493

[ stat s/ port <dot-letter port-number>/ et her
Ethernet (dot3) Statistics

dot 3Stat sAl i gnment Errors:
dot 3St at SFCSErr or s:

dot 3St at sSQETest Errors:

dot 3St at sLat eCol | i si ons:

dot 3St at sFranmeToolLongs:

dot 3St at sSi ngl eCol | i si onFr anes:
dot 3St at sMul ti pl eCol | i si onFr anes:

dot 3St at sDef erredTr ansmi ssi ons:
dot 3St at seExcessi veCol | i si ons:
dot 3St at sl nt ernal MacTransmitErrors:

dot 3St at sCarri er SenseErrors:

dot 3St at sl nt er nal MacRecei veErrors:
dot 3Col | Frequenci es [ 1-15]:

Et hernet statistics for Port Al:

[eNeoNoNeoNoNoNoNoNoNoNoNe

Table 5-4 Ethernet (“dot3") statistics* (/stats/port/ether)

Statistic

Description

dot 3St at sAl i gnnment Error s

A count of frames received on a particular interface that are not
an integral number of octets in length and do not pass the
Frame Check Sequence (FCS) check.

The count represented by an instance of this object isincre-
mented when the alignmentError statusisreturned by the MAC
serviceto the LLC (or other MAC user). Received frames for
which multiple error conditions obtain are, according to the
conventions of |EEE 802.3 Layer Management, counted exclu-
sively according to the error status presented to the LLC.

* Extract from RFC-1643
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Table 5-4 Ethernet (“dot3”) statistics* (/stats/port/ether) (Continued)

Statistic

Description

dot 3St at SFCSErrors

A count of frames received on a particular interface that are an
integral number of octets in length but do not pass the Frame
Check Sequence (FCS) check.

The count represented by an instance of this object isincre-
mented when the frameCheckError statusis returned by the
MAC serviceto the LLC (or other MAC user). Received
frames for which multiple error conditions obtain are, accord-
ing to the conventions of |EEE 802.3 Layer Management,
counted exclusively according to the error status presented to
theLLC.

dot 3St at sSi ngl eCol -
|'i si onFranmes

A count of successfully transmitted frames on a particular inter-
face for which transmission isinhibited by exactly one colli-
sion.

A framethat is counted by an instance of this object isalso
counted by the corresponding instance of either the ifOutUcast-
Pkts, ifOutM ulticastPkts, or if OutBroadcastPkts, and is not
counted by the corresponding instance of the

dot3StatsM ultipleCollisionFrames object.

dot 3St at sMul ti pl eCol -
|'i si onFranmes

A count of successfully transmitted frames on a particular inter-
face for which transmission isinhibited by more than one colli-
sion.

A framethat is counted by an instance of this object isalso
counted by the corresponding instance of either the
ifOutUcastPkts, if OutM ulticastPkts, or ifOutBroadcastPkts,
and is not counted by the corresponding instance of the
dot3StatsSingleCollisionFrames object.

dot 3St at sSSQETest Errors

A count of times that the SQE TEST ERROR messageis gener-
ated by the PL S sublayer for a particular interface. The SQE
TEST ERROR message isdefined in section 7.2.2.2.4 of ANSI/
|EEE 802.3-1985 and its generation is described in section
7.2.4.6 of the same document.

dot 3St at sDef erredTr ans-
m ssi ons

A count of frames for which the first transmission attempt on a
particular interface is delayed because the medium is busy.
The count represented by an instance of this object does not
include frames involved in collisions.

* Extract from RFC-1643
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Table 5-4 Ethernet (“dot3”) statistics* (/stats/port/ether) (Continued)

Statistic

Description

dot 3St at sLat eCol | i si ons

The number of times that a collision is detected on a particular
interface later than 512 bit-times into the transmission of a
packet.

Five hundred and twelve hit-times corresponds to 51.2 micro-
seconds on a 10 Mbit/s system. A (late) collisionincludedin a
count represented by an instance of this object is also consid-
ered as a (generic) collision for purposes of other collision-
related statistics.

dot 3St at sexcessi veCol -
| i sions

A count of frames for which transmission on a particular inter-
face fails due to excessive collisions.

dot 3St at sl nt er nal Mac-
TransmtErrors

A count of frames for which transmission on a particular inter-
facefails dueto an internal MAC sublayer transmit error. A
frameis only counted by an instance of this object if it is not
counted by the corresponding instance of either the

dot3StatsL ateCollisions object, the
dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object.

The precise meaning of the count represented by an instance of
this object isimplementation- specific. In particular, an
instance of this object may represent a count of transmission
errors on a particular interface that are not otherwise counted.

dot 3St at sCarri er Sense-
Errors

The number of timesthat the carrier sense condition was|lost or
never asserted when attempting to transmit a frame on a partic-
ular interface.

The count represented by an instance of this object isincre-
mented at most once per transmission attempt, even if the car-
rier sense condition fluctuates during a transmission attempt.

dot 3St at sFrameToolLongs

A count of framesreceived on a particular interface that exceed
the maximum permitted frame size.

The count represented by an instance of this object isincre-
mented when the frameTool ong statusis returned by the MAC
serviceto the LLC (or other MAC user). Received frames for
which multiple error conditions obtain are, according to the
conventions of |EEE 802.3 Layer Management, counted exclu-
sively according to the error status presented to the LLC.

* Extract from RFC-1643
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Table 5-4 Ethernet (“dot3”) statistics* (/stats/port/ether) (Continued)

Statistic

Description

dot 3St at sl nt er nal Mac-
Recei veErrors

A count of frames for which reception on a particular interface
fails dueto an internal MAC sublayer receive error. A frameis
only counted by an instance of thisobject if it is not counted by
the corresponding instance of either the

dot3StatsFrameToolL ongs object, the
dot3StatsAlignmentErrors object, or the dot3StatsFCSErrors
object.

The precise meaning of the count represented by an instance of
this object isimplementation- specific. In particular, an
instance of this object may represent a count of receive errors
on aparticular interface that are not otherwise counted.

dot 3Col | Frequenci es
[1- 15]

A count of individual MAC frames for which the transmission
(successful or otherwise) on a particular interface occurs after
the frame has experienced exactly the number of collisionsin
the associated dot3CollCount object. For example, aframe
which is transmitted on interface 77 after experiencing exactly
4 collisions would be indicated by incrementing only
dot3CollFrequencies.77.4. No other instance of
dot3CollFrequencies would be incremented in this example.

* Extract from RFC-1643
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[ st at s/ port <dot-letter port-number>/ i f
Interface (IF) Statistics

CQut Counters
Cect et s:

Ucast Pkt s:

Br oadcast Pkt s:
Mul ti cast Pkt s:
Di scar ds:
Errors:

Interface statistics for

i f 1 nUnknownPr ot os:

Port A1l: i fHCl n Counters i fH

112090947 7296755
350762 53493
148133 10593
77805 1
16833 0
0 0

0

Table 5-5 Interface (IF) Statistics (/stats/port/if)

Statistic

Description

iflnCctets

The total number of octets received on the interface, including
framing characters.

i flnUcast Pkts

The number of packets, delivered by this sub-layer to a higher
(sub-)layer, which were not addressed to a multicast or broad-
cast address at this sub-layer.

i f1 nBroadcast Pkts

The number of packets, delivered by this sub-layer to a higher
(sub-)layer, which were addressed to abroadcast address at this
sub-layer.

iflnMilticastPkts

The total number of packets that higher-level protocols
requested be transmitted, and which were addressed to a multi-
cast address at this sub-layer, including those that were dis-
carded or not sent. For aMAC layer protocol, thisincludes both
Group and Functional addresses.

i f1 nDi scards

The number of inbound packets which were chosen to be dis-
carded even though no errors had been detected to prevent their
being deliverable to a higher-layer protocol. One possible rea-
son for discarding such a packet could be to free up buffer
space.

iflnErrors

For packet-oriented interfaces, the number of inbound packets
that contained errors preventing them from being deliverable to
ahigher-layer protocol. For character-oriented or fixed-length
interfaces, the number of inbound transmission units that con-
tained errors preventing them from being deliverable to a
higher-layer protocol.

* Extract from RFC-1213
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Table 5-5 Interface (IF) Statistics (/stats/port/if) (Continued)

Statistic

Description

i f 1 nUnknownPr ot os

For packet-oriented interfaces, the number of packets received
viathe interface which were discarded because of an unknown
or unsupported protocol. For character-oriented or fixed-length
interfaces which support protocol multiplexing the number of
transmission units received via the interface which were dis-
carded because of an unknown or unsupported protocol. For
any interface which does not support protocol multiplexing,
this counter will always be 0.

ifQutQctets

The total number of octets transmitted out of the interface,
including framing characters.

i f Qut Ucast Pkts

The total number of packets that higher-level protocols
requested be transmitted, and which were not addressed to a
multicast or broadcast address at this sub-layer, including those
that were discarded or not sent.

i f Qut Broadcast Pkt s

The total number of packets that higher-level protocols
requested be transmitted, and which were addressed to a broad-
cast address at this sub-layer, including those that were dis-
carded or not sent. This object is a 64-bit version of
ifOutBroadcastPkts.

i foutMul ticastPkts

The total number of packets that higher-level protocols
requested be transmitted, and which were addressed to a multi-
cast address at this sub-layer, including those that were dis-
carded or not sent. For aMAC layer protocoal, thisincludes both
Group and Functional addresses. This object is a64-bit version
of ifOutMulti castPkts.

i fout Di scards

The number of outbound packets which were chosen to be dis-
carded even though no errors had been detected to prevent their
being transmitted. One possible reason for discarding such a
packet could be to free up buffer space.

ifQutErrors

For packet-oriented interfaces, the number of outbound packets
that could not be transmitted because of errors. For character-
oriented or fixed-length interfaces, the number of outbound
transmission units that could not be transmitted because of
errors.

* Extract from RFC-1213
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[ stat s/ port <dot-letter port-number>/ | i nk
Link Statistics

Link statistics for Port Al:
I i nkSt at eChange: 1

Table 5-6 Link Statistics (/stat/sport/link)

Statistic Description

I i nkSt at eChange The total number of changesin link state.

[ stat s/ port <dot-port number>/r non
RMON Statistics

RMON statistics for port Al:
et her St at sDr opEvent s: 0
et her StatsCct et s: 2665
et her St at sPkt s:

et her St at sBroadcast Pkt s:
et her St at sMul ti cast Pkt s:
et her St at sSCRCAl i gnErrors:
et her St at sUnder si zePkt s:
et her St at sOver si zePkt s:
et her St at sFragnent s:

et her St at sJabbers:

et her St at sCol | i si ons:

et her St at sPkt s64Cct et s: 2
et her St at sPkt s65t 0127Cct et s:

et her St at sPkt s128t 0255Cct et s:

et her St at sPkt s256t 0511Cct et s:

et her St at sPkt s512t 01023Cct et s:

et her St at sPkt s1024t 01518Cct et s:

= W
~N O w

OORFRPNUIUIOOOOOOo

Table 5-7 RMON Statistics* (/stats/port/rmon)

Statistic Description

et her St at sDr opEvent s The total number of events in which packets were dropped by
the probe because of lack of resources. Note that this number is
not necessarily the number of packets dropped; it isjust the
number of times this condition has been detected.

* Extract from RFC-1757
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Table 5-7 RMON Statistics* (/stats/port/rmon) (Continued)

Statistic

Description

etherStatsCctets

Total number of data octets (including those in bad packets)
received on the network (excluding framing bits but including
FCS octets).

This object can be used as a reasonable estimate of utilization.
If greater precision is desired, the ether StatsPkts and ether Stat-
sOctets objects should be sampled before and after acommon
interval. The differencesin the sampled values are Pkts and
Octets, respectively, and the number of secondsin the interval
isInterval. These values are used to calculate the Utilization as
follows:

Pktsx (9.6 + 6.4) + (Octets x 0.8)
Interval x 10, 000

Utilization =

The result of this equation is the value “Utilization,” which is
the percent utilization of the ethernet segment on ascale of O to
100 percent.

et her St at sPkt s

The total number of packets (including bad packets, broadcast
packets, and multicast packets) received.

et her St at sBr oadcast Pkt s

Thetotal number of good packets received that were directed to
the broadcast address. Note that this does not include multicast
packets.

et her StatsMul ti cast Pkts

Thetotal number of good packets received that were directed to
amulticast address. Note that this number does not include
packets directed to the broadcast address.

et her St at sCRCAl i gnErrors

The total number of packets received that had alength (exclud-
ing framing bits, but including FCS octets) of between 64 and
1518 octets, inclusive, but had either a bad Frame Check
Sequence (FCS) with an integral number of octets (FCS Error)
or abad FCS with a non-integral number of octets (Alignment
Error).

et her St at sUnder si zePkt s

The total number of packets received that were less than 64
octets long (excluding framing bits, but including FCS octets)
and were otherwise well formed.

et her St at sOver si zePkt s

The total number of packets received that were longer than
1518 octets (excluding framing bits, but including FCS octets)
and were otherwise well formed.

* Extract from RFC-1757
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Table 5-7 RMON Statistics* (/stats/port/rmon) (Continued)

Statistic

Description

et her St at sFragnent s

The total number of packets received that were less than 64
octets in length (excluding framing bits but including FCS
octets) and had either abad Frame Check Sequence (FCS) with
an integral number of octets (FCS Error) or abad FCSwith a
non-integral number of octets (Alignment Error).

Notethat it is entirely normal for etherStatsFragments to incre-
ment. Thisis because it counts both runts (which are normal
occurrences because of collisions) and noise hits.

et her St at sJabber s

The total number of packets received that were longer than
1518 octets (excluding framing bits, but including FCS octets),
and had either a bad Frame Check Segquence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with anon-
integral number of octets (Alignment Error).

Note that this definition of jabber is different than the definition
in |EEE-802.3 section 8.2.1.5 (10BA SE5) and section 10.3.1.4
(10BASE2). These documents define jabber as the condition
where any packet exceeds 20 ms. The allowed range to detect
jabber is between 20 msand 150 ms.

et her St at sCol | i si ons

The best estimate of the total number of collisions on this
Ethernet segment.

The value returned will depend on the location of the RMON
probe. Section 8.2.1.3 (10BASE-5) and section 10.3.1.3
(10BASE-2) of |EEE standard 802.3 states that a station must
detect a collision, in the receive modeg, if three or more stations
are transmitting simultaneously. A repeater port must detect a
collision when two or more stations are transmitting simulta-
neously. Thus a probe placed on arepeater port could record
more collisions than a probe connected to a station on the same
segment would.

Probe location plays a much smaller role when considering
10BASE-T. 14.2.1.4 (10BASE-T) of IEEE standard 802.3
defines a collision as the simultaneous presence of signals on
the DO and RD circuits (transmitting and receiving at the same
time). A 10BASE-T station can only detect collisionswhenitis
transmitting. Thus probes placed on a station and a repeater,
should report the same number of collisions.

Note also that an RMON probe inside a repeater should ideally
report collisions between the repeater and one or more other
hosts (transmit collisions as defined by |EEE 802.3k) plus
receiver collisions observed on any coax segmentsto which the
repeater is connected.

* Extract from RFC-1757
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Table 5-7 RMON Statistics* (/stats/port/rmon) (Continued)

Statistic Description

et her St at sPkt s64Cct et s The total number of packets (including bad packets) received
that were 64 octets in length (excluding framing bits but includ-
ing FCS octets).

et her St at sPkt s65t 0127- The total number of packets (including bad packets) received

Cctets that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

et her St at sPkt s128t 0255- The total number of packets (including bad packets) received

Cctets that were between 128 and 255 octets in length inclusive
(excluding framing bits but including FCS octets).

et her St at sPkt s256t 0511- The total number of packets (including bad packets) received

Cctets that were between 256 and 511 octetsin length inclusive

(excluding framing bits but including FCS octets).

et her St at sPkt s512t 01023- The total number of packets (including bad packets) received
Cctets that were between 512 and 1023 octetsin length inclusive
(excluding framing bits but including FCS octets).

et her St at sPkt s1024t 01518- Thetotal number of packets (including bad packets) received
Cctets that were between 1024 and 1518 octets in length inclusive
(excluding framing bits but including FCS octets).

* Extract from RFC-1757
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[stats/slb

Server Load Balancing Statistics

[ Server Load Bal ancing Statistics Menu]

r eal - Real server statistics

group - Real server group statistics

virt - Virtual server statistics

filt - Filter statistics

sp - SLB statistics nmenu for one Switch Processor
gslb - G obal SLB statistics

mai nt - Mai ntenance statistics

cl ear - Clear all SLB statistics

dunp - Dump all SLB statistics

Table 5-8 SLB Statistics Menu Options (/stats/slb)

Command Syntax and Usage

real <real server number (1-1024)>
Displays the following real server statistics:
Number of times the real server has failed its health checks.
Number of sessions currently open on thereal server.
Total sessions on thereal server.
Highest number of simultaneous sessions recorded for each real server.
Real server transmit/receive octets.
To view an example of what is displayed on the screen, see page 101.

group <real server group number (1-256)>
Displays the following real server group statistics:
m Current and total sessions for each real server in the real server group.
m Current and total sessions for all real servers associated with the real server group.
m Highest number of simultaneous sessions recorded for each real server.
®m Real server transmit/receive octets.
For more information, see page 102.

Vi rt <virtual server number (1-1024)>
Displays the following virtual server statistics:

Current and total sessions for each real server associated with the virtual server.

® Current and total sessionsfor all real servers associated with the virtual server.

m Highest number of simultaneous sessions recorded for each real server.

m Real server transmit/receive octets. For per server octet counters, see the procedure on
page 101.

For more information, see page 102.
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Table 5-8 SLB Statistics Menu Options (/stats/slb) (Continued)

Command Syntax and Usage

filt <filter ID (1-1024)>
Displays the total number of times the specified filter has been used.
For more information, see page 103.

Sp <Enter SP as port (such as b12) or SP index (such as x5)>
Displays the Switch Processor SLB Statistics Menu. Enter the SP as port or index.

For more information, see page 103.

gslb
Displays the Global SLB Statistics Menu. For more information, see page 108.

mai nt
Displays the SLB maintenance statistics. To see an example of what is displayed on-screen, see
page 111.

cl ear

Clears all switch SLB statistics. The values are reset to zero.

dunp
Dumpsall switch SLB statistics. Use this command to gather datafor tuning and debugging switch
performance. If you want to capture dump datato afile, set your communication software on your
workstation to capture session data before you enter the dunp command.
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[ stats/ sl bl/real <real server number>
Real Server SLB Statistics
This command displays the SLB statistics of the selected real server (1-1024). A sample fol-

lows:

Real server 1 stats:

Heal th check failures: 0
Current sessions: 0
Tot al sessions: 745
Hi ghest sessi ons: 15
Cctets: 0

Per Service Octet Counters

For each load-balanced real server, the octet counters represent the combined number of trans-
mit and receive bytes (octets). These counters are then added to report the total octets for each
virtual server.

The octet counters are provided per server—not per service. If you need octet counterson a
per-service basis, you can accomplish this through the following configuration:

1. Configureaseparate | P addressfor each service on each server being load balanced.

For instance, you can configure | P address 10.1.1.20 for HTTP services, and 10.1.1.21 for FTP
services on the same physical server.

2. Ontheswitch, configureareal server with areal IP addressfor each service above.

Continuing the previous example (from step 1), two real servers would be configured for the
physical server (representing each real service). If there were five physical servers providing
the two services (HTTP and FTP), 10 real servers would have to be configured: five for the
HTTP services on each physical server, and five for the FTP services on each physical server.

3. Ontheswitch, configureonereal server group for each type of service, and group each
appropriatereal server |P addressinto the group that handles the specific service.

Thus, in keeping with our example, two groups would be configured: one for handling HTTP
and one for handling FTP.

4. Configureavirtual server and add the appropriate servicesto that virtual server.

Alteon Systems Chapter 5: The Statistics Menu = 101
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[ stats/sl b/ group <real server group number>

Real Server Group Statistics

Thisitem displays the statistics of Current Sessions, Total Sessions, Highest Sessions, and
Octetsfor all real serversthat belong to the selected real server group (1-256) on a switch port.

Real server group 1 stats:
Current Total Highest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
1 123.255.13.12 0 745 15 0
2 123.255.13.21 0 739 17 0
0 1484 32 0

[stats/slb/virt <virtual server number>

Virtual Server SLB Statistics

This command displays the statistics of Current sessions, Total Sessions, Highest Sessions, and
Octetsfor all virtual serversthat belong to the selected real server group (1-256).

Virtual server 1 stats:
Current Total Highest
Real | P address Sessi ons Sessi ons Sessi ons Cctets
1 123.255.13.12 0 745 15 0
2 123.255.13.21 0 739 17 0
205.178.13.1 0 1484 32 0

NOTE — The virtual server |P addressis shown in the Totals area below the real server IP

addresses.
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[stats/slb/filt <filter number>
Filter SLB Statistics
Total firings displays the number of filter hits on the switch port for the selected filter (1-1024).

Filter 1 stats:
Total firings: 1011

[ stats/ sl b/sp <spnumber>
Switch Processor SLB Statistics

[ Server Load Bal ancing SP Statistics Menu]
r eal - Real server statistics
group - Real server group statistics
virt - Virtual server statistics
filt - Filter statistics
mai nt - Mai ntenance statistics
cl ear - Clear SP statistics

Table 5-9 Switch Processor SLB Statistics Menu Options (/stats/slb/sp)

Command Syntax and Usage

real <1-1024>
Displays real server statistics of the switch processor. For more information, see page 104.

group <1-256>
Displays real server group statistics of the switch processor. For more information, see page 104.

virt <1-1024>
Displays virtual server statistics of the switch processor. For more information, see page 105.

filt <1-1024>
Displaysfilter statistics of the switch processor. For more information, see page 105.

mai nt
Displays maintenance statistics for the selected switch processor. For more information, see
page 106.

cl ear

Clears all switch processor SLB statistics for this switch processor, resetting them to zero.
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[ stats/sl b/sp <spnumber>/real

<server number>
SP Real Server SLB Statistics

SP index O (port Al) Real server 1 stats:

Current sessions: 677
Tot al sessions: 7313257
Cctets: 0

[ stats/slb/sp <spnumber>/group

<group number>
SP Real Server Group SLB Statistics
This command displays statics of the selected real server group.

SP index 0 (port Al) Real server group 1 stats:
Real server |P address Current Sessions Total Sessions Cctets
1 123.255.24.6 460 7317741 0
2 123. 255. 24. 133 341 5527415 0
Total s 801 12845156 0
104 m Chapter 5: The Statistics Menu Alteon Systems
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[ stats/sl b/sp <spnumber>/virt
< server number>
SP Virtual Server SLB Statistics

This command displays statistics of the selected virtual server.

SP index 0 (port Al) Virtual server 1 stats:
Real server |P address Current Sessions Total Sessions Cctets
1 123.255.24.6 649 7323544 0
2 123. 255. 24. 133 488 5531652 0
Totals 172.21.11.200 1137 12855196 0

NOTE — The virtual server |P addressis shown in the Totals area below the real server IP
addresses.

[ stats/slb/sp <spnumber>/filter
<filter number>
SP Filter SLB Statistics

This menu option displays the total number of times afilter has been fired on the selected
switch processor.

SP index O (port Al) Filter 1024 stats:
Total firings: 0
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[ stats/slb/sp <spnumber>/ nai nt

<server number>
SP Maintenance SLB Statistics

This menu provides information that may be requested by an Alteon WebSystems support
engineer for troubleshooting purposes.

SP index 0 (port Al) SLB Maintenance stats:

Current sessions: 0  Highest sessions:

4 second aver age: 64 second average:
Al'location failures: L4 di sabl ed:
Overfl ows: Not ready:
Lookup fail ures: Non TCP/IP frames:
I P options: TCP fragnents:

UDP dat agr ams:

I ncorrect VIPs:

No available real server:
Cient slowpath franes:
Server slowpath franes:
DAM sl owpat h franes:
SWalloc failures:

Filtered (denied) frames:
I ncorrect Vports:

Ti med- out sessions:
Cient sessions created:
| CVP sl owpat h frames:
DAM sessi ons created:

[eNelNoNeNolNolNelNellolNolNo Nl
[eNeoNeNeNolNoNelNelolNolNo ol

Table 5-10 SP Server Load Balancing Maintenance Statistics (/stats/slb/sp/

maint)

Statistic Description

Current sessions Number of session bindings currently in use for the specified SP.

Al'l ocation failures The number of times a session entry could not be created because
the table for the specified SP was full.

L4 disabl ed The number of frames addressed to avirtual server for which client
processing is disabled for the specified SP.

Overfl ows The number of hash chain overflows for the specified SP.

Not ready The number of timesthat asession entry for the specified SPwas not
ready for second or subsequent frames.

Lookup fail ures The number of frames for the specified SP for which aLayer 3
(MAC address) or Layer 4 (1P address) lookup failed.

TCP fragnents The number of TCP fragments that were dropped for the specified
Switch Processor.

UDP dat agr ans The number of UDP datagrams that were dropped because the vir-
tual service for the specified SP did not support UDP.
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Table 5-10 SP Server Load Balancing Maintenance Statistics (/stats/slb/sp/maint)

(Continued)
Statistic Description
| P options The number of frames for the specified SP that could not be pro-

cessed completely because they contain IP options.

Non TCP/I P franes

The number of non-1P based frames for the specified SP that were
received by the virtual server.

I ncorrect VIPs

The number of times that aframe was dropped for the specified SP
because it was addressed to a VMAC but an unknown VIP. The
switch hasreceived a Layer 4 request for avirtua server that was
not configured.

I ncorrect Vports

The number of frames for the specified SP that were dropped to a
valid VIP but not to avalid VPORT (destination port). The virtual
server has received frames for TCP/UDP services that have not been
configured. Normally this indicates a mis-configuration on the vir-
tual server or the client, but it may be an indication of a potential
security probing application like SATAN.

No Server avail abl e

The number of times aframe for the specified SP was dropped
because there were no real servers available to accept the on.
All real servers are either out of service or at their ncon limit.

Filtered (denied)
Fr anmes

The number of frames that where dropped because they matched an
activefilter with the “deny” action set.

Client slowpath frames

The number of client frames processed by the control processor(s).

Server slowpath frames

The number of server frames processed by the control processor(s).

| CMP sl owpat h franes

Number of client ICMP frames processed by the control proces-
sor(s).

DAM sl owpat h franes

The number of DAM frames processed by the control processor(s).

DAM sessi ons creat ed

The number of DAM sessions added to the session table by the con-
trol processor(s).

Sl owpat h sessi ons cre-
ated

The number of sessions added to session table by the control proces-
sor(s).

SWalloc failures

The number of instances where the switch ran out of available bind-
ingsfor aport.
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[ stats/slb/gslb
Global SLB Statistics

[@obal SLB Statistics Menu]
r eal - Real server statistics

group - Real server group statistics

virt - Virtual server statistics

mai nt - dobal SLB nmmi ntenance statistics
cl ear - Clear SLB statistics

Table 5-11 Global SLB Statistics Menu Options (/stats/slb/gslb)

Command Syntax and Usage

real <real server number (1-1024)>
Where the real server number represents the real server ID on this switch, under which the remote
server is configured. For more information, see page 111.

group <real server group number (1-256)>
Displays real server group global statistics. For more information, see page 109.

Vi rt <virtual server number (1-1024)>
Displays virtual server group global statistics. For more information, see page 110.

mai nt
Displays global SLB maintenance statistics. For more information, see page 111.

cl ear
Clearsall global SLB statistics for the switch.

Alteon Systems
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[ stats/slb/gslb/real <real server number>
Real Server Global SLB Statistics

NOTE — Thereal server number (1-1024) represents the real server you wish to observe.

Real server 1 global stats:
DNS handof f s: 3210
HTTP redirects: 12

For any remote real server configured for Global Server Load Balancing, the following statis-
tics can be viewed:

B Number of DNS hand-offs to the remote server
B Number of HTTP redirects to the remote server

[ stat s/ sl b/ gsl b/ group <group number>
Real Server Group Global SLB Statistics

NOTE — The group number (1-256) represents the server group you wish to observe.

Real server group 1 G obal SLB stats:
Real server |P address DNS Handoffs HTTP Redirects
1 123. 255. 224. 54 1240 30
2 123. 255. 224, 223 608 12
Total s 1848 42

Real server group global statistics include the following information:

B Number of DNS hand-offs to each remote real server in the group
B Number of HTTP redirects to each remote real server in the group
B Total DNS hand-offs and HTTP redirects to the remote real serversin the group
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[ stats/slb/gslb/virt

<virtual server number>
Virtual Server Global SLB Statistics

Virtual server 1 dobal SLB stats:
Service Server |P address Response tine M n sessions avail
http vl 123. 255. 224. 55 16 21190
http rl 123. 255. 224. 54 10 24120
tel net vl 123. 255. 224. 55 4 31032

Virtual server global statistics include the following information:

B Service: type of service running on the virtual server
B Server: type of server configuration and server ID number

O v#representsaloca virtual server number

O r#represents aremote site. On the switch, each remote site is configured as if it were
area server. The number (for example, rl) representsthe real server ID on this
switch. The remote server is configured with this number.

B |P address of the server

B Response time: the average time (present weighted) that each service takesto respond to
information exchanges with its peers. The time is specified in ticks of 65 milliseconds.

B Minimum sessions available: the current number of sessions available for serving client
reguests. This number will change as client traffic loads change or asreal servers under
the virtual server or remote sites go in or out of service.
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[ st at s/ sl b/ gsl b/ mai nt

Global SLB Maintenance Statistics

d obal SLB nmi nt enance stats:
Updat es recei ved: 0
Bad updates received: 0

Global SLB maintenance statistics include the following information.

B The number of Distributed Site State Protocol (DSSP) updates received from remote sites.

B The number of bad DSSP updates received from remote sites. Bad updates usually indi-
cate that thereis a GSLB switch configuration problem. If bad updates occur, check your
sysl og for configuration error messages.

[/ st at s/ sl b/ nai nt
SLB Maintenance Statistics

This menu contains information that may be requested by an Alteon WebSystems support
engineer for troubleshooting purposes.

SLB Mai nt enance stats:
Current sessions: 717  H ghest sessions: 1657
4 second aver age: 0 64 second aver age: 0
Al location failures: 0 L4 disabl ed: 0
Qverfl ows: 0 Not ready: 0
Lookup fail ures: 0 Non TCP/IP franes: 0
| P options: 0 TCP fragnents: 0
UDP dat agr ans: 0 Filtered (denied) franes: 2514
I ncorrect VIPs: 0 I ncorrect Vports: 0
No avail abl e real server: 0  Timed-out sessions: 6850
Backup server activat ed: 0 Ovrflo server activated: 0
dient slowath franes: 13220 dient sessions created: 5
Server slowpath frames: 0 |1QW slowath frarmes: 0
DAM sl owpat h franes: 0 DAM sessions created: 0
Slowpath alloc failures: 0
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[ stats/np
Management Processor Statistics

[MP Statistics Menu]
if - IPinterface ("if") statistics
ip - IP statistics
icnp - ICWP statistics
tcp - TCP statistics
udp - UDP statistics
snnp - SNWP statistics
arp - ARP statistics
route - Route statistics
dns - DNS server statistics
ospf - OSPF Statistics Menu
vrrp - VRRP statistics
mai nt - MP Maintenance Statistics Menu
cl ear - Clear statistics

This menu is used to display management processor (MP) statistics. The operations the MP
processes include SNMP, CLI, Telnet, and Spanning Tree Protocol.

Table 5-12 Management Processor Statistics Menu Options (/stats/mp)

Command Syntax and Usage

i f <1-1024>
Displays IPinterface statistics for the management processors. The range of interface numbersis 1
through 1024.
ip

Displays I P statistics for the management processors.

i cnp
Displays ICMP statistics for the management processors. For more information see page 118.

tcp
Displays TCP statistics for the management processors. For more information see page 120.

udp
Displays UDP statistics for the management processors. For more information see page 122.

snnp
Displays SNMP statistics for the management processors. For more information see page 122.

112 m Chapter 5: The Statistics Menu Alteon Systems
050155A, June 2001



Web OS 7.2 Command Reference

Table 5-12 Management Processor Statistics Menu Options (/stats/mp)

Command Syntax and Usage

arp
Displays Address Resolution Protocol (ARP) statistics for the management processors. For more
information see page 125.

route
Displays route statistics for the management processors. For more information see page 126.

dns

Displays Domain Name Server (DNS) statistics for the management processors. For more infor-
mation see page 127.

ospf
Displays the OSPF Statistics menu. For more information see page 127.

vrrp
When virtual routers are configured for the management processors, you can display the following
protocol statistics for VRRP:
m Advertisementsreceived (vrr pl nAdver s)
m Advertisements transmitted ( vr r pQut Adver s)
m Advertisements received, but ignored (vr r pBadAdver s)
For more information see page 128.

mai nt
Displays Maintenance Statistics menu for the management processor. This submenu provides
information that may be requested by an Alteon WebSystems support engineer for troubleshooting
purposes. For more information see page 128.

cl ear
Clears all management processor statistics for the switch.
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[ stats/ np/if <interface number>
IP Interface Statistics for Management Processor

IPinterface 1 statistics:

iflnCctets: 21969155 i fl nUcast Pkt s: 60325
i f1 nNUCast Pkt s: 227832 i flnD scards: 4723
iflnErrors: 0 i f 1 nUnknownPr ot os: 0
i fQutCct et s: 3039417 i f Qut Ucast Pkt s: 86834
i f Qut NUcast Pkt s: 162 i fQut D scards: 0
ifQutErrors: 1 i f St at eChanges 1

Table 5-13 IP Interface Statistics* (/stats/mp/if)

Statistic

Description

iflnCctets

The total number of octets received on the interface, including
framing characters.

i fl nUcast Pkts

The number of subnetwork-unicast packets delivered to a
higher-layer protocol.

i f1 nNUCast Pkts

The number of packets, delivered by this sub-layer to a higher
(sub-)layer, which were not addressed to a multicast or broad-
cast address at this sub-layer.

i f1 nDi scards

The number of outbound packets which were chosen to be dis-
carded even though no errors had been detected to prevent their
being transmitted. One possible reason for discarding such a
packet could be to free up buffer space.

iflnErrors

For packet-oriented interfaces, the number of inbound packets
that contained errors preventing them from being deliverable to
ahigher-layer protocol. For character-oriented or fixed-length
interfaces, the number of inbound transmission units that con-
tained errors preventing them from being deliverable to a
higher-layer protocol.

i f 1 nUnknownPr ot os

The number of packets received viathe interface which were
discarded because of an unknown or unsupported protocol

ifQutQctets

The total number of octets transmitted out of the interface,
including framing characters.

i f Qut Ucast Pkts

The total number of packets that higher-level protocols
requested be transmitted, and which were not addressed to a
multicast or broadcast address at this sub-layer, including those
that were discarded or not sent.

* extract from RFC-1213
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Table 5-13 IP Interface Statistics* (/stats/mp/if) (Continued)

Statistic

Description

i f Qut NUcast Pkt s

The total number of packets that higher-level protocols
requested be transmitted to a non- unicast (i.e., a subnetwork-
broadcast or subnetwork-multicast) address, including those
that were discarded or not sent.

i f Qut Ucast Pkts

The total number of packets that higher-level protocols
requested be transmitted to a subnetwork-unicast address,
including those that were discarded or not sent

i fout Di scards

The number of outbound packets which were chosen to be dis-
carded even though no errors had been detected to prevent their
being transmitted. One possible reason for discarding such a
packet could be to free up buffer space

ifQutErrors

For packet-oriented interfaces, the number of outbound packets
that could not be transmitted because of errors. For character-
oriented or fixed-length interfaces, the number of outbound
transmission units that could not be transmitted because of
errors.

i f St at eChanges

The number of times the interface state changes.

* extract from RFC-1213

[stats/ np/ip

IP Statistics for Management Processor

| P statistics:
i pl nRecei ves:
i pl nAddr Errors:

i plnDel i vers:
i pQut Di scar ds:
i pReasnmReqds:
i pReasnfail s:
i pFragFail s:

i pReasnTi meout :

i pl nUnknownPr ot os:

i pRout i ngDi scar ds:

154588 i plnHdrErrors: 0
0 i pForwDat agr ans: 0
8 i pl nDi scards: 0
76217 i pQut Request s: 86865
24 i pQut NoRout es: 24
0 i pReasnXKs: 0
0 i pFragQKs: 0
0 i pFragCreat es: 0
0 i pDefaul t TTL: 255

5
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Table 5-14 [P Statistics (/stats/mp/ip)

Statistic

Description

i pl nRecei ves

The total number of input datagrams received from interfaces,
including those received in error.

i plnHdrErrors

The number of input datagrams discarded because of errorsin
their IP headers, including bad checksums, version number
mismatch, other format errors, time-to-live exceeded, errors
discovered in processing their IP options, etc.

i pl NAddr Errors

The number of input datagrams discarded because the P
addressin their IP header’s destination field was not a valid
address to be received at this device. This count includes
invalid addresses (such as 0.0.0.0) and addresses of unsup-
ported Classes (such as Class E). For entities that are not IP
Gateways and therefore do not forward datagrams, this counter
includes datagrams discarded because the destination address
was not alocal address.

i pFor wDat agr ams

The number of input datagrams for which this device was not
their final |P destination, as aresult of which an attempt was
made to find aroute to forward them to that final destination. In
entities which do not act as | P Gateways, this counter will
include only those packets which were Source-Routed viathis
device, and the Source- Route option processing was success-
ful.

i pl nUnknownPr ot os

The number of locally-addressed datagrams received success-
fully but discarded because of an unknown or unsupported pro-
tocol.

i pl nDi scards

The number of input I P datagrams for which no problems were
encountered to prevent their continued processing, but which
were discarded (such asfor lack of buffer space). Note that this
counter does not include any datagrams discarded while await-
ing re-assembly.

i plnDel i vers

The total number of input datagrams successfully delivered to
I P user-protocols (including ICMP).

i pQut Request s

The total number of |P datagrams which local | P user-protocols
(including ICMP) supplied to IPin requests for transmission.
Note that this counter does not include any datagrams counted
in ipForwDatagrams.

* Extract from RFC-1213
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Table 5-14 [P Statistics (/stats/mp/ip) (Continued)

Statistic

Description

i pCQut Di scards

The number of output IP datagrams, for which no problems
were encountered to prevent transmission to their destination,
but which were discarded (for example, lack of buffer space).
Note that this counter would include datagrams counted in
ipForwDatagrams if any such packets met this (discretionary)
discard criterion.

i pQut NoRout es

The number of |P datagrams discarded because no route could
be found to transmit them to their destination. Note that this
counter includes any packets counted in ipForwDatagrams
which meet this no-route criterion. Note that this includes any
datagrams which a host cannot route because al of its default
gateways are down.

i pReasnmReqds

The number of 1P fragments received that needed to be reas-
sembled at this device.

i pReasmOKs

The number of IP datagrams successfully reassembled.

i pReasnfail s

The number of failures detected by the IP re- assembly algo-
rithm (for whatever reason: timed out, errors, etc.). Note that
thisis not necessarily a count of discarded IP fragments since
some algorithms (notably the algorithm in RFC 815) can lose
track of the number of fragments by combining them as they
arereceived.

i pFragCKs

The number of |P datagrams that have been successfully frag-
mented at this device.

i pFragFails

The number of |P datagrams that have been discarded because
they needed to be fragmented at this device but could not. For
example: because the Don't Fragment flag was set.

i pFragCreates

The number of |P datagram fragments that have been generated
as aresult of fragmentation at this device.

i pRout i nghi scar ds

The number of routing entries that were discarded although
they were valid. One possible reason for discarding such an
entry could be to free up buffer space for other routing entries.

i pDefaul t TTL

The default value inserted into the Time-To-Livefield of the IP
header of datagrams originated at this device, whenever aTTL
valueis not supplied by the transport layer protocol.

i pReasni meout

The maximum number of seconds that received fragments are
held while they are awaiting reassembly at this device.

* Extract from RFC-1213
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[stats/ np/icnp

ICMP Statistics for Management Processor

| CMP statistics:

i cnpl nMsgs: 78683 i cnpl nErrors: 70
i cnpl nDest Unr eachs: 0 i cnpl nTi meExcds: 0
i cnpl nPar nPr obs: 0 i cnpl nSrcQuenchs: 0
i cnpl nRedi rects: 34 i cnpl nEchos: 26908
i cnpl nEchoReps: 51671 i cnpl nTi mest anps: 0
i cnpl nTi mest anpReps: 0 i cnpl nAddr Masks: 0
i cnpl nAddr MaskReps: 0 i cnpQut Msgs: 78960
i cnpQut Errors: 0 i cnpQut Dest Unr eachs: 11
i cnmpQut Ti neExcds: 0 i cnpQut Par nPr obs: 0
i cnpQut Sr cQuenchs: 0 i cnpQut Redi rects: 0
i cnpQut Echos: 52041 i cnpQut EchoReps: 26908
i cnpQut Ti mest anps: 0 i cnpQut Ti mest anpReps: 0
i cmpQut Addr Masks: 0 i cnpQut Addr MaskReps: 0

Table 5-15 ICMP Statistics* (/stats/mp/icmp)

Statistic Description

i cnpl nMsgs The total number of |CM P messages which the device
received. Note that this counter includes all those counted by
i cnpl nErrors.

icnplnErrors The number of ICMP messages that the device received but
determined as having |CM P-specific errors (bad ICMP check-
sums, bad length, etc.).

i cnpl nDest Unr eachs The number of ICMP Destination Unreachable messages
received.

i cnpl nTi meExcds The number of ICMP Time Exceeded messages received.

i cnpl nPar nPr obs The number of ICMP Parameter Problem messages received.

i cnpl nSrcQuenchs The number of ICMP Source Quench messages received.

i cnpl nRedi r ect The number of ICMP Redirect messages received.

i cnpl nEchos The number of ICMP Echo (request) messages received.

i cnpl nEchoReps The number of ICMP Echo Reply messages received.

i cnpl nTi mest anps The number of ICMP Timestamp (request) messages received.

i cnpl nTi mest anpReps The number of ICMP Timestamp Reply messages received.

* Extract from RFC-1213
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Table 5-15 ICMP Statistics* (/stats/mp/icmp) (Continued)

Statistic

Description

i cnpl nAddr Masks

The number of ICMP Address Mask Request messages
received.

i cnpl nAddr MaskReps

The number of ICMP Address Mask Reply messages received.

i cnpQut Msgs

The total number of ICMP messages that this switch attempted
to send. This count includes all those counted by i cnpCu-
tErrors.

i cnpQut Errors

The number of |CMP messages which this device did not send
due to problems discovered within ICM P such as alack of buff-
ers. Thisvalue should not include errors discovered outside the
ICMP layer, such asthe inability of 1P to route the resultant dat-
agram. In some implementations, there may be no types of
error which contribute to this counter’s value.

i cnmpQut Dest Unr eachs

The number of ICMP Destination Unreachable messages sent.

i cnpQut Ti neExcds

The number of ICMP Time Exceeded messages sent.

i cnpQut Par nPr obs

The number of ICMP Parameter Problem messages sent.

i cnmpQut SrcQuenchs

The number of ICMP Source Quench messages sent.

i cmpQut Redi rects

The number of ICMP Redirect messages sent. For a host, this
object will always be zero, since hosts do not send redirects.

i cmpQut Echos

The number of ICMP Echo (request) messages sent.

i cnpQut EchoReps

The number of ICMP Echo Reply messages sent.

i cnpQut Ti mest anps

The number of ICMP Timestamp (request) messages sent.

cnmpQut Ti nest anpReps

The number of ICMP Timestamp Reply messages sent.

i cmpQut Addr Masks

The number of ICMP Address Mask Request messages sent.

i cmpQut Addr MaskReps

The number of ICMP Address Mask Reply messages sent.

* Extract from RFC-1213
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[stats/ np/tcp

TCP Statistics for Management Processor

TCP statistics:
tcpRt oAl gorithm
t cpRt oMax:

t cpActi veOpens:
tcpAttenpt Fail s:
t cpl nSegs:

t cpRet r ansSegs:
t cpCur Buf f :
tcpQut Rst s:

4 tcpRtoMn: 0
240000 t cpMaxConn: 1024
0 t cpPassi veQpens: 352
0 t cpEst abReset s: 325
7637 t cpQut Segs: 5834
34 tcplnErrs: 0
0 t cpCur Conn: 4

1368

Table 5-16 TCP Statistics (/stats/mp/tcp)

Statistic

Description

t cpRt oAl gorithm

The agorithm used to determine the time-out value used for
retransmitting unacknowledged octets.

tcpRtoM n

The minimum value permitted by a TCP implementation for
the retransmission time-out, measured in milliseconds. More
refined semantics for objects of this type depend upon the algo-
rithm used to determine the retransmission time-out. In particu-
lar, when the time-out algorithm is rsre(3), an object of this
type has the semantics of the LBOUND quantity described in
RFC 793.

t cpRt oMax

The maximum value permitted by a TCP implementation for
the retransmission time-out, measured in milliseconds. More
refined semantics for objects of this type depend upon the algo-
rithm used to determine the retransmission time-out. In particu-
lar, when the time-out algorithm is rsre(3), an object of this
type has the semantics of the UBOUND quantity described in
RFC 793.

t cpMaxConn

The limit on the total number of TCP connections the device
can support. In entities where the maximum number of connec-
tionsis dynamic, this object should contain the value -1.

t cpActi veOpens

The number of times TCP connections have made a direct tran-
sition to the SYN-SENT state from the CLOSED state.

t cpPassi veQpens

The number of times TCP connections have made a direct tran-
sition to the SYN-RCVD state from the LISTEN state.

* Extract from RFC-1213
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Table 5-16 TCP Statistics (/stats/mp/tcp) (Continued)

Statistic Description

tcpAttenpt Fail s The number of times TCP connections have made a direct tran-
sition to the CLOSED state from either the SYN-SENT state or
the SYN-RCVD state, plus the number of times TCP connec-
tions have made a direct transition to the LISTEN state from
the SYN-RCVD state.

t cpEst abReset s The number of times TCP connections have made a direct tran-
sition to the CLOSED state from either the ESTABLISHED
state or the CLOSE-WAIT state.

t cpl nSegs The total number of segments received, including those
received in error. This count includes segments received on
currently established connections.

t cpQut Segs The total number of segments sent, including those on current
connections but excluding those containing only retransmitted
octets.

t cpRet ransSegs The total number of segments retransmitted—that is, the num-

ber of TCP segments transmitted containing one or more previ-
ously transmitted octets.

tcplnErrs The total number of segments received in error (such as bad
TCP checksums).

t cpCur Buf f Thetotal number of outstanding memory allocations from heap
by TCP protocol stack.

t cpCur Conn Thetotal number of outstanding TCP sessionsthat are currently
open.

tcpQut Rsts The number of delivered TCP segments that contain the RST
flag.

* Extract from RFC-1213
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[ st at s/ np/ udp

UDP Statistics for Management Processor

UDP statistics:
udpl nDat agr ans: 25471 udpQut Dat agr ans: 1240
udpl nErrors: 0 udpNoPorts: 43873

Table 5-17 UDP Statistics (/stats/mp/udp)

Statistic Description

udpl nDat agr ans The total number of UDP datagrams delivered to UDP users.

udpQut Dat agr anms The total number of UDP datagrams sent from this device.

udpl nErrors The number of received UDP datagrams that could not be
delivered for reasons other than the lack of an application at the
destination port.

udpNoPort s The total number of received UDP datagrams for which there

was no application at the destination port.

[ stat s/ np/snnp

SNMP Statistics for Management Processor

SNWP stati stics:

snnpl nPkt s: 25485 snnpl nBadVer si ons: 0
snnpl nBadC' t yNanes: 0 snnpl nBadC t yUses: 0
snnpl nASNPar seErr s: 0 snnpEnabl eAut hTr aps: 0
snnpCQut Pkt s: 25485 snnpl nBadTypes: 0
snnpl nTooBi gs: 0 snnpl nNoSuchNanes: 0
snnpl nBadVal ues: 0 snnpl nReadOnl ys: 0
snnmpl nGenErrs: 0 snnpl nTot al ReqVar s: 50661
snnpl nTot al Set Var s: 0 snnpl nGet Request s: 405
snnpl nGet Next s: 25080 snnpl nSet Request s: 0
snnpl nGet Responses: 0 snnpl nTr aps: 0
snnpCut TooBi gs: 0 snnpQut NoSuchNares: 0
snnpCut BadVal ues: 0 snnmpQut ReadOnl ys: 0
snmpQut GenErrs: 0 snnpQut CGet Request s: 0
snmpQut Get Next s: 0 snnpQut Set Request s: 0
snnmpQut Get Responses: 25485 snipCQut Tr aps: 0
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Table 5-18 SNMP Statistics (/stats/mp/snmp)

Statistic

Description

snnpl nPkt s

The total number of Messages delivered to the SNMP device
from the transport service.

snnpl nBadVer si ons

Thetotal number of SNM P Messages that were delivered to the
SNMP protocol device and were for an unsupported SNMP
version.

snnpl nBadC' t yNanes

The total number of SNMP Messages delivered to the SNMP
protocol device that used a SNM P community name not known
to said device.

snnpl nBadC t yUses

The total number of SNMP Messages delivered to the SNMP
protocol device that represented an SNM P operation which was
not allowed by the SNMP community named in the Message.

snnpl nASNPar seErr s

The total number of ASN.1 or BER errors encountered by the
SNMP protocol device when decoding received SNMP Mes-

sages.

snnpEnabl eAut hTr aps

Indicates whether the SNMP agent process is permitted to gen-
erate authentication-failure traps. The value of this object over-
rides any configuration information; as such, it provides a
means whereby all authentication-failure traps may be dis-
abled.

Note that it is strongly recommended that this object be stored
in non-volatile memory so that it remains constant between re-
initializations of the network management system.

snnpQut Pkt s

Thetotal number of SNM P Messages that were passed from the
SNMP protocol device to the transport service.

snnpl nBadTypes

The total number of SNMP Messages that failed ASN parsing.

snnpl nTooBi gs

The total number of SNMP PDUs that were delivered to the
SNMP protocol device and for that the value of the error-status
fieldist 00Bi g.

snnpl nNoSuchNanes

The total number of SNMP PDUs that were delivered to the
SNMP protocol device and for that the value of the error-status
fieldisnoSuchNane.

snnpl nBadVal ues

The total number of SNMP PDUs that were delivered to the
SNMP protocol device and for that the value of the error-status
fieldisbadVal ue.
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Table 5-18 SNMP Statistics (/stats/mp/snmp) (Continued)

Statistic

Description

snnpl nReadOnl ys

The total number of valid SNMP PDUs that were delivered to
the SNMP protocol device and for which the value of the error-
statusfield is ‘readOnly’. It should be noted that it is a protocol
error to generate an SNMP PDU that contains the value “rea
dOnly' in the error-status field, as such this object is provided
as ameans of detecting incorrect implementations of the
SNMP.

snnmpl nGenErrs

The total number of SNMP PDUs that were delivered to the
SNMP protocol device and for which the value of the error-sta-
tusfieldisgenErr.

snnpl nTot al ReqVar s

The total number of MIB objects that have been retrieved suc-
cessfully by the SNMP protocol device as the result of receiv-
ing valid SNMP Get-Request and Get-Next PDUSs.

snnpl nTot al Set Var s

The total number of MIB objects that have been altered suc-
cessfully by the SNMP protocol device as the result of receiv-
ing valid SNMP Set-Request PDUs.

snnmpl nGet Request s

The total number of SNMP Get-Request PDUs that have been
accepted and processed by the SNMP protocol device.

snnpl nGet Next s

Thetotal number of SNMP Get-Next PDUs that have been
accepted and processed by the SNMP protocol device.

snnpl nSet Request s

The total number of SNMP Set-Request PDUs that have been
accepted and processed by the SNMP protocol device.

snnpl nGet Responses

Thetotal number of SNM P Get-Response PDUsthat have been
accepted and processed by the SNMP protocol device.

snnpl nTr aps

The total number of SNMP Trap PDUsthat have been accepted
and processed by the SNMP protocol device.

snnpCQut TooBi gs

The total number of SNMP PDUs that were generated by the
SNMP protocol device and for that the value of the error-status
fieldist 00Bi g.

snnpQut NoSuchNanes

The total number of SNMP PDUs that were generated by the
SNMP protocol device and for which the value of the error-sta-
tusisnoSuchNarnre.

snnpQut BadVal ues

The total number of SNMP PDUs that were generated by the
SNMP protocol device and for which the value of the error-sta-
tusfield isbadVal ue.

snnpQut ReadOnl ys

Not in use.
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Table 5-18 SNMP Statistics (/stats/mp/snmp) (Continued)

Statistic

Description

snmpQut GenErrs

The total number of SNMP PDUs that were generated by the
SNMP protocol device and for which the value of the error-sta-
tusfieldisgenErr.

snnmpQut Get Request s

The total number of SNMP Get-Request PDUs that have been
generated by the SNMP protocol device.

snnmpQut Get Next s

The total number of SNM P Get-Next PDUs that have been gen-
erated by the SNMP protocol device.

snnmpQut Set Request s

The total number of SNMP Set-Request PDUs that have been
generated by the SNMP protocol device.

snmpQut Get Responses

Thetotal number of SNM P Get-Response PDUs that have been
generated by the SNMP protocol device.

snnmpQut Tr aps

The total number of SNMP Trap PDUs that have been gener-
ated by the SNMP protocol device.

[ stats/ np/arp

Address Resolution Protocol Statistics for MP

ARP statistics:
arpEntriesCur:
ar pEntri esiax:

5 arpEntri esH ghVWat er: 6
8192

Table 5-19 ARP Statistics (/stats/mp/arp)

Statistic

Description

ar pEntri esCur

The total number of outstanding ARP entriesin the ARP table.

ar pEntri esH ghWat er

The highest number of ARP entries ever recorded in the ARP
table.

ar pEntri esMax

The maximum number of ARP entries that are supported.
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[ stats/ np/route

Route Statistics for Management Processor

Rout e statistics:

ripl nPkts: 0 ri pQut Pkt s: 0
ri pl nDi scards: 0 ri pRout esAgedCut : 0
i pRout esCur: 8 i pRout esH ghWat er : 8
i pRout esMax: 8192

Table 5-20 Route Statistics (/stats/mp/route)

Statistic Description

ri plnPkts The total number of good Routing Information Protocol (RIP)
advertisement packets that have been received.

ri pQut Pkts The total number of RIP advertisement packets that have been

sent.

ri pl nDi scards

The total number of received RIP advertisement packets that
have been discarded.

ri pRout esAgedQut

The total number of route learned via RIP that have aged out.

i pRout esCur

The total number of outstanding routes in the route table.

i pRout esH ghWat er

The highest number of routes ever recorded in the route table.

i pRout esMax

The maximum number of routes that are supported.

126 m Chapter 5: The Statistics Menu

Alteon Systems
050155A, June 2001



[ st at s/ np/ dns

DNS Statistics for Management Processor

Web OS 7.2 Command Reference

DNS statistics:

dnsl nRequest s: 0 dnsQut Request s: 2

dnsBadRequest s: 0

Table 5-21 DNS Statistics (/stats/mp/dns)

Statistic Description

dnsl nRequest s The total number of DNS request packets that have been
received.

dnsQut Request s The total number of DNS response packets that have been
transmitted.

dnsBadRequest s The total number of DNS request packets received that were
dropped.

/ st at s/ np/ ospf

OSPF Statistics Menu for Management Processor

[ CSPF Statistics Menu]

general - Show gl obal stats
ai ndex - Show area(s) stats
if - Show interface(s) stats

Table 5-22 OSPF Statistics (/stats/mp/ospf)

Command Syntax and Usage

gener al
Displays the OSPF global statistics.

ai ndex
Displays the OSPF area statistics.

if
Displays the OSPF interface statistics.
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[stats/ np/vrrp

VRRP Statistics for Management Processor

VRRP statistics:
vrrpl nAdver s: 973614 vrr pBadAdver s: 0
vrr pQut Adver s: 0

Virtual Router Redundancy Protocol (VRRP) support on Alteon Web switches provides redun-
dancy between routersin a LAN. Thisredundancy is accomplished by configuring the same
virtual router IP address and ID number on each participating V RRP-capabl e routing device.
One of the virtual routersisthen elected as the master, based on a number of priority criteria,
and assumes control of the shared virtua router |P address. If the master fails, one of the
backup virtual routers will assume routing authority and take control of the virtual router |P
address.

When virtual routers are configured, you can display the following protocol statistics for
VRRP.

B Advertisements received—vr r pl nAdver s
B Advertisements transmitted—vr r pQut Adver s
B Advertisements received, but ignored—vr r pBadAdver s

[ st at s/ np/ mai nt

Maintenance Statistics for Management Processor

[ MP Mai ntenance Statistics Menu]

Itr - Letter counts
nmsg - STEM nessage statistics
mem - STEM nenory statistics
anem - All STEM nenory bl ocks in use
thr - STEMthread statistics
pkt - Packet statistics
tch - Al TCP control blocks in use
uch - Show Al UDP control blocks in use
uart - UART statistics
cpu - Show CPU utilization
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NOTE — The MP maintenance submenu and options contain hardware-specific information
related to the management processor. The example screens shown in this section are for infor-
mational purposes only. You may be asked by an Alteon WebSystems support engineer to pro-
vide MP maintenance information for troubleshooting purposes.

Table 5-23 Maintenance Statistics (/stats/mp/maint)

Command Syntax and Usage

Itr
Displays letter count statistics. To view an example, see page 130.

neg
Displays Simple Thread Execution Model (STEM) message statistics. To view a sample, see
page 131.

mem
Displays STEM memory statistics, showing available memory. To view a sample, see page 131.

amem
Displays all STEM memory blocksin use to check for leaks. To view a sample, see page 132.

t hr
Displays STEM thread statistics. To view a sample, see page 133.

pkt
Displays packet statistics to check for leads and load. To view a sample, see page 134.

tcb
Displays all TCP control blocks (TCB) in use. To view a sample, see page 134.

uch
Displays all UCP control blocksin use. To view a sample, see page 134.

uart
Displays universal asynchronous receiver/transmitter (UART) statistics. To view asample, see
page 135.

cpu
Displays CPU utilization for periods of up to 1, 4, and 64 seconds. There are two CPUs per port.
To view asample, see page 135.
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[stats/np/maint/Itr

Letter Statistics for Management Processor

Letter statistics for M
------------ Received ------------- -------------- Sent -------

SP  non- ACKs ACKs Dups NonSeq non- ACKs ACKs Rxmts Defers
0 16809 122171 0 0 122173 16807 0 1347
1 21889 652145 0 0 652147 21887 0 20861
2 9 44031 0 0 44033 7 0 201
3 11 44032 0 0 44034 9 0 204
4 2821 43073 0 0 43081 2813 0 232
5 16 44065 0 0 44067 14 0 320
Letters By Type Recei ved Sent Rxmtted Deferred
ACK 949517 41537 0 0
BOOT_ME 6 0 0 0
DOMLQAD 0 264 0 0
Q0 0 6 0 0
I NI T_DONE 6 0 0 0
FLAGS_CHANGE 0 20 0 8
STATS_REQ 0 27 0 0
STATS_RSP 27 0 0 0
SLB_REQ 0 438 0 428
| P_ROUTE_REQ 0 753519 0 22582
SLOT_I NFO 0 21 0 7
LI NK_DOM_NOTE 0 6 0 0
LI NK_DOAN_DONE 6 0 0 0
LI NK_UP_OKAY 0 1 0 0
LI NK_UP_NOTE 0 18 0 0
GDT_UPDATE 0 714 0 0
EVI D_UPDATE 0 42 0 42
HEARTBEAT 0 193579 0 20
FDB_REQ 0 84 0 44
VLAN_CLASS_UPDT 0 6 0 2
ACTI VE_LI NKS 0 6 0 6
SYSMON_REQ 0 4 0 0
FDB_ACGE_SCAN 0 774 0 26
FLAGS_CHANGED 24 0 0 0
SYSMON_DATA 5593 0 0 0
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[ stats/ np/ mai nt/ neg

STEM Message Statistics for Management Processor

This menu displays the STEM message statistics of the management processor.

alloc_curr:
alloc _fails:

al | ocs: 6988
cal | ocs: 8392643
sends: 8399632

STEM nessage statistics for M

frees: 8399631
calloc_fails: 0
returns: 0
al I oc_hi wat : 41

[ stats/ np/ mai nt/ nmem

STEM Memory Statistics for Management Processor

This menu displays the statistics of the management processor.

STEM nenory statistics for M
al | ocs: 611271 frees: 610935
alloc_fails: 0 pool _bytes: 8388608
bytes_curr: 371232 byt es_hi wat : 2470272
| argest: 2097152
Alteon Systems Chapter 5: The Statistics Menu = 131

050155A, June 2001




Web OS 7.2 Command Reference

[ stats/ np/ mai nt/anem
All STEM Memory Allocated Blocks for Management Processor
This menu displays the statistics of the STEM memory allocated blocks.

Al'l STEM nenory al |l ocated bl ocks:
Nunber Cal l er Bl ocks Byt es
1 004465f 8 26 165888
2 004f 24b8 1183 421280
3 004c21c4 1024 65536
4 004c3264 1024 32768
5 004c2260 34 2176
6 004c3348 34 2176
7 004c22a0 34 4352
8 004b765c 4 256
9 00430688 1 32
10 00404c28 1 4096
11 00404a2c 4 16384
12 0054cadc 253 20864
13 004b90b0 2 1024
14 0042391c 6 3072
15 004bf 818 1 32
16 004f 4888 2 64
17 0041d7b8 2 1024
18 0041e844 1 8192
19 004c502c 2 2048
20 004c0a38 3 192
21 004c0e44 3 192
22 004b20f 0 3 96
23 004f 2440 19 608
24 004b8f 68 7 3584
25 004f 45a8 1 64
26 004b842c 3 512
27 0044830c 1 64
28 0044bdd8 1 64
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STEM Thread Statistics for Management Processor

This command displays the Simple Thread Execution Model (STEM) statistics of the manage-

ment processor (MP). A samplefollows:

STEM thread statistics for

1 STEM
2 STP
4 TND
5 CONS
6 TNET
7 TNET
8 TNET
9 TNET
10 LOG
11 TRAP
14 RMON
15 SLB
16 DSLB
17 I P
18 Rl P
19 AR
20 EP
21 SLOT
22 PORT
23 STAT
31 VLAN
32 MANT
33 FDB
34 OSPF
36 VRRP
37 SNWVP
38 SMON
39 CFG

53 DONE

stack
si ze used
2028 624
8172 2048
8172 2264
8172 1296
8172 144
8172 144
4076 840
4076 248
8172 544
8172 224
8172 1776
8172 1392
8172 256
8172 1000
4076 992
8172 848
4076 616
4076 1160
4076 144
8172 144
8172 128
4076 280
4076 128
4076 896
4076 128
8172 1168

maxi mum pat hl en

uSecs cnd wor d1l
0 00000000 00000000
2611 00000002 00000000
1916 00000002 00000000
35933 00000001 fbfbfbfb
35862 00050001 004b38cc
2144 00050001 004b38cc
0 00000000 00000000
0 00000000 00000000
1831 00060001 00060005
86 00070003 00000000
64 00000002 00000010
6542 00000007 1f829f7a
15 00000002 00000000
2233 00000005 0000ff00
32821 00000004 009e0c8c
42 00000000 009e6lac
2693 00000001 004b38cc
92612 000a0005 00000001
1632 00090001 003f9120
2249 00000002 00000000
6738 00000002 00000000
0 00000000 00000000
0 00000000 00000000
0 00000000 00000000
15 00000008 0001a800
0 00000000 00000000
80727 000e000b fbfbfbfb
0 00000000 00000000
32077 00000001 fbfbfbfb
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[ st at s/ np/ mai nt / pkt
Packet Counts for Management Processor
This menu displays the statistics of the packets.

Packet counts:

al | ocs: 804115 frees: 804115
medi uns: 0 junbos: 0
smal | s: 0 failures: 4723

[stats/np/ maint/tchb
All TCB Allocated Control Blocks for Management Processor
This menu displays the statistics of the TCP Control Block (TCB).

Al TCP allocated control bl ocks:

0090edbc: 0.0.0.0 0 <=>0.0.0.0 80 listen
00b6ed3c: 123.255.224.3 1510 <=> 123. 255.224. 11 23 established
009144fc: 0.0.0.0 0 <=>0.0.0.0 23 listen

The TCB statistics are described below.

0010bf94: 0.0.0.0 0 <=>0.0.0.0 80 Ilisten

t L stats
source port
source IP

destination port
destination IP
—— memory location of TCB

[ stats/ np/ mai nt/uch

UDP Allocated Control Blocks for Management Processor

Al UDP allocated control bl ocks:

53: listen
161: listen
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[ stat s/ np/ mai nt/uart
UART Statistics for Management Processor
This command displays the statistics of the UART. A sample follows:

UART:
i nput overfl ows: 0
Rx di scards: 0 Tx discards: 0
X- OFFs seen: 0 X-ONs seen: 0
X- OFFs sent: 0 X-ONs sent: 0

[ stats/ np/ maint/cpu
CPU Statistics for Management Processor
The CPU datistics show CPU utilizationin periods of 1, 4, and 64 seconds. A sample follows:

CPU utilization:
cpUtil 1Second: 13% fpUtil 1Second: 0%
cpUtil 4Seconds: 13% fpUtil 4Seconds: 0%
cpUtil 64Seconds: 13% fpUtil 64Seconds: 0%
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[ st at s/ sp <port number>
Switch Processor Statistics

[SP index O (port Al) Statistics Menu]

ip - IP statistics
mai nt - SP Maintenance Statistics Menu
cl ear - Clear statistics

This menu allows you to view the Switch Processor (SP) statistics of the selected port.

Table 5-24 Switch Processor Statistics Menu Options (/stats/sp)

Command Syntax and Usage

ip
Displays IP interface statistics for the switch processor. The range of the interface number is 1
through 1024. For more information, see page 115.

mai nt
Displays maintenance statistics for the switch processor. This submenu contains information that
may be requested by an Alteon WebSystems support engineer for troubleshooting purposes. For
more information, see page 138.

cl ear
Clears all switch processor statistics. All values are reset to zero.

[stats/sp/ip

IP Statistics for Switch Processor

I P statistics for SP index 0 (port Al):
i pl nRecei ves: 94080 i plnHdr Errors: 0
i pl nDel i vers: 94080 i pFor wDat agr ans: 0
i pl nUnknownPr ot os: 0 i pl nDi scards: 0
i pFragCKs: 0 i pFragCr eat es: 0
i pDont Fr ags: 0 i pFragFail s: 0
i pQut NoRout es: 0
Table 5-25 IP Statistics (/stats/sp/ip)
Statistic Description
i pl nRecei ves The total number of input datagrams received from interfaces,
including those received in error.
136 m Chapter 5: The Statistics Menu Alteon Systems

050155A, June 2001



Web OS 7.2 Command Reference

Table 5-25 IP Statistics (/stats/sp/ip)

Statistic

Description

i plnHdrErrors

The number of input datagrams discarded because of errorsin
their IP headers, including bad checksums, version number
mismatch, other format errors, time-to-live exceeded, errors
discovered in processing their | P options, etc.

i plnDel i vers

The total number of input datagrams successfully delivered to
I P user-protocols (including ICMP).

i pFor wDat agr ams

The number of input datagrams for which this device was not
their final P destination. As aresult, an attempt was made to
find aroute to forward them to that final destination. In entities
which do not act as | P Gateways, this counter will include only
those packets which were source-routed viathis device, and the
source- route option processing was successful.

i pl nUnknownPr ot os

The number of locally addressed datagrams received success-
fully but discarded because of an unknown or unsupported pro-
tocol.

i pl nDi scards

The number of input I P datagrams for which no problems were
encountered to prevent their continued processing, but which
were discarded (for lack of buffer space). Note that this counter
does not include any datagrams discarded while awaiting re-
assembly.

i pFragCKs

The number of |P datagrams that have been successfully frag-
mented at this device.

i pFragCreates

The number of |P datagram fragments that have been generated
as aresult of fragmentation at this device.

i pDont Fr ags The number of |P datagrams that needed to be fragmented but
had the “Don’t Fragment” bit set.
i pFragFails The number of |P datagrams that have been discarded because

they needed to be fragmented at this device but could not. For
example: because their “Don’'t Fragment” flag was set.

i pQut NoRout es

The number of |P datagrams discarded because no route could
be found to transmit them to their destination. Note that this
counter includes any packets counted in ipForwDatagrams
which meet this no-route criterion. Note that this includes any
datagrams that a host cannot route because all of its default
gateways are down.
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[ st at s/ sp/ mai nt
Maintenance Statistics for Switch Processor

[SP index O (port Al) Maintenance Statistics Menu]
Itr - Letter counts
nmsg - STEM nessage statistics
mem - STEM nenory statistics
thr - STEM thread statistics
cpu - Show CPU utilization

Table 5-26 SP Maintenance Menu Options (/stats/sp/maint)

Command Syntax and Usage

Itr
Displays STEM letter count statistics for the selected port. See page 139 for sample output.

nmsg
Displays STEM message statistics for the selected port. See page 140 for sample output.

mem
Displays STEM memory statistics for the selected port. See page 140 for sample outpui.

thr
Displays STEM thread statistics for the selected port. See page 141 for sample output.

cpu
Displays CPU utilization statistics for the selected port. CPU statistics are for periods of 1, 4, and
64 seconds. Refer to page 141 for a sample output.

NOTE — The SP maintenance submenu and options contain hardware-specific information
related to the switch processor. The example screens shown in this section are for informa-
tional purposes only. You may be asked by an Alteon WebSystems support engineer to provide
SP maintenance information for troubleshooting purposes.
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[stats/sp/maint/Iltr
Letter Counts for Switch Processor

Letter statistics for SPindex O (port Al):
------------ Received -------------  oooeoooooSENt -m-iiiimeieo--
SP non- ACKs ACKs Dups MNonSeq  non- ACKs ACKs Rxmts Defers
M 21439021 676977 82 676977 21439021 32 965
Letters By Type Recei ved Sent Rxnitted Def erred
AXK 676977 21439021 0 0
INT_DONE 0 1 0 0
FLAGS _CHANGE 1 0 0 0
STATS REQ 21 0 0 0
STATS_RSP 0 20 0 0
SLB REQ 292682 0 0 0
| P_ROUTE_REQ 2531307 0 0 0
SLOT_I NFO 12 0 0 0
LI NK_DOM_NOTE 4 0 0 0
LI NK_DOM_DONE 0 4 0 0
LI NK_UP_NOTE 9 0 0 0
QOT_UPDATE 493 0 0 0
EVI D_UPDATE 29 0 0 0
HEARTBEAT 667 0 0 0
FDB REQ 222 0 0 0
FDB RSP 0 164 0 0
VLAN QLASS UPDT 1 0 0 0
ACTI VE_LI NKS 1 0 0 0
SYSMON_REQ 2 0 0 0
FDB AGE_SCAN 18612550 0 0 0
FLAGS _CHANGED 0 2 0 0
SYSMON _DATA 0 7342 0 585
SLB RSP 0 550647 25 47
| P_RQUTE RSP 0 2 0 0
SLB_RATE 40 0 0 0
SLB RCTE 5 0 0 0
SLB RSTE 5 0 0 0
SLB RGTE 3 0 0 0
SA LEARN 0 117870 7 332
Q_STATS_REQ 210 0 0 0
Q_STATS RSP 0 210 0 1
CP_FLONCTRL 757 715 0
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[ stats/sp/ maint/ nseg
STEM Message Statistics for Switch Processor

This command displays the STEM message statistics for the SP. A sample follows:

al | ocs:

cal | ocs:
sends:
alloc_curr:
alloc _fails:

109389
190163
299553
0
0

STEM nessage statistics for SP index 0 (port Al):

frees: 299552
calloc_fails: 0
returns: 0
al I oc_hi wat : 18

[ stats/sp/ mai nt/ nmem
STEM Memory Statistics for Switch Processor

This command displays the STEM memory statistics for the switch processor. A sample fol-

lows:

STEM nenory statistics for SP index 0 (port Al):
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al | ocs: 15618 frees: 15606
alloc_fails: 0 pool _bytes: 262144
bytes_curr: 43008 byt es_hi wat : 190720
| argest: 16384
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[ stats/sp/ maint/thr
STEM Thread Statistics for Switch Processor
This command displays the STEM thread statistics for the switch processor. A sample follows:

STEM thread statistics for SP index 0 (port Al):

thid nane st ack maxi mum pat hl en
si ze used uSecs cmd wor d1
1 STEM 0 00000000 00000000
42 SLB 4076 400 5180 00000002 00000000
43 1P 4076 384 22850 00090001 003732ec
44  sSLOT 4076 1264 1315 00090001 001f1da0
45 PORT 4076 320 99 00000001 fdfdfdfd
46  STAT 4076 128 103 00000001 fdfdfdfd
47  VLAN 4076 392 1119 00090001 0038bb2c
48 DI AG 4076 128 69 00000001 fdfdfdfd
49 FDB 4076 512 5558 00090001 00393e2c
50 DSTA 4076 128 38 00000001 fdfdfdfd
51 SMON 4076 360 1730 00000002 00000000
52 DONE 1004 88 19 00000001 fdfdfdfd
53 diag 4076 96 19 00000001 fdfdfdfd

[ stats/sp/ maint/cpu
CPU Statistics for Switch Processor

This command displays the CPU statistics for the switch processors. A sample follows:

>> SP index 4 (port Bl) Mintenance Statistics# cpu

CPU utilization for port SP index 4 (port Bl):

cpUtil 1Second: 0% fpUil 1Second: 17%
cpUtil 4Seconds: 0% fpUil4Seconds: 17%
cpUtil 64Seconds: 0% fpUil 64Seconds: 17%
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[ stats/dunp
Statistics Dump

Use the dump command to dump all switch statistics available from the Statistics Menu (40K
or more, depending on your configuration). This data can be used in tuning and debugging
switch performance.

If you want to capture dump data to afile, set your communication software on your worksta-
tion to capture on data prior to issuing the dump commands.
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CHAPTER 6
The Configuration Menu

This chapter discusses how to use the Command Line Interface (CLI) for making, viewing, and
saving switch configuration changes.

NoOTE — After configuring the switch, make sure to use the appl y command to make the con-
figurations operational, and the save command to retain them when the switch is next reset.

Viewing, Applying, and Saving Changes

Asyou use the configuration menus described in this chapter to set switch parameters, the
changes you make do not take effect immediately. All changes are considered pending until
you explicitly apply them. Also, any changes are lost the next time the switch boots unless the
changes are explicitly saved.

While configuration changes are in the pending state, you can do the following:

B View the pending changes

B Apply the pending changes

B Savethe changesto FLASH memory
B Revert, delete all pending changes

Viewing Pending Changes

You can view all pending configuration changes by entering di f f at the menu prompt.

NoTE — Thedi f f command isagloba command. Therefore, you can enter di f f at any
prompt in the CLI.
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Applying Pending Changes

To make your configuration changes active, you must apply them. To apply configuration
changes, enter appl y at any prompt in the CL1I.

# apply

NoOTE — Theappl y command isaglobal command. Therefore, you can enter appl y at any
prompt in the administrative interface.

Saving the Configuration

In addition to applying the configuration changes, you can save them to FLASH memory on
the switch.

NoOTE — If you do not save the changes, they will be lost the next time the system is rebooted.

To save the new configuration, enter the following command at any CLI prompt:

# save

When you save configuration changes, the changes are saved to the active configuration block.
The configuration being replaced by the saveisfirst copied to the backup configuration block.
If you do not want the previous configuration block copied to the backup configuration block,
enter the following instead:

# save noback

You can decide which configuration you want to run the next time you reset the switch. Your
optionsinclude:

B The active configuration block

B The backup configuration block

B Factory default configuration

You can view all pending configuration changes that have been applied but not saved to

FLASH memory using thedi f f FLASH command. It isaglobal command that can be exe-
cuted from any menu.

For instructions on selecting the configuration to run at the next system reset, see “ Selecting a
Configuration Block” on page 267.
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[ cfg

Configuration Menu

[ Configuration Menu]

Sys - Systemwi de configuration nenu

udef - User-defined defaults nenu

port - Port configuration menu

vl an - VLAN configuration menu

stp - Spanning Tree configuration menu

snnp - SNWP configuration menu

trunk - Trunk Goup configuration nenu

ip - I P configuration menu

slb - Layer 4 configuration nenu

vrrp - VRRP configuration nmenu

set up - Step by step configuration set up

dunp - Dump current configuration to script file
putcfg - Backup current configuration to TFTP server

getcfg

Restore current configuration from TFTP server

Each menu option is described in Table 6-1, followed by specific descriptions of each menu
and submenu.

Table 6-1 Configuration Menu Options (/cfg)

Command Syntax and Usage

Sys
Displays the System Configuration Menu. To view menu options, see page 147.

udef

Displays the User-Defined Defaults Menu. Use this menu to set user-defined default link configu-
rations and user defined Ethertypes. To view menu options, see page 153.

port <port number, such as b12>
Displays the Port Configuration Menu. To view menu options, see page 157.

vl an <1-4094>

Displaysthe VLAN Configuration Menu for the selected VLAN. To view menu options, see
page 162.

stp <1-256>
Displaysthe Spanning Tree Configuration Menu for the sel ected group. To view menu options, see
page 164.
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Table 6-1 Configuration Menu Options (/cfg)

Command Syntax and Usage

snnp
Displays the SNMP Configuration Menu. To view menu options, see page 168.

trunk <1-4>
Displays the Trunk Group Configuration Menu for the selected group. Alteon 708 switches sup-
port four trunk groups and up to four wire ports per trunk group. To view menu options, see
page 171.

ip
Displays the IP Configuration Menu. To view menu options, see page 175.

sl b
Displays the Server Load Balancing Configuration Menu. To view menu options, see page 209.

vrrp
Displaysthe Virtua Router Redundancy Protocol Configuration Menu. To view menu options, see
page 241.

set up
Walks you through the configuration of System Date and Time, BOOTP, I P address and subnet
mask, Spanning Tree, Port and Link characteristics, and VLANSs. For more information, see
page 25.

dunp
Dumps current configuration to a script file.

put cf g <host nameor IP address> <filename on host>
Backs up current configuration to TFTP server.

get cf g <host nameor IP address> <filename on host>
Restores the backed-up configuration from TFTP server. Reads the configuration file into the new
(pending) configuration block, not the current block. Also, you must apply the changes. See
“Viewing, Applying, and Saving Changes’ on page 143.
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[ cfglsys
System Configuration

[ Syst em Menu]
syslog - Syslog Menu
radius - RADI US Aut hentication Menu
user - User Access Control Menu (passwords)
sshd - SSH Server Menu
date - Set systemdate
time - Set systemtinme
idle - Set timeout for idle CLI sessions
boot p - Enabl es or disables use of BOOTP
snnp - Enabl es or di sabl es SNVP nanagenent access
web - Enabl es or disabl es Wb nmanagenent access
wpor t - Set Web server port nunber
met - Set managenent network
mrask - Set mmnagenent netnmask
telnet - Enable/Di sable tel net access
banner - Set 1ogin banner
extbuf - Enables or disables Extended Buffer Mde
current - Display current systemw de configuration

This menu provides configuration of switch management parameters, such as user and
administrator privilege mode passwords, Web-based management settings, and management
access list.

Table 6-2 System Configuration Menu Options (/cfg/sys)

Command Syntax and Usage

sysl og
Displays the Syslog Configuration menu. This menu controls the level and destination of system
log messages. For menu options, see page 149.

radi us
Displays the RADIUS Authentication menu. For menu options, see page 150.

user
Displays the User Access Control menu. For menu options, see page 151.

sshd
Displays the Secure Shell (SSH) Server menu. For menu options, see page 151.

date
Prompts the user for the system date.
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Table 6-2 System Configuration Menu Options (/cfg/sys)

Command Syntax and Usage

tinme
Prompts the user for the system time using a 24-hour clock format.

i dl e <time-outin minutes>

Setstheidle time allowed on console and Telnet sessions to the switch CLI. Therangeis 1 to 60
minutes. The default is 30 minutes.

boot p di sabl elenabl e (dle)
Enables or disables the use of BOOTP; if you enable BOOTP, the switch will query its BOOTP
server for switch |P parameters, such as address, default gateway, etc.

snnp di sabl elenabl e (dle)
Enables or disables SNMP-based network management. If disabled, you cannot configure or man-
age the switch using an SNMP network management station.

web di sabl elenabl e (dje)
Enables or disables HTTP access to the Web OS Browser-Based Interface (BBI)

wport <TCP port number (1-65535)>
Sets the switch port to be used for serving switch Web content. The default isHTTP port 80. If
Global Server Load Balancing isto be used, change this parameter to use a different port (such as
8080).

et  <IP subnet, such as192.4.17.0>
Sets the base source | P subnet allowed to access switch management through Telnet, SNMP, RIP,
or the Web OS Web interface. A range of IP addressesis produced when used with nmask
(below). Specify an I P addressin dotted decimal notation.

mmask <IP subnet mask, such as 255.255.0.0>

This IP address mask is used with et to set arange of source |P addresses allowed to access
switch management functions. Specify the mask in dotted decimal notation.

tel net di sabl elenabl e (dje)
Enables or disables telnet access to command line interface sessions. This command is only avail-
able through a console connection.

banner <string, maximum 80 characters>
Configures alogin banner of up to 80 characters. When a user or administrator logs into the switch
viaTelnet, the login banner is displayed; it is aso displayed as part of the output from the/ i nf o/
sys command.
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Table 6-2 System Configuration Menu Options (/cfg/sys)

Command Syntax and Usage

ext buf di sabl elenabl e (dle)
Enables or disables extended buffer mode to handle 64K B burst traffic. Enabling ext buf reduces
the SLB table entries from 256K to 128K so that the buffer can be increased. To activate enabling
or disabling ext buf , the switch must be reset. This configuration is saved in NVRAM, not the
configuration file.

current
Displays the values for most system parameters (excluding passwords).

[ cf g/ sys/sysl og

System Host Log Configuration

[ Sysl og Menu]

host - Set | P address of first syslog host
host 2 - Set | P address of second sysl og host
facil - Set facility of first syslog host
facil2 - Set facility of second syslog host

consol e - Enabl es or disabl es consol e output of syslog messages
current - Display current syslog settings

This menu provides configuration of the system host log, such as the | P address of the hosts,
and the level of the syslog messages.

Table 6-3 System Host Log Configuration Menu Options (/cfg/sys/syslog)

Command Syntax and Usage

host <IP address, such as192.4.17.0>
Setsthe | P address, in dotted decimal notation, of the first host where system log (syslog) mes-
sages are sent.

host 2 <IP address, such as 192.4.17.0>
Setsthe | P address, in dotted decimal notation, of the second host where syslog messages are sent.

facil <levd (0-7)>
Setsthe facility level of syslog messages sent to the first syslog host. The security level identifies
the switch to the syslog host.

facil 2 <leve (0-7)>
Setsthe facility level of syslog messages sent to the second syslog host. The security level identi-
fies the switch to the syslog host.
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Table 6-3 System Host Log Configuration Menu Options (/cfg/sys/syslog)

Command Syntax and Usage

consol e enabl e|di sabl e (dle)
Enables or disables sending syslog messages to the console port.

current
Displays the current syslog configuration parameters.

[ cfgl/sys/radius

Radius Server Configuration

[ RADI US Server Menu]
prisrv - Set primary RADI US server address

secsrv - Set secondary RADI US server address

secret - Set RADI US secret

port - Set RADI US port

retries - Set RADIUS server retries

timeout - Set RADI US server tinmeout

telnet - Enables or disables RADI US backdoor for telnet
on - Turn RADI US aut hentication ON

of f - Turn RADI US aut hentication OFF

current - Display current RADI US configuration

Remote Authentication Dial-In User Interface (RADIUS) is an access server authentication,
authorization, and accounting protocol that can be configured to secure remote access to net-
works and network services against unauthorized access.

Table 6-4 Radius Server Menu Options (/cfg/sys/radius)

Command Syntax and Usage

pri srv <RADIUSserver address, such as 192.4.17.101>
Setsthe primary RADIUS server address.

secsr v <RADIUSserver address, such as 192.4.17.101>
Sets the secondary RADIUS server address.

secr et <1-32character string>

Thisisthe shared secret between the switch and the RADIUS server(s). The string length can be
from 1 to 32 characters.

port <RADIUSport (1500-3000)>
Sets the number of the UDP port. The default value is 1645.
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Table 6-4 Radius Server Menu Options (/cfg/sys/radius)

Command Syntax and Usage

retries<1-3>

Sets the number of failed authentication requests before switching to a different RADIUS server.
The default is 3 retries.

ti meout <RADIUSserver time-out seconds (1-10)>

Sets the amount of time, in seconds, before a RADIUS server authentication attempt is considered
to have failed. The default is 3 seconds.

tel net di sabl e| enabl e (dle)
Enables or disables the RADIUS backdoor for telnet. t el net also appliesto SSH/SC connec-
tions. The default setting is enabled.

on
Enables the RADIUS server.

of f
Disables the RADIUS server.

current
Displays the current Radius configuration.

[ cfglsys/user
User Access Control Configuration

[ User Access Control Menu]
usrpw - Set user password (user)
sopw - Set SLB operator password (sl boper)
| dopw - Set L4 operator password (| 4oper)
opw - Set operator password (oper)
sapw - Set Slb admi nistrator password (sl badm n)
| dapw - Set L4 administrator password (| 4adm n)
adnmpw - Set adm ni strator password (admi n)
current - Display current user statis

Changing any password requires validation by entering the current administrator password,
and verification by entering the new password twice. The maximum length of a passwordis 15
characters. To disable a user, set the password to NULL.
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Table 6-5 User Access Menu Options (/cfg/sys/user)

Command Syntax and Usage

usr pw
Sets the user password. The default password isuser . This user level is always enabled.

Sopw
Setsthe SLB operator password. The default password is NULL—disabled. This user level will be
disabled until a password is assigned.

| dopw
Setsthe L4 operator password. The default password is NULL—disabled. This user level will be
disabled until a password is assigned.

opw
Sets the operator password. The default password is NULL—disabled. This user level will be dis-
abled until a password is assigned.

sapw
Setsthe SLB administrator password. The default password is NULL—disabled. This user level
will be disabled until a password is assigned.

| dapw
Setsthe Layer 4 administrator password. The default password is NULL—disabled. This user
level will be disabled until a password is assigned.

adnmpw
Sets the administrator password. The default password isadmi n. The administrator user level is
always enabled

current

Displays the current user status—enabled, always enabled, or disabled. The administrator and user
levels are always enabled.
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/ cfglsys/sshd

SSH Server Configuration

[ SSHD Menu]
current - Display current SSH server configuration.

Table 6-6 SSH Server Configuration Menu Options (/cfg/sys/sshd)

Command Syntax and Usage

current
Displays the current SSH configuration.

A sample display of current SSH configuration follows.

>> SSHD# current

RSA server key autogen di sabl ed

RSA host key currently not ready to service

RSA server key currently not ready to service

SCP apply and save currently disabled

SSH server currently OFF

Note: There are pending config changes; use "diff" to see them
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[ cf g/ udef
User-Defined Defaults Configuration

[ User-defined defaults Menu]
i nk - Link defaults menu
etype - User-defined Ethertype nmenu

Use this menu to set up to two user-defined default link configurations.

Table 6-7 User-Defined Defaults Configuration Menu Options (/cfg/udef)

Command Syntax and Usage

i nk FE|GE- SX|1000Base- T
Displays the Link Defaults Menu. This menu enables you to create user-defined default link con-
figurations, for Fast Ethernet, 1000Base-SX Gigabit Ethernet (GE-SX), or 1000Base-T Gigabit
Ethernet over Copper. To view menu options, see “ User-Defined Link Defaults Configuration” on
page 155.

et ype <Ethertypeindex (1-10)>
Displays the user-defined Ethertype Menu. This menu enables you to configure up to 10 user-
defined Ethertypes per switch for PVID configuration. To view menu options, see page 156.
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/ cf g/ udef/1ink <FE|GE-SX|1000Base-T>

User-Defined Link Defaults Configuration

speed -
nmode -
fetl -
auto -
current -

[ FE| GE- SX] 1000Base-T Default Menu]

Set link speed

Set full or half-dupl ex node

Set flow control

Control autonegotiation
Di splay current |ink configuration

User-defined link types can be used to globally configure links for a particular type of Line
Card Module. For example, instead of configuring each port, you can choose to set all Fast
Ethernet port links to run at 100 Mbps. Then, if any Fast Ethernet LCM isinserted, it will

alwaysrun at this speed.

However, you may need to make an exception for one or more ports. For example, if connect-
ing port b12 to alaptop that requires a 10 Mbps link, you would configure the link speed for
port b12 using the menu for “Port Link Configuration” on page 158.

Table 6-8 User-Defined Link Defaults Menu Options (/cfg/udef/link)

Command Syntax and Usage

speed 10j100|1000Jany (not al options are valid on al ports)
Setsthe link speed; the choices include:

10 Mbps
100 Mbps
1000 Mbps

“Any” for automatic detection (default)

node

The operating mode is set for f ul |

dupl ex.(This parameter is fixed).

fctl

Flow control is set for none. (This parameter is fixed).

auto on|of f

Enables or disables autonegotiation for the port.

current

Displays current port parameters.
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[ cf g/ udef/etype <index>
Ethertype Defaults Configuration

NOTE — The index (1-10) represents the number of the Ethertype you wish to configure.

[User-defined Ethertype[1] Menu]
et her - Specify Ethertype val ue
current - Display current Ethertype val ue
dunp - Display all user-defined Ethertypes

For Port VLAN ID (PVID) configuration, this menu enables you to configure up to 10 user-
defined Ethertypes per switch.

In the following example, to set an Ethertype for an AppleTak network, enter the Ethertype
value for AppleTalk.

>> User-defined Ethertype[1]# et her 809b
Current user-defined Ethertype[1]: undefi ned
New pendi ng user-defined Ethertype[1l]: 0x809b

Table 6-9 Ethertype Defaults Menu Options (/cfg/udef/etype)

Command Syntax and Usage

ether 0800-ffff|O
Specifies the Ethertype value in the frame. The values0800- f f f f identify the range of Ether-
type values. The value 0 deletes the value.

current
Displays the current Ethertype value.

dunp
Displays all user-defined Ethertypes.
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[ cf g/ port <dot-number port-number >

Port Configuration

[Port Al Menu]

i nk - Link menu ("link none" to reset link type)
pvid - Port VLAN ID rmenu

tag - Forward/Discard all VLAN tagged franes

ut ag - Forward/Discard all untagged franes

pt ag - Forward/Discard all priority tagged franes
rmon - Enabl e/ Di sabl e RMON for port

enable - Enable port

di sable - Disable port
current Di splay current port configuration

The Port Menu enables you to configure settings for individual switch ports.

Table 6-10 Port Configuration Menu Options (/cfg/port)

Command Syntax and Usage

I i nk none| FE| GE- SX| 1000Base- T
Displays the Link Menu for the specified port. Enter the new link type none| FE| GE-
SX| 1000Base- T to display thelink menu for that type of link. none resetsthe existing link. To
view menu options, see page 158.

pvid
Displays the Port VLAN ID Menu, which is used to configure default PVIDs for each port. The
PVID isthe default VLAN number that will be used to forward frames that are not VL AN-tagged.
The factory default valueis 1. To view menu options, see page 160.

tag forward|di scard (f|d).
Forwards or discards all VLAN tagged frames.

utag forward|di scard (f|d)
Forwards or discards all untagged frames.

ptag forward|di scard (f|d)
Forwards or discards all priority tagged frames.

rnmon di sabl elenabl e (d|e)
Enables or disables RMON support on the port.

enabl e
Enables the port.
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Table 6-10 Port Configuration Menu Options (/cfg/port)

Command Syntax and Usage

di sabl e
Disablesthe port.

current
Displays current port configuration.

[ cf g/ port <dot-number port-number>/ 1 i nk
<link type>

Port Link Configuration

[Port Al Link Menu]
speed - Set link speed
node - Set full or half duplex node
fetl - Set flow control
aut o - Control autonegotiation
current - Display current |ink configuration

The port link configuration menu enables you to configure the link speed and autonegotiation
for a port.

After you have configured a port, it will operate at the configured settings, even if you swap
the Line Card Module (LCM) type: for example, if you have already configured port al of a
Fast Ethernet LCM to operate at 100 Mbps and want to swap it with a Gigabit-SX LCM.

After the Gigabit LCM has come online, a syslog message will indicate that the default link
speed of the current hardware is different from the configured link speed. However, the port
will continue to operate at 100 Mbps until you specify otherwise. Example of asyslog error
message:;

Mar 210: 10: 42 ALERT sl ot mgr-unexpected LCMtype in slot C

NOTE — Both ends of a port link must be configured at the same speed, mode, and autonegoti-
ation settings. For example, if port al is connected to another switch, router, Web server or
hub, the port link settings for that device must match the settings for port al.
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Use menu options below to set port parameters for the port link.

Table 6-11 Port Link Configuration Menu Options (/cfg/port/link)

Command Syntax and Usage

speed 10j100|1000Jany (not al options are valid on al ports)
Setsthe link speed; the choices include:

Any for automatic detection (default)
10 Mbps

100 Mbps

1000 Mbps

node
The operating modeissettof ul | dupl ex.

fctl
The flow control is set to none.

aut o onlof f (not all options are valid on all ports)
Enable or disable autonegotiation for the port.

current
Displays current port parameters.
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[ cf g/ port <dot-number port-number>/ pvi d
Port VLAN ID (PVID) Configuration

[ PVI D Menu]
ip - Set PVID for | P/ ARP/ RARP
i px - Set PVID for IPX
user - Set PVID for user-specified Ethertypes nmenu
ot her - Set PVID for all other Ethertypes
current - Display current PVID configuration

Use this menu to configure default Port VLAN IDs (PVIDs) for ports. There can be up to eight
PVIDs per port: IP, IPX, and five user-defined Ethernet types as well asthe PVID that can be
configured for each port to classify untagged frames that do not match the other Ethertypes.
The factory default values for the PVIDsis 1.

The Alteon 708 switches allow you to configure PVIDs for each different Ethernet type.

Table 6-12 Port VLAN ID Configuration Menu Options (/cfg/port/pvid)

Command Syntax and Usage

i p <VLAN number (1-4094)>
Setsthe PVID for Internet Protocol (1P), Address Resolution Protocol (ARP), Reverse Address
Resolution Protocol (RARP).

i pX <VLAN number (1-4094)>
Setsthe PVID for IPX.

user <user PVID index number (1-5)>
Thismenu isfor setting the PVID for one user specified Ethertype. To view menu options, see
page 161.

ot her <VLAN number (1-4094)>
Setsthe PVID for al other Ethertypes.

current
Displays the current PVIDs for the port.
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[ cf g/ port <dot-number port-number>/ pvi d/ user

<pvid number>
User PVID Port Configuration

NOTE — The PVID number (1-5) represents the index you wish to configure.

[User PVID 1 Menu]

etype - Specify Ethertype index
vl an - Specify VLAN ID
undef - Undefine this user PVID

current - Display current user PVID configuration

This menu allows you to configure the Port VLAN identification.

Table 6-13 User PVID Port Configuration Menu Options(/cfg/port/pvid/user)

Command Syntax and Usage

etype <(1-10)>
Specifies the Ethertype index. The default value is undefined.

vl an <(1-4094)>
Specifiesthe VLAN ID.

undef
Undefines the user PVID—et ype isreset to undefined.

current
Displays the current Ethertype and VLAN for this user PVID.
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[ cf g/ vl an <vlan number>
VLAN Configuration

NOTE — The group number (1-1024) represents the number of the VLAN you wish to config-
ure. A maximum of 1024 VVLANS can be configured.

[ VLAN 1 Menu]

nane - Assign VLAN nane

stg - Assign VLAN to a Spanning Tree G oup

add - Add port(s) or trunk group(s) to VLAN
renove - Renpve port(s) or trunk group(s) from VLAN
cl ear - Rermove all ports and trunk groups from VLAN

enable - Enable VLAN

di sabl e - Disable VLAN
delete - Delete VLAN
current - Display current VLAN configuration

The commands in this menu configure VLAN attributes, change the status of the VLAN,
delete the VLAN, and change the port membership of the VLAN. For more information on
configuring VLANS, see “ Setup Part 3: VLANS’ on page 32.

NOTE — You cannot add a port to more than one VLAN unless the port has VLAN tagging
turned on (see “Port Configuration” on page 157).

NoOTE — All ports must belong to at least one VLAN. Any port that is removed from aVLAN
and that is not a member of any other VLAN is automatically added to default VLAN #1. You
cannot remove a port from VLAN #1 if the port has no membership in any other VLAN.

162 m Chapter 6: The Configuration Menu Alteon Systems
050155A, June 2001



Web OS 7.2 Command Reference

Table 6-14 VLAN Configuration Menu Options(/cfg/vlan)

Command Syntax and Usage

nane <text name>
Assigns the name to the VLAN, maximum 32 characters. The default nameis VLAN.

stg <(1-256)>
Assigns VLAN to a Spanning Tree Group. The default valueis 1.

add <dot and port, such as b12>

Adds port(s) or trunk group(s) to the VLAN. One port or trunk group is added per line. End the
string with NULL.

renove <dotand port, such ash12>

Removes selected port(s) or trunk group(s) from the VLAN. One port or trunk group is removed
per line. End the string with NULL.

cl ear
Removes all ports and trunk groups from the VLAN.

enabl e

Enablesthis VLAN.
di sabl e

Disablesthis VLAN.
del et e

Deletes this VLAN.
current

Displays the current configuration values that can be set from this menu.
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[ cfglstp <Spanning Tree Group index>
Spanning Tree Configuration

NOTE — The STP index (1-256) represents the number of the Spanning Tree Group you wish to

configure.

brg
port
add
renove
cl ear
on

of f

def aul t
current

[ Spanning Tree Group 1 Menu]

Bri dge paraneter menu

Port paraneter nenu

Add VLAN(s) to Spanning Tree G oup

Rermove VLAN(s) from Spanning Tree G oup
Rermove all VLANs from Spanning Tree G oup
G obally turn Spanning Tree ON

G obally turn Spanning Tree OFF

Def ault Spanning Tree and Menber paraneters
Di spl ay current Spanning Tree configuration

Web OS 7.2 supports the IEEE 802.1d Spanning Tree Protocol (STP). STPis used to prevent
loops in the network topology. Up to 256 Spanning Trees can be configured per switch.

NoTE — When Virtual Router Redundancy Protocol (VRRP) is used for active/active redun-
dancy, STP must be enabled.

Table 6-15 Spanning Tree Configuration Menu Options(/cfg/stp)

Command Syntax and Usage

brg

Displays the Bridge Spanning Tree Menu. To view menu options, see page 165.

port <portassdotand port, such as b12>
Displays the Spanning Tree Port Menu. To view menu options, see page 167.

add <VLAN number (1-4094)>
AddsaVLAN to this Spanning Tree Group.

renove < VLAN number (1-4094)>
RemovesaVLAN from a Spanning Tree Group.

cl ear

Removes all VLANSs from a Spanning Tree Group.
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Table 6-15 Spanning Tree Configuration Menu Options(/cfg/stp)

Command Syntax and Usage

on
Globally enables the Spanning Tree Group.

of f
Globally disables the Spanning Tree Group.

def aul t
Displays the default Spanning Tree and Member parameters.

cur
Displays the current Spanning Tree parameters set by this menu.

[ cfgl/stp <index>/brg

Bridge Spanning Tree Configuration

NOTE — The index (1-256) represents the number of the Bridge STP you wish to configure.

[Bridge Spanning Tree Menu]
prior - Set bridge Priority [0-65535]
hel | o - Set bridge Hello Time [1-10 secs]
maxage - Set bridge Max Age [6-40 secs]
frwd - Set bridge Forward Delay [4-30 secs]
agi ng - Set bridge Aging Time [10-65535 secs]
current - Display current bridge paraneters

This menu allows you to configure the STP bridge. STP bridge parameters affect the global
STP operation of the switch. The parameters include the following:

Bridge priority
Bridge hello time
Bridge maximum age
Forwarding delay
Bridge aging time
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Table 6-16 Bridge Spanning Tree Menu Options (/cfg/stp/brg)

Command Syntax and Usage

prior <bridgepriority (0-65535)>
Configures the bridge priority. The bridge priority parameter controls which bridge on the network
isthe STProot bridge. To make this switch the root bridge, configure the bridge priority lower than
all other switches and bridges on your network. The lower the value, the higher the bridge priority.
Therangeis 0 to 65535, and the default is 32768.

hel | o <seconds (1-10)>
Configures the bridge hello time in seconds.The hello time specifies how often the root bridge
transmits a configuration bridge protocol data unit (BPDU). Any bridge that is not the root bridge
uses the root bridge hello value. Therangeis 1 to 10 seconds, and the default is 2 seconds.

maxage <seconds (6-40) >
Configures the bridge maximum age in seconds. The maximum age parameter specifies the maxi-
mum time the bridge waits without receiving a configuration bridge protocol data unit beforeit
reconfigures the STP network. The rangeis 6 to 40 seconds, and the default is 20 seconds.

frwd <seconds (4-30) >
Configures the bridge forward delay parameter. The forward delay parameter specifies the amount
of timethat aany bridge port hasto wait before it changes from learning state to forwarding state.
Therangeis 4 to 30 seconds, and the default is 15 seconds.

agi ng <seconds (1-65535|0)>
Configures the forwarding database aging time. The aging time specifies the amount of time the
bridge waits without receiving a packet from a station before removing the station from the for-
warding database. Therangeis 10 to 65535 seconds, and the default is 300 seconds. To disable
aging, set this parameter to 0.

current
Displays the current bridge STP parameters set by this menu.

When configuring STP bridge parameters, use these formulas:

B 2*(frwd-1) > maxage
B 2*(hello+l) < maxage
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[ cfgl/stp <index>/port < portor trunk group>

Spanning Tree Port Configuration

NOTE — The index (1-256) and the port/trunk group represent the STP you wish to configure.

[ Spanning Tree Port Al Menu]

prior - Set port Priority (0-255)

cost - Set port Path Cost (1-65535, 0 for default)
on - Turn port’s Spanning Tree ON

of f - Turn port’s Spanning Tree OFF

current - Display current port Spanning Tree paraneters

Spanning Tree port parameters are used to modify STP operation on an individual port basis.
STP port parameters include:

W Port priority
B Port path cost

Table 6-17 Spanning Tree Port Menu Options(/cfg/stp/port)

Command Syntax and Usage

pri or <new port priority (0-255)>
Configures the port priority. The port priority helps determine which bridge port becomes the des-
ignated port. In a network topology that has multiple bridge ports connected to a single segment,
the port with the lowest port priority becomes the designated port for the segment. Therangeis0
to 255, and the default is 128.

cost <new port path cost (1-65535|0 for default)>
Configures the port path cost. The port path cost is used to hel p determine the designated port for a
segment. Generally speaking, the faster the port, the lower the path cost. Therangeis 1 to 65535.
The default is 10 for 100 Mbps ports, and 1 for gigabit ports. A value of 0 indicates that the cost
will be computed for an autonegotiated link speed—thisvalueis default.

on
Enables STP on the port.

of f
Disables STP on the port.

current
Displays the current STP port parameters set by this menu.

Alteon Systems Chapter 6: The Configuration Menu m 167

050155A, June 2001



Web OS 7.2 Command Reference

[ cfgl/snnp

SNMP Configuration

[ SNVP Menul]
nane
| ocn
cont act
rcomm
wconmm
trap
aut h
i nkt
current

Set
Set
Set
Set
Set

SNVP
SNVP
SNVP
SNVP
SNVP

"sysNanme"
"sysLocati on"

"sysCont act"”

read community string
wite conmunity string

SNWMP trap host configuration nenu

Di sabl e/ enabl e SNVP "sysAut henTr ap”

Di sabl e/ enabl e SNVWP |ink up/down trap
Di splay current SNWVP i nfornation

The Web OS 7.2 software supports SNM P-based network management. If you are running an
SNMP network management station on your network, you can manage the switch using the
following standard SNMP MIBs:

®E MIBII (RFC 1213)
B Ethernet MIB (RFC 1643)
B Bridge MIB (RFC 1493)

SNMP parameters that can be modified include:

System name

Trap hosts
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System location
System contact
Use of the SNMP system authentication trap function
Read community string

Write community string

Trap community strings
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Table 6-18 SNMP Configuration Menu Options (/cfg/snmp)

Command Syntax and Usage

name <new string, maximum 64 characters>
Configures the name for the system. The name can have a maximum of 64 characters.

| ocn <new string, maximum 64 characters>

Configures the system location information (for example, “Bldg. 1"). The system location can
have a maximum of 64 characters.

cont act <new string, maximum 64 characters>

Configuresthe system contact information (for example, aphone number). The system contact can
have a maximum of 64 characters.

rcomm <new SNMP read community string, maximum 32 characters>

Configures the SNMP read community string. The read community string controls SNMP get
access to the switch. It can have a maximum of 32 characters.

wconmm <new SNMP write community string, maximum 32 characters>
Configures the SNMP write community string. The write community string controls SNMP set
and get accessto the switch. It can have a maximum of 32 characters.

trap <traphostindex1|2>
Displays the SNMP Trap Host Configuration Menu. The SNMP trap host is the device that
receives SNMP trap messages from the switch. To view menu options, see page 170.

aut h di sabl elenabl e (dle)

Enables or disables the use of the system authentication trap facility. The default setting is dis-
abled.

| i nkt <port> di sabl elenabl e (dle)
Enables or disables the sending of SNMP link up and link down traps for the given port.

current
Displays the current STP port parameters set by this menu.
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[ cfg/ snnp/trap <trap host number>
Trap Host SNMP Configuration

NOTE — Thetrap host number (1-2) represents the trap host you wish to configure.

[ Trap host 1 Menu]
addr - Set SNWP trap host |P address
conm - Set comunity string for SNMP trap hosts

This menu allows you to configure the IP address and the community string of the SNMP trap
host.

Table 6-19 Trap Host SNMP Configuration Menu Options (/cfg/snmp/trap)

Command Syntax and Usage

addr <new SNMP trap host IP address, such as 192.4.17.101>
Configures the IP address of this SNMP trap host using dotted decimal notation. The SNMP trap
host is the device that receives SNMP trap messages from the switch.

conm <new trap host community string>
Configures the community string for thistrap host. The maximum allowed string is 32 characters.
The default valueispubl i ¢. To set commto NULL, enter the string to none.
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[ cfgl/trunk <group number>
Trunk Configuration

NOTE — The group number (1-4) represents the trunk group you wish to configure.

[ Trunk G oup 1 Menu]

add - Add port(s) to trunk group

renove - Renpve port(s) fromtrunk group

pvid - Default port VLAN id configuration nenu
tag - Forward/Discard all VLAN tagged franes

ut ag - Forward/Di scard all untagged frames

pt ag - Forward/Discard all priority tagged frames
enable - Enable trunk group

di sable - Disable trunk group

current Di splay current trunk group configuration

A trunk isagroup of portsthat act together, combining their bandwidth to create asingle,
larger port. The following restrictions apply.

Any physical switch port can belong to no more than one trunk group.
Up to four trunk groups can be configured per switch.

Up to four ports can belong to the same trunk group, with the bandwidth at 100 Mbps or
1000 Mbps.

Best performance is achieved when al portsin any given trunk group are configured for
the same speed.

Trunking from non-Alteon WebSystems devices must comply with Cisco® EtherChannel®
technology.

Table 6-20 Trunk Configuration Menu Options (/cfg/trunk)

Command Syntax and Usage

add <port asslot and port, such as b12>

Adds aphysical port to the current trunk group.

renove <portassdot and port, such as b12>

Removes a physical port from the current trunk group.

pvid

Displays the Default Port VLAN ID configuration menu. To view menu options, see page 173.
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Table 6-20 Trunk Configuration Menu Options (/cfg/trunk)

Command Syntax and Usage

tag forward|discard (f|d)
Forwards or discards all VLAN-tagged frames.

utag forward|di scard (f |d)
Forwards or discards all untagged frames.

ptag forward|di scard (f |d)
Forwards or discards all priority tagged frames.

enabl e
Enables the current trunk group.

di sabl e
Disables the current trunk group.

current
Displays current trunk group parameters set by this menu.

Alteon

Systems
050155A, June 2001



Web OS 7.2 Command Reference

[ cfg/trunk <trunkgroup number>/ pvi d
Port VLAN ID Trunk Configuration

[ PVI D Menu]
ip - Set PVID for | P/ ARP/ RARP
i px - Set PVID for IPX
user - Set PVID for user-specified Ethertypes nmenu
ot her - Set PVID for all other Ethertypes
current - Display current PVID configuration

Table 6-21 PVID Trunk Configuration Menu Options (/cfg/trunk/pvid)

Command Syntax and Usage

i p <VLAN number (1-4094)>
Setsthe PVID for IPPARP/RARP. The default valueis 1.

i pX <VLAN number (1-4094)>
Setsthe PVID for IPX. The default valueis 1.

user <user PVID index number (1-5)>
Displays the PVID Configuration Menu for user defined Ethertypes. To view menu options, see
page 174.

ot her <VLAN number (1-4094)>
Setsthe PVID for al other Ethertypes.

current
Displays current PVID configuration set by this menu.
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[ cfg/trunk <trunkgroup number>/ pvi d/ user

<user PVID index number>
User PVID Port Configuration Menu

NOTE — The trunk group humber (1-5) and the PVID index number (1-5) represent the PVID
index you wish to configure.

[User PVID 1 Menu]

etype - Specify Ethertype index
vl an - Specify VLAN ID
undef - Undefine this user PVID

current - Display current user PVID configuration

Table 6-22 PVID Trunk Configuration Menu Options (/cfg/trunk/pvid)

Command Syntax and Usage

et ype <Ethertypeindex (1-10)>
Specifies the Ethertype index for this PVID. This menu is used with etype commands to configure
Ethertypes. For information about Ethertype commands, see page 156.

vl an <VLAN number (1-4094)>
Specifiesthe VLAN ID for this Ethertype.

undef
Setsthe user PVID to disabled.

current
Displays current configuration for the PVID set by this menu.
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[cfglip
IP Configuration

[1P Menu]
if - Interface nenu
gw - Default gateway nmenu
route - Static route nmenu
frwd - Forwardi ng nenu
nwf - Network Filters nenu
rmap - Route Map nenu
rip - Routing Information Protocol (R P) nenu
ospf - Open Shortest Path First (GOSPF) menu
bgp - Border Gateway Protocol (BGP) nenu
port - Port menu
dns - Domai n Nane System nmenu
boot p - Bootstrap Protocol Relay Menu
as - Set Autononous System (AS) nunber
rtrid - Set router 1D
metric - Set default gateway netric
rearp - Set re-ARP period in mnutes
current - Display current IP configuration

Table 6-23 IP Configuration Menu Options (/cfg/ip)

Command Syntax and Usage

i f <interface number (1-1024)>
Displays the IP Interface Menu. To view menu options, see page 177.

gw <default gateway number (1-4)>
Displays the IP Default Gateway Menu. To view menu options, see page 178.

route
Displays the | P Static Route Menu. To view menu options, see page 179.

frwd
Displays the IP Forwarding Menu. To view menu options, see page 180.

nwf <1-256>
Displays the Network Filters Menu. To view menu options, see on page 181

rmap <1-32>
Displays the Route Map Menu. To view menu options, see page 182.

rip
Displays the Routing Interface Protocol Menu. To view menu options, see page 186.
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Table 6-23 IP Configuration Menu Options (/cfg/ip)

Command Syntax and Usage

ospf
Displays the Open Shortest Path First (OSPF) Configuration menu. For menu options, see
page 189.

bgp
Displays the BGP configuration menu. For menu options, see page 200.

port <portassdotand port, such as b12>
Displays the P Port Menu. To view menu options, see page 205.

dns
Displays the IP Domain Name System Menu. To view menu options, see page 206.

boot p
Displays the BOOTSTRAP Protocol menu. The view menu options, see page 207.

as <1-65535>
Sets the Autonomous System (AS) number.

rtrid <router ID, such as 10.10.10.1>
Setsa static router 1D for this switch. The router 1D is expressed in dotted decimal |P address for-
mat.
Each BGP peer requires aunique router 1D to identify itself from the peers.
OSPF, when enabled, uses the router ID to identify the routing device. If no router ID is specified,
or if therouter ID is set t0 0.0.0.0 and the switch is rebooted, the switch dynamically selects one of
the active | P interfaces on the switch as the router ID.
When using OSPF virtual links, the router ID must be set. See the Web OS 7.2 Application Guide
for more information about OSPF.

metric strict|round robin (s|r)
Setsthe default gateway metrictost ri ct or r oundr obi n. For more information, see
page 208.

r ear p <minutes (2-120)>
Setsthe re-ARP period. The rangeis 2 to 120 minutes. The default valueis 10.

The switch periodically sends ARP (Address Resolution Protocol) requests to refresh its address
cache. This command is used for setting the interval between ARP refresh requests.

current
Displays the current IP configuration set by this menu.
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[cfglip/lif <interface number>

IP Interface Configuration

NOTE — The interface number (1-1024) represents the | P interface you wish to configure.

[IP Interface 1 Menu]

addr - Set | P address

mask - Set subnet nask

bcast - Set broadcast address

vl an - Set VLAN nunber

enable - Enable interface

di sable - Disable interface

delete - Delete interface

current - Display current interface configuration

The switch can be configured with up to 1024 Internet Protocol (IP) interfaces. Each IP inter-
face represents the switch on an | P subnet on your network.

Table 6-24 IP Interface Menu Options (/cfg/ip/if)

Command Syntax and Usage

addr <IP address, such as192.4.17.101>
Configures the I P address of the switch interface using dotted decimal notation.

mask <IP subnet mask, such as 255.255.0.0>
Configures the | P subnet address mask for the interface using dotted decimal notation.

bcast <broadcast address, such as 192.4.17.255>
Configuresthe | P broadcast address for the interface using dotted decimal notation.

vl an <vlan number (1-4094)>
Configuresthe VLAN number for thisinterface. Each interface can belong to only one VLAN;
however, any VLAN can have multiple IP interfacesin it.

enabl e
Enables thisinterface.

di sabl e
Disablesthisinterface.

del ete
Deletes this interface.

current
Displays the current interface settings.
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[ cfglipl/lgw <gateway number>
Default IP Gateway Configuration

NOTE — The gateway number (1-4) represents the gateway you wish to configure.

[ Default gateway 1 Menu]

addr - Set | P address

inter - Set interval between ping attenpts

retry - Set nunber of failed attenpts to decl are gateway DO
arp - Enabl es or disables ARP only health checks

enable - Enabl e default gateway

di sable - Disable default gateway
del ete Del ete default gateway
current Di splay current default gateway configuration

Table 6-25 Default IP Gateway Menu Options (/cfg/ip/gw)

Command Syntax and Usage

addr <default IP gateway address, such as 192.4.1.1>
Configures the IP address of the default | P gateway using dotted decimal notation.

i nter <0-60>
The value rangeis from 0 to 60 seconds. The switch pings the default gateway to verify that the
gateway isup. Thei nt er option lets you choose the time between health checks. The default

interval is 2 seconds. Setting theinterval to 0 disables gateway pinging, and the interface is always
assumed to be up.

retry <1-120>

Set the number of failed health check attempts required before declaring this default gateway inop-
erative. Therangeisfrom 1 to 120 attempts. The default is eight attempts.

arp di sabl e| enabl e (dle)
Enables or disables ARP-only health checks.

enabl e
Enables the gateway for use.

di sabl e
Disables the gateway.
del ete

Delete this gateway from the configuration.

current
Displays the current gateway settings.
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[cfglip/route

IP Static Route Configuration

[P Static Route Menu]
add - Add static route
renove - Renpbve static route
current - Display current static routes

Table 6-26 IP Static Route Menu Options (/cfg/ip/route)

Command Syntax and Usage

add <dedtination> <mask> <gateway> <interface number (1-1024)>

Adds a static route. You will be prompted to enter adestination | P address, destination subnet
mask, gateway address, and interface number.

Enter all addresses using dotted decimal notation.

renove <destination> <mask>

Removes a static route. Specify the destination address and mask of the route to remove, using dot-
ted decimal notation.

current
Displays the current I P static routes.

Alteon Systems Chapter 6: The Configuration Menu m 179

050155A, June 2001



Web OS 7.2 Command Reference

[cfglip/frwd

IP Forwarding Configuration

[P Forwardi ng Menu]

dirbr - Enabl es or disables forwardi ng directed broadcasts
on - @obally turn Forwarding ON
of f - Aobally turn Forwarding OFF

current - Display current |IP Forwardi ng configuration

The IP Forwarding Menu is used for setting | P forwarding (routing) on or off.

Table 6-27 IP Forwarding Menu Options (/cfg/ip/frwd)

Command Syntax and Usage

di rbr di sabl elenabl e (dje)
Enables or disables forwarding directed broadcasts.

on
Enables I P forwarding (routing).

of f
Disables I P forwarding (routing).

current
Displays the current IP forwarding settings.
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[ cfglip/ nwm <filter number>

IP Network Filters Configuration

NOTE — The filter number (1-256) represents the network filter you wish to configure.

[P Network Filter 1 Menu]

addr - | P Address
mask - | P Subnet mask
enable - Enable Network Filter

di sabl e Di sabl e Network Filter
delete - Delete Network Filter
current Di splay current Network Filter configuration

Network filters work with route mapping and Open Shortest Path First (OSPF) redistribution.

Table 6-28 IP Network Filter Menu Options (/cfg/ip/nwf)

Command Syntax and Usage

addr <IP address, such as 192.4.17.44>
Setsthe starting | P address for thisfilter. The default addressis 0.0.0.0.

mask <subnet mask, such as 255.255.255.0>
Setsthe | P subnet mask that isused with/ cf g/ i p/ nwf / addr to define the range of 1P
addresses that will be accepted by the peer when thefilter is enabled. The default value is 0.0.0.0.

m For Border Gateway Protocol (BGP), assign the network filter to a route map, then assign the
route map to the peer.

enabl e
Enables the network filter.

di sabl e
Disables the network filter.

del ete
Deletes the network filter.

current
Displays the current network filter configuration.
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[ cfglip/rmap <map number>
Routing Map Configuration

NOTE — The map number (1-32) represents the routing map you wish to configure.

[P Route Map 1 Menu]
al i st - Access List nunber
aspath - AS Filter Menu

ap - Set as-path prepend of the matched route
Ip - Set local-preference of the matched route
metric - Set metric of the matched route

type - Set OSPF netric-type of the matched route
prec - Set the precedence of this route nap

wei ght - Set weight of the matched route

enable - Enable route map

di sable - Disable route map

delete - Delete route nmap

current - Display current route map configuration

Routing maps control and modify routing information.

Table 6-29 Routing Map Menu Options (/cfg/ip/rmap)

Command Syntax and Usage

alist <1-8>

Displays the Access List menu. For more information, see page 184.

aspat h <1-8>

Displays the Autonomous System (AS) Filter menu. For more information, see page 185.

ap <ASnumber> [<ASnumber>] [<ASnumber>]
Setsthe AS path preference of the matched route. One to three path preferences can be configured.

| p <(0-4294967294) | none>
Setsthe loca preference of the matched route, which affects both inbound and outbound direc-
tions. The path with the higher preferenceis preferred.

nmetric <(0-4294967294)| none>
Sets the metric of the matched route.
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Table 6-29 Routing Map Menu Options (/cfg/ip/rmap)

Command Syntax and Usage

type <1| 2| none>
Assigns the type of OSPF metric. The default istype 1.

m Type 1—External routes are calculated using both internal and external metrics.

m Type 2—External routes are calculated using only the external metrics. Type 2 routes have
more cost than Type 2.

B none—Removes the OSPF metric.

prec <1-255>
Sets the precedence of the route map. The smaller the value, the higher the precedence.

wei ght <(0-65534)|none>
Sets the weight of the route map.

enabl e
Enabl es the route map.

di sabl e
Disables the route map.

del ete
Deletes the route map.

current
Displays the current route configuration.
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[cfglip/rmap <rmapnumber>/alist <number>
IP Access List

NOTE — The rmap number (1-32) and the alist number (1-8) represent the |P access list you
wish to configure.

[P Access List 1 Menu]

nwf - Network Filter nunber
metric - Metric

action - Set Network Filter action
enabl e - Enable Access List

di sable - Disable Access List

del ete Del ete Access Li st
current - Display current Access List configuration

Table 6-30 [P Access List Menu Options (/cfg/ip/rmap/alist)

Command Syntax and Usage

nwf <filter (1-256)>
Sets the network filter number.

metri c <(1- 4294967294) | none>
Setsthe metric value in the AS-External (ASE) LSA.

action <pernit|deny (p|d)>
Permits or denies action for the accesslist.

enabl e
Enables the access list.

di sabl e
Disablesthe access list.

del ete
Deletes the access list.

current
Displays the current Access List configuration.
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[cfglip/rmap <rmap>/aspat h <path>

Autonomous System Filter Path

NOTE — The rmap number (1-32) and the path number (1-8) represent the AS path you wish to
configure.

[AS Filter 1 Menu]
as - AS nunber
action - Set AS Filter action
enable - Enable AS Filter

disable - Disable AS Filter
delete - Delete AS Filter
current - Display current AS Filter configuration

Table 6-31 AS Filter Menu Options (/cfg/ip/rmap/aspath)

Command Syntax and Usage

as <1-8>
Setsthe AS path number.

act i on <permit|deny (p|d>
Permits or denies ASfilter action.

enabl e
Enables the ASfilter.

di sabl e
Disablesthe ASfilter.

del et e
Deletes the ASfilter.

current
Displays the current AS configuration.
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[cftglip/rip

Routing Information Protocol Configuration

[Routing Information Protocol Menu]

if - RIP Interface menu

update - Set update period in seconds
on - Gobally turn RIP ON

of f - Gobally turn RIP OFF

current - Display current RIP configuration

Table 6-32 Routing Information Protocol Menu Options (/cfg/ip/rip)

Command Syntax and Usage

i f <interface number (1-1024)>
Displays the RIP Interface Menu. To view menu options, see page 187.

updat e <update period (1-120)>
Sets the RIP update period in seconds. The default is 30 seconds.

on
Globally turns RIP on.

of f
Globally turns RIP off.

current
Displays the current Routing Information Protocol (RIP) configuration.
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[cfglip/ripl/if <interfacenumber>
Routing Information Protocol Interface Configuration

NOTE — The map number (1-1024) represents the RIP interface you wish to configure.

[RIP Interface 1 Menu]
version - Set RIP version

supply - Enables or disables supplying route updates
listen - Enables or disables listening to route updates
default - Set default route action

poi son - Enabl es or di sabl es poi soned reverse

trigg - Enabl es or disables triggered updates

ncast - Enabl es or disables multicast updates

metric - Set metric

aut h - Set authentication type

key - Set authentication key

current - Display current RIP interface configuration

The RIP Interface Menu is used for configuring Routing Information Protocol parameters.

NoTE — Do not configure RIPv2 parameters if your routing equipment uses RIPv1.

Table 6-33 RIP Interface Menu Options (/cfg/ip/rip/if)

Command Syntax and Usage

versi on <i2>
Sets the version of the Routing Information Protocol, RIPv1 or RIPv2.

supply di sabl e| enabl e (d|e)
When enabled, the switch supplies routes to other routers.

Iisten disable|enable (d|e)
When enabled, the switch learns routes from other routers.

default none|listen| supply]|both
® When | i st en isenabled, the switch accepts default routes from other routers and gives them
priority over configured default gateways.
® When suppl y isenabled, the switch advertises RIP default routes to other routers.
® When bot h is enabled, the switch accepts and advertises RIP default routes.
® \When none is enabled, the switch rejects RIP default routes.
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Table 6-33 RIP Interface Menu Options (/cfg/ip/rip/if)

Command Syntax and Usage

poi son di sabl e|] enabl e (d]|e)

When enabled, the switch uses split horizon with poisoned reverse. When disabled, the switch uses
only split horizon.

trigg disable|enable (d]|e)
Enables or disables triggered updates.

ncast di sabl e|] enabl e (d|e)
Enables or disables multicast updates. This parameter can only be configured in RIPv2.

nmetric <1-15>
Setsthe metric.

aut h none| passwor d
Sets the authentication type. This parameter can only be configured in RIPv2.

key <key>
Sets the authentication key. This parameter can only be configured in RIPv2.

current
Displays the current RIP settings.
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[ cfgliplospf
Open Shortest Path First Configuration

[ Open Shortest Path First Menu]
aindex - OSPF Area (index) nenu
range - OSPF Summary Range nenu
if - OSPF Interface menu
virt - OSPF Virtual Links menu
host - OSPF Host Entry nenu
redist - OSPF Route Redistribute menu
| sdb - Set the LSDB limt
traps - Enabl e/ Di sabl e the OSPF traps
default - Originate default route information
on - Gobally turn CSPF ON
of f - Gobally turn OSPF OFF
current - Display current OSPF configuration

OSPF uses flooding to exchange link state updates between routers. Any changein routing
information is flooded to all routersin the network.

Table 6-34 OSPF IP Menu Options (/cfg/ip/ospf)

Command Syntax and Usage

ai ndex <areaindex (0-7)>
Displays the OSPF Areamenu. This menu is used for defining OSPF area numbers and parame-
ters. For menu options, see page 191.

Note—The areaindex specified in this menu option does not represent the actual OSPF area num-
ber. It isan arbitrary index used only on the switch. The actual valueis defined with/ cf g/ i p/
opsf/ ai ndex/ ar eai d (see page 191). For moreinformation, refer to the Web OS 7.2 Applica-
tion Guide.

range <range number (1-64)>
Displays the OSPF Summary Range menu. This menu is used for defining OSPF summary routes
and condensing OSPF routing information. For menu options, see page 192.

i f <IPinterface number (1-1024)>

Displays the OSPF Interface menu. This menu is used for attaching | P interface networks to OSPF
areas. For menu options, see page 194.

virt <virtual link number (1-8)>
Displays the OSPF Virtual Links menu. This menu is used for connecting partitioned areas
together. For menu options, see page 196. For more information, see the Web OS 7.2 Application
Guide.
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Table 6-34 OSPF IP Menu Options (/cfg/ip/ospf)

Command Syntax and Usage

host <host number (1-1024)>

Displays the Host Entry menu. This menu is used for configuring host routes for server |oad bal-
ancing or ABR load sharing and failover. For menu options, see page 198.

redi st fixed|static|riplebgpli bgp
Displays the OSPF Route Redistribute menu. For menu options, see page 199.

| sdb <interface number (0-4000)>
This command sets the maximum size limit for the Link State Database (LSDB). This number
depends on the size of the network. In most cases, the default size of 2000 entriesis sufficient. The
value 0 indicates no limit.

traps <trap number (1-16)al | > <di sabl elenabl e (dle)>
Enable or disable OSPF traps. You can specify a single trap number or specify al | to affect all
traps.

defaul t ( <metric value (1-16777215)> <metric type (1|2)>) | hone
The metric value sets the priority for choosing this switch for default routes where multiple Area
Boundary Routers (ABR) or Autonomous System Boundary Routers (ASBR) exist in an area.

Metric type determines the method for influencing routing decisions for external routes. Type 1
external routes use the OSPF internal link state metrics. Type 2 external routes use the cost of the
interface. The default istype 1.

Selecting none sets no default routes. For more information, see the Web OS 7.2 Application
Guide.

on
Globally turns on OSPF.

of f
Globally turns off OSPF.

current
Displays the current OSPF configuration.
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[ cfglipl/lospf/ai ndex <areaindex (0-7)>
OSPF Area Configuration

NOTE — The area index (0-7) represents the OSPF area you wish to configure.

[ OSPF Area (index) 1 Menu]
areaid - Set area ID
type - Set area type
metric - Set stub area netric
aut h - Set authentication type
spf - Set tinme interval between two SPF cal cul ations
enable - Enable area
di sable - Disable area
delete - Delete area
current - Display current OSPF area configuration

Table 6-35 OSPF Area Menu Options (/cfg/ip/ospf/aindex)

Command Syntax and Usage

ar eai d <arealD, such as0.0.0.0>
Sets the OSPF area number in dotted decimal notation. The area number can be set using the last
octet format (0.0.0.1 for area 1) or using multi-octet format (1.1.1.1), though the same format
should be used throughout an area. For more information, see the Web OS 7.2 Application Guide.

type transit|stub| nssa
Setsthe areatype:
m transit for the backbone or any areathat contains avirtua link.
m st ub for any areathat contains no externa routes.

m nssa for any areathat can process external routes but does not advertise external routes origi-
nating from outside its area.

The default typeist r ansi t . For more information, see the Web OS 7.2 Application Guide.

netric <1-65535>
Sets the stub area metric. Other routing devices add this value to the cost of routing to this stub
area when building their SPF tree.

aut h none| passwor d
Sets the authentication type for this area:
B none turns OSPF authentication off.

m passwor d turnstype 1 (plain text) password authentication on. The passwords are set using
thekey options for OSPF interfaces (see page 195) and OSPF virtua links (see page 197).
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Table 6-35 OSPF Area Menu Options (/cfg/ip/ospf/aindex)

Command Syntax and Usage

spf <timeinterval (0-255)>
Setsthetimeinterval, in seconds, between each cal culation of the shortest path tree. The default is
10.

enabl e
Enablesthisarea.

di sabl e
Disablesthis area.

del et e
Deletesthis area.

current
Displays the current OSPF area configuration.

[ cfglipl/ospf/range <rangenumber>
OSPF Summary Range Configuration

NOTE — The range number (1-64) represents the OSPF summary route you wish to configure.

[ OSPF Summary Range 1 Menu]
addr - Set | P address
mask - Set | P nask
ai ndex - Set area index
hi de - Enabl es or disabl es hide range
enabl e - Enabl e range
di sabl e - Disable range
delete - Delete range
current - Display current OSPF summary range configuration

This menu is used for defining OSPF summary routes. Without summarization, each routing
devicein an OSPF network would retain a route to every subnet in the network. With summa-
rization, routing devices can reduce some sets of routes to a single advertisement, reducing
both the load on the routing device and the perceived complexity of the network. The impor-
tance of route summarization increases with network size.
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Table 6-36 OSPF Summary Range Menu Options (/cfg/ip/ospf/range)

Command Syntax and Usage

addr <IP address, such as192.4.17.1>
Sets the base | P address for the summary range, using dotted decimal notation.

mask <IP mask, such as 255.255.255.0>
Sets the IP mask for the summary range, using dotted decimal notation.

ai ndex <areaindex (0-7)>
Sets the areaindex number into which the summary range is to be injected.

hi de enabl e|di sabl e
When enabled, this forces the address range to be removed from any other summary ranges being
injected into the defined area by this switch. Thisis useful for removing sections from large sum-
mary ranges that are not fully contiguous or contain gaps. This option is disabled by default.

enabl e
Enables this range.

di sabl e
Disablesthis range.

del ete
Deletes thisrange.

current
Displays the current OSPF summary range configuration.
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[ cfglipl/lospf/if <interface number>

OSPF Interface Configuration

NOTE — The interface number (1-1024) represents the OSPF interface you wish to configure.

[OSPF Interface 1 Menu]
ai ndex - Set area index
prio - Set interface router priority
cost - Set interface cost
hell o - Set hello interval in seconds
dead - Set dead interval in seconds
trans - Set transit delay in seconds
retra - Set retransmt interval in seconds
key - Set authentication key
enable - Enable interface
disable - Disable interface
delete - Delete interface
current - Display current OSPF interface configuration

NoTE — The hello interval (hel | 0), dead interval (dead), transit interval (t r ans) and
retransmit interval (r et r a) must be the same on all OSPF routing devices within an area.
Using incompatible values could keep adjacencies from forming and could stop or loop routing
updates.

Table 6-37 OSPF Interface Menu Options (/cfg/ip/ospf/if)

Command Syntax and Usage

ai ndex <areaindex (0-7)>
Sets the OSPF areaindex to attach to the network for the current |P interface.

prio <0-127>
Setsthe |P interface (IF) priority that is used when electing a Designated Router (DR) and Backup
Designated Router (BDR) for the area. The default is1 (lowest priority). A value of 0 specifiesthat
the elected interface is DROTHER and cannot be used as a DR or BDR. For more information, see
the Web OS 7.2 Application Guide.

cost <output cost (1-65535)>
Setsthe cost of output routes on thisinterface. Cost is used in calculating the shortest path tree
throughout the AS. Cost is based on bandwidth. Low cost indicates high bandwidth. The default
is1.
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Table 6-37 OSPF Interface Menu Options (/cfg/ip/ospf/if)

Command Syntax and Usage

hel | o <hellointerval(1-65535)>
Setsthe hello interval in seconds. The switch sends hello messages to inform neighbors that the
link is up. The default is 10 seconds. This value must be the same on all routing devices within the
area

dead <dead interval (1-65535)>
Setsthe router dead interval, in seconds. If the switch does not receive hel | 0 onthe IPinterface
within the dead interval, the switch will declare the interface to be down. Typically, the dead value
isfour timesthe value of hel | 0. The default is 40 seconds. This value must be the same on all
routing devices within the area.

trans <transit delay (1-65535)>
Setsthe transit delay, in seconds. Thisis the estimated time required to transmit an LSA to adja-
cencies on thisinterface, taking into account transmission and propagation delays. The default is 1
second. This value must be the same on all routing devices within the area.

retra <timeinterval (1-65535)>
Setsthe time interval, in seconds, between each transmission of LSAsto adjacencies on thisinter-
face. The default value isfive seconds. This value must be the same on all routing devices within
the area.

key <type 1 password>
When aut h is set to passwor d, the key option sets the password to be used for OSPF authenti-
cation. Specify atype 1 (plain text) password of up to eight characters.
This option is used with the aut h option (see page 191). When aut h is set to none, the key
option isignored.
To clear the key, specify none asthe value.

enabl e
Enables thisinterface.

di sabl e
Disablesthisinterface.

del et e
Deletes thisinterface.

current
Displays the current OSPF interface configuration.
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[cfglip/ospf/virt <linknumber>
OSPF Virtual Link Configuration

NOTE — The link number (1-8) represents the OSPF virtual link you wish to configure.

[ GSPF Virtual Links Menu]
ai ndex - Set area index
hell o - Set hello interval in seconds
dead - Set dead interval in seconds
trans - Set transit delay in seconds
retra - Set retransnit interval in seconds
nbr - Set router ID of virtual neighbor
key - Set authentication key
enable - Enable interface
disable - Disable interface
delete - Delete interface
current - Display current OSPF interface configuration

Virtual links are typically created to connect one area to the backbone through another non-
backbone area. The virtua link must be configured at each endpoint of the virtua link, though
they may traverse multiple routing devices.

The minimum requirements for configuring avirtual link are the ai ndex and nbr optionsin
thismenuandthertri d optioninthe IP Configuration menu (see page 175). For more infor-
mation, see the Web OS 7.2 Application Guide.

NoTE — The hello interval (hel | 0), dead interval (dead), transit interval (t r ans) and
retransmit interval (r et r a) must be the same on all OSPF routing devices within an area.
Using incompatible values could keep adjacencies from forming and may stop or loop routing
updates.

Table 6-38 OSPF Virtual Link Menu Options (/cfg/ip/ospf/virt)

Command Syntax and Usage

ai ndex <areanumber (0-7)>
Sets the OSPF area index through which the virtual link passes.

hel | o <value (1-65535)>
Setsthe hello interval, in seconds. The switch sends hello messages to inform other network
devices that the virtual link is up. The default is 10 seconds. This value must be the same on all
routing devices within the area.
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Table 6-38 OSPF Virtual Link Menu Options (/cfg/ip/ospf/virt)

Command Syntax and Usage

dead <dead interval (1-65535)>
Sets the dead interval, in seconds. If the switch does not receive a hello on the IP interface within
the deal interval, the switch will declare the virtual link to be down. Typically, the dead valueis
four times the hello value. The default is 40 seconds. This value must be the same on all routing
devices within the area.

trans <transit delay (1-65535)>
Setsthe transit delay, in seconds. Thisis the estimated time required to transmit an LSA to adja-
cencies, taking into account transmission and propagation delays. The default is one second. This
value must be the same on al routing devices within the area.

retra <timeinterval (1-65535)>

Setsthe time interval, in seconds, between each transmission of L SAsto adjacencies. The default
isfive seconds. This value must be the same on all routing devices within the area.

nbr <router ID, such as 192.4.17.101>

Set router 1D of the recipient neighbor (endpoint of the virtual link). The neighbor router ID is
specified in dotted decimal format.

key <type 1 password>
This option is used in conjunction with the aut h option (see page 191).

When aut h is set to password, the key option sets the password to be used for OSPF authentica-
tion. Specify atype 1 (plain text) password of up to eight characters.

When aut h isset tonone, the key option isignored. To clear the key, specify none asthe value.

enabl e
Enables this virtual link.

di sabl e
Disablesthisvirtual link.

del ete
Deletes this virtual link.

current
Displays the current OSPF virtual link configuration.
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[ cfglip/lospf/host <rangenumber>
OSPF Host Entry Configuration

NOTE — The range number (1-1024) represents the OSPF host entry you wish to configure.

[ OSPF Host Entry 1 Menu]

addr - Set host entry |IP address
ai ndex - Set area index

cost - Set cost of this host entry
enable - Enable host entry

di sable - Disable host entry
delete - Delete host entry
current Di spl ay current OSPF host entry configuration

This menu is used for configuring host routes. Host routes are used for advertising network
device I P addresses to external networks, allowing Server Load Balancing (SLB) with OSPF.
It dso alows ABR load sharing and failover with OSPF. For more information, see the Web
0OS7.2 Application Guide.

Table 6-39 OSPF Host Entry Menu Options (/cfg/ip/ospf/host)

Command Syntax and Usage

addr <IP address, such as192.4.17.1>
Specify the host |P address and mask that you want to advertise to the network.

ai ndex <0-7>
Sets the areaindex into which the host entry isto be announced.

cost <1-65535>
Sets the cost of output routes on this host. Cost is used in cal culating the shortest path tree through-
out the AS. Cost is usually based on bandwidth (low cost indicates high bandwidth) but can be
used to set route preferences. The default is 1.

enabl e
Enables this host entry.

di sabl e
Disables this host entry.

del ete
Deletes this host entry.

current
Displays the current OSPF host entry configuration.
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[ cfglipl/lospf/redi st <route>
OSPF Host Entry Configuration

NOTE — The route represents the route you wish to configure—fixed|static|ri p|ebgp|ibgp

[ OSPF Redistribute fixed|static|Ri p|eBGP|iBG Menu]
addo - Add rmap into out-rmap |ist
reno - Rermove rmap fromout-rmap |ist
export - Export all routes of this protocol
cur - Display current route-naps added

With this menu, you can specify which routes of the protocol to export into OSPF.

Table 6-40 OSPF Redistribution Menu Options (/cfg/ip/ospf/redist)

Command Syntax and Usage

addo (<route map (1-32)> <route map (1-32)> ...)jal |

Adds selected routing maps to the rmap list.To add all 32 route maps, enter al | . To add specific
route maps, enter routing map numbers one per line, NULL at end.

renp (<route map (1-32)> <route map (1-32)> ...)Jal |

Removes routing maps from the r map list. To remove all 32 route maps, enter all. To remove spe-
cific route maps, enter routing map numbers one per line, NULL at end.

export <metric[1-16777215]||[none><metric type[1]2]>
Exports the routes of this protocol as external OSPF AS-external L SAs in which the metric and
metric type are specified. To remove a previous configuration and stop exporting the routes of the
protocol, enter none.

cur
Displays the current route map settings.
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[ cfglipl/bgp

Border Gateway Protocol Configuration

[ Border Gateway Protocol Menu]
peer - Peer nmenu
aggr - Aggregation nmenu
pr ef - Set Local Preference
on - Gobally turn BGP ON
of f - Aobally turn BG OFF
current - Display current BGP configuration

This menu allows you to configure routers to share internal routing information, advertise
external information, and select the best route.

Table 6-41 BGP Option Menu Options (/cfg/ip/bgp)

Command Syntax and Usage

peer <peer number (1-16)>
Displays the Peer menu. To view the menu options, see page 201.

aggr <aggregate number (1-16)>
Displays the Aggregation menu. To view the menu options, see page 204.

pref <local preference (0-4294967294)>
Setsthe local preference. The path with the higher valueis preferred.

on
Globally turns on BGP.

of f
Globally turns off BGP.

current
Displays the current BGP configuration.

200 m Chapter 6: The Configuration Menu Alteon Systems
050155A, June 2001



Web OS 7.2 Command Reference

[ cfglipl/bgpl peer <peer number>

BGP Peer Configuration

NOTE — The peer number (1-16) represents the BGP peer you wish to configure.

redi st -
addr -
ras -
hol d -
alive -
advert -
ttl -
addi -
addo -
rem -
reno -
enable -
di sabl e
del et e
current

[BGP Peer 1 Menu]

Redi stri bution nenu

Set renote | P address

Set renote autononous system nunber
Set hold tine

Set keep alive tine

Set min tine between adverti senent
Set tine-to-live of |IP datagrans
Add rmap into in-rmap |ist

Add rmap into out-rnap |ist

Rermove rmap fromin-rmap |i st
Rermove rmap fromout-rmap |ist
Enabl e peer

Di sabl e peer

Del et e peer

Di splay current peer configuration

The value of peer number can be from 1 to 16. This menu alows you to configure upstream

BGP providers (peers).

Table 6-42 BGP Peer Menu Options (/cfg/ip/bgp/peer)

Command Syntax and Usage

redi st

Displays the Redistribution Menu. To view the menu options, see page 203.

addr <IP address, such as192.4.17.101>
Sets the remote I P address.

r as <RASnumber (1-65535)>
Sets the Remote Autonomous System (RAS) number.

hol d <hold time (0|3-65535)>
Sets hold time. The unit of time is seconds.

al i ve <keep alivetime (0 |1-21845)>
Sets keep alivetime. The unit of timeis seconds.
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Table 6-42 BGP Peer Menu Options (/cfg/ip/bgp/peer)

Command Syntax and Usage

advert <adverttime (1-65535)>
Sets the minimum time between advertisements. The unit of time is seconds.

ttl <timetolive (1-255)>
Sets time to live—the maximum number of hops—for the IP datagrams.

addi <route map (1-32)>
Adds the selected route map to an in-rmap list.

addo <route map (1-32)>
Adds the selected route map to the out-rmap list.

rem <route map (1-32)>
Removes the selected route map from the in-rmap list.

reno <route map (1-32)>
Removes the selected route map from the out-rmap list.

enabl e
Enables the peer.
di sabl e
Disables the peer.
del ete
Deletes the peer.
current

Displays the current peer configuration.
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[ cfglipl/bgpl/peer/redist

BGP Redistribution Configuration

[ Redi stribution Menu]

netric - Set default-netric of advertised routes
default - Set default route action

rip - Enabl e/ di sabl e advertising RIP routes
ospf - Enabl e/ di sabl e advertisi ng OSPF routes
fixed - Enabl e/ di sabl e advertising fixed routes
static - Enable/disable advertising static routes
Vi p - Enabl e/ di sabl e advertising VIP routes

current - Display current redistribution configuration

With this menu, you can specify which routes of the protocol to export into Border Gateway
Protocol.

Table 6-43 BGP Redistribution Menu Options (/cfg/ip/bgp/peer/redist)

Command Syntax and Usage

nmet ri ¢ <(1-4294967294)>none>
Sets the default metric of the advertised route.

def aul t nonefi nportjori gi nateredi stri bute
Sets the default route action.

ri pdi sabl elenabl e (dle)
Enables or disables advertising RIP routes.

ospf di sabl elenabl e (dle)
Enables or disables advertising OSPF routes.

fi xed di sabl elenabl e (d|e)
Enables or disables advertising fixed routes.

static di sabl elenabl e (dle)
Enables or disables advertising static routes.

vi p di sabl elenabl e (dle)
Enables or disables advertising VIP routes.

current
Displays the current redistribution configuration.
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[ cfgliplbgp/aggr <aggregate number>

Aggregate Routing Configuration

NOTE — The aggregate number (1-16) represents the aggregation route you wish to configure.

addr
mask
enabl e
di sabl e
del ete
current

[ BGP Aggr 1 Menu]

Set aggregation |P address

Set aggregati on network mask

Enabl e aggregation

Di sabl e aggregation

Del et e aggregation

Di spl ay current aggregation configuration

This menu allows you to configure aggregate routing to condense the number of routes
between internal and external peer routers.

Table 6-44 Aggregate Menu Options (/cfg/ip/bgp/aggr)

Command Syntax and Usage

addr <IP address, such as192.4.17.101>
Adds the I P address to the selected aggregate.

mask <IP subnet mask, such as 255.255.255.0>
Setsthe IP mask for the selected aggregate.

enabl e

Enables the selected aggregate.
di sabl e

Disables the selected aggregate.
del ete

Deletes the selected aggregate.
current

Displays the current aggregate configuration.
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[ cfglip/port <dot-number port-number>

IP Forwarding Port Configuration

NOTE — The dot-port number represents the IP port you wish to configure.

[P Forwarding Port Al Menu]
on - Turn Forwardi ng ON
of f - Turn Forwardi ng OFF
current - Display current port configuration

The IP Port Menu alows you to turn | P forwarding on or off on a port-by-port basis.

Table 6-45 IP Forwarding Port Menu Options (/cfg/ip/port)

Command Syntax and Usage

on
Enables IP forwarding for this port.

of f
Disables I P forwarding for this port.

current
Displays the current IP forwarding settings for this port.
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[ cfglip/dns

Domain Name System Configuration

[ Domai n Nane System Menu]

prima - Set |P address of primary DNS server
secon - Set | P address of secondary DNS server
dname - Set default domain nane

current - Display current DNS configuration

The Domain Name System (DNS) Menu is used for defining the primary and secondary DNS
servers on your local network and for setting the default domain name served by the switch
services. DNS parameters must be configured prior to using hosthame parameters with the

pi ng,traceroute,andtft p commands.

Table 6-46 Domain Name Service Menu Options (/cfg/ip/dns)

Command Syntax and Usage

pri ma <IP address, such as 192.4.17.101>
Setsthe IP address for your primary DNS server. Use dotted decimal notation.

secon <IP address, such as192.4.17.101>

Setsthe |P address for your secondary DNS server. If the primary DNS server fails, the configured
secondary will be used instead. Use dotted decimal notation.

dnane <dotted DNSnotation>[none
Sets the default domain name used by the switch. For example: mycompany. com

current
Displays the current DNS settings.
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[ cfglip/bootp

Bootstrap Protocol Relay Configuration

Boot strap Protocol Relay Menu]

addr - Set | P address of BOOTP server
addr 2 - Set | P address of second BOOTP server
on - Gobally turn BOOTP relay ON

of f
current

G obally turn BOOTP rel ay OFF
Di splay current BOOTP relay configuration

BOOTP configuration can set the switch to forward Dynamic Host Configuration Protocol
(DHCP) messages. BOOTP relay is useful when BOOTP clients are on different VLANS, and
the switch is the primary router between those VLANS.

Table 6-47 BOOTP Menu Options (/cfg/ip/bootp)

Command Syntax and Usage

addr <IP address, such as192.4.17.101>
Setsthe | P address of the primary BOOTP server.

addr 2 <IP address, such as192.4.17.1>
Setsthe | P address of the secondary BOOTP server.

on
Globally sets BOOTP relay on.

of f
Globally sets BOOTP relay off.

current
Displays the current BOOTP relay configuration.
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[cfglip/metric <metric name>
Default Gateway Metrics Configuration

If multiple default gateways are configured and enabled, a metric can be set to determine
which primary gateway is selected. There are two metrics; each is described in the table bel ow.

Table 6-48 Default Gateway Metrics (/cfg/ip/metric).

Option Description

s (strict) The gateway number determinesits level of preference. Gateway #1 acts as
the preferred default | P gateway until it fails or is disabled. At that point, the
next in line will take over as the default 1P gateway.

r (roundrobin) This provides basic gateway |oad balancing. The switch sends each new gate-
way request to the next healthy, enabled gateway in line. All gateway requests
to the same destination | P address are resolved to the same gateway.
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[cfgl/slb
SLB Configuration

[ Layer 4 Menu]
real - Real server nenu
group - Real server group nenu
virt - Virtual server nenu
filt - Filtering nenu
port - Layer 4 port nenu
gslb - dobal SLB nenu
sync - Config synch menu
adv - Layer 4 advanced menu
on - Aobally turn Layer 4 processing ON
of f - Gobally turn Layer 4 processing OFF
current - Display current Layer 4 configuration

The switch can be configured to balance user session traffic among the available serversin a
server group and to set up filters.

Filters configured to al | ow, deny, or NAT traffic do not require Layer 4 software to be acti-
vated. These filters are not affected by the Server Load Balancing on and of f commandsin
this menu.

Application Redirection filters, however, require Layer 4 software services. Layer 4 processing
must be turned on before redirection filters will work.

Table 6-49 Server Load Balancing Configuration Menu Options (/cfg/slb)

Command Syntax and Usage

real <real server number (1-1024)>
Displays the menu for configuring real servers. To view menu options, see page 211.

group <real server group number (1-256)>
Displays the menu for placing real serversinto real server groups. To view menu options, see
page 214.

Vi rt <virtual server number (1-1024)>
Displays the menu for defining virtual servers. To view menu options, see page 218.

filt <filter ID(1-1024)>
Displays the menu for Filtering and Application Redirection. To view menu options, see page 222.
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Table 6-49 Server Load Balancing Configuration Menu Options (/cfg/slb)

Command Syntax and Usage

port <portassdotand port, such as b12>

Displays the menu for setting physical switch port states for Layer 4 activity. To view menu
options, see page 228.

gslb

Displays the menu for configuring Globa Server Load Balancing. To view menu options, see
page 230.

sync
Displays the configuration synchronization menu. To view menu options, see page 236.

adv
Displays the Layer 4 Advanced Menu. To view menu options, see page 238.

on
Globally turns on Layer 4 software services for Server Load Balancing and Application Redirec-
tion. This option can be performed only once the optional Layer 4 software is enabled (see “Acti-
vating Optional Software on page 260).

Enabling Layer 4 servicesis not necessary for using filtersonly to al | ow, deny, or NAT traffic
(see “Defining 1P Address Ranges for Filters’ on page 295).

of f

Globally disables Layer 4 services. All configuration information will remain in place
(if appl i ed or saved), but the software processes will no longer be active in the switch.

current
Displays the current Server Load Balancing configuration.
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[ cfglslbl/real <server number>
Real Server SLB Configuration

NOTE — The real server number (1-1024) represents the real server that you wish to configure.

[ Real server 1 Menu]
rip - Set | P addr of real server
nanme - Set server nane
wei ght - Set server weight
maxcon - Set maxi mum nunber of connections
backup - Set backup real server
inter - Set interval between health checks
retry - Set nunber of failed attenpts to declare server DO
restr - Set nunber of successful attenpts to declare server
UP
renote - Enables or disables renpte site operation
pr oxy - Enabl es or disables client proxy operation
enable - Enable real server
di sabl e - Disable real server
delete - Delete real server
current - Display current real server configuration

Thismenu is used for configuring information about the real serversthat will participatein the
server pool for Server Load Balancing or Application Redirection. The minimum requirement
of parametersto configure is as follows.

B Real server IP address
B Enabling therea server

Table 6-50 Real Server Configuration Menu Options (/cfg/slb/real)

Command Syntax and Usage

rip <server IP address>
Setsthe IP address of the real server in dotted decimal format. When this command is used, the
address entered is PINGed to determine if the server is up, and the administrator will be warned if
the server does not respond.

name <string, maximum 15 characters>

Defines a 15-character alias for each Real Server. Thiswill enable the network administrator to
quickly identify the server by anatural language keyword value.
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Table 6-50 Real Server Configuration Menu Options (/cfg/sIb/real)

Command Syntax and Usage

wei ght  <server weight (1-48)>
Sets the weight value (1-48) that this real server will be given in the load balancing algorithms.
Higher weighting values force the server to receive more connections than the other servers con-
figured in the same real server group. By default, each real server isgiven aweight setting of 1.
Setting the weight to 10 would assign the server roughly 10 times the number of connections as a
server with aweight of 1.

Weights are not applied when using the hash or minmisses metrics (see “ Server Load Balancing
Metrics’ on page 216).

maxcon <maximum connections (0-65535)>
Sets the maximum number of connections that this server should simultaneously support. This
option sets athreshold as an artificial barrier, such that new connections will not be issued to this
server if the set maximum connection (maxcon) limit is reached. New connections will be issued
again to this server once the number of current connections has decreased bel ow the maxcon set-
ting.
If all the servers of areal server group representing avirtual server reach their maxcon limit at the
same time, client requests will be dropped by the virtua server.

backup <real server number (1-1024)[none>
Setsthe real server used as the backup/overflow server for thisreal server.
To prevent loss of service when a particular real server fails, use this option to assign a backup real

server number. Then, if the real server becomes inoperative, the switch will activate the backup
real server until the original becomes operative again.

The backup server isalso used in overflow situations. If the real server reachesits maxcon limit,
the backup comes online to provide additional processing power until the original server becomes
desaturated.

The same backup/overflow server may be assigned to more than one real server at the sametime.

i Nt er <number of seconds between health checks (0-60)>
Setstheinterval between real server hedlth verification attempts.

Determining the health of each real server is a necessary function for Layer 4 switching. For TCP
services, the switch verifies that real servers and their corresponding services are operational by
opening a TCP connection to each service, using the defined service ports configured as part of
each virtua service. For UDP services, the switch pings serversto determine their status.

Thei nt r option lets you choose the time between health checks. The range is from 0 to 60 sec-
onds. The default interval is two seconds.

Setting the interval to O disables health checking. The real server is assumed to be always avail-
able.

retry <number of consecutive health checks (1-63)>
Sets the number of failed health check attempts required before declaring this real server inopera-
tive. Therange is from 1 to 63 attempts. The default is 4 attempts.
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Table 6-50 Real Server Configuration Menu Options (/cfg/sIb/real)

Command Syntax and Usage

restr <number of consecutive health checks (1-63)>

Sets the number of successful health check attempts required before declaring a UDP service oper-
ational. Therangeisfrom 1 to 63 attempts. The default is 8 attempts.

renot e di sabl elenabl e (d|e)
Enables or disables remote site operation for this server. This should be enabled when thereal 1P
address supplied above represents a remote server (real or virtual) that the switch will access as
part of its Global Server Load Balancing network.

proxy di sabl elenabl e (dle)
Enables or disables proxy | P address trand ation. With this option enabled (default), aclient request
from any application can be proxied using aload-baancing Proxy |P address (PIP).

enabl e
You must perform this command to enable thisreal server for Layer 4 service. When enabled, the
real server can process virtual server requests associated with itsreal server group. This option,
whentheappl y and save commands are used, enables thisreal server for operation until explic-
itly disabled.
See/ oper/ sl b/ enabl e in Table 7-5 on page 258 for an operations-level command.

di sabl e
Disablesthis rea server from Layer 4 service. Any disabled server will no longer process virtual
server requests as part of the real server group to which it is assigned. This option, when the
appl y and save commands are used, disables this real server until it is explicitly re-enabled.
This option does not perform a graceful server shutdown.

See/ oper/ sl b/ di sabl e on Table 7-5 on page 258 for an operations-level command.

del ete
Deletes thisreal server from the Layer 4 switching software configuration. This removes the real
server from operation within its real server groups. Use this command with caution, asit will
delete any configuration options that have been set for this real server. This option does not per-
form a graceful server shutdown.

current
Displays the current configuration information for this real server.
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[ cfgl/slb/group <groupnumber>
Real Server Group SLB Configuration

NOTE — The group number (1-256) represents the number of the real server group you wish to
configure.

[ Real server group 1 Menu]

add - Add real server
renove - Renpbve real server
metric - Set metric used to select next server in group

content - Set health check content

heal th Set health check type

backup Set backup real server or group
nane - Set real server group nane

real thr Set real server failure threshold
del ete Del ete real server group

current - Display current group configuration

This menu is used for combining real serversinto real server groups. Each real server can
belong to more than one group. Real server groups are used for both Server Load Balancing
and Application Redirection.

Each real server group should consist of all the real servers that provide a specific service for
load balancing. Each group must consist of at least one real server.

Table 6-51 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

add <real server number (1-1024)>
Adds areal server (1-1024) to thisreal server group.

rem <real server number (1-1024)>

Removes areal server from thisreal server group. You will be prompted for the ID number of the
real server to remove from this group.

nmetric | east conns|roundrobi njmi nm sses|hash

Sets the load balancing metric used for determining which real server in the group will be the tar-
get of the next client request. See “ Server Load Balancing Metrics’ on page 216.

cont ent <filename>|<host>|<filename>|none

Defines the specific content that is examined during health checks. The content depends on the
type of health check specified in the heal t h option (see page 215).
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Table 6-51 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

heal th
i cnplt cplht t pldnsipop3|snt pjnnt pif t pli map|r adi us|scri pt <n>
Sets the type of health checking performed. The options are as follows.

icnp
tcp
http

dns
pop3
snt p
nnt p
ftp
i map

r adi us

script

For Layer 3 health checking, pi ng the server.

For TCP service, open and close a TCP/IP connection to the server.

For HTTP service, usesHTTP 1.1 GETS when aHOST:  header isrequired to check
that the URL content specified in cont ent isaccessible on the server. Otherwise,
an HTTP/ 1. 0 GET occurs.

For Domain Name Service, check that the domain name specified in cont ent can
be resolved by the server.

For user mail service, check that the user:password account specified in cont ent
exists on the server.

For mail-server to mail-server services, check that the user specified in cont ent
is accessible on the server.

For newsgroup services, check that the newsgroup name specified in cont ent is
accessible on the server.

For FTP services, check that the filename specified in cont ent isaccessible on
the server through anonymous login.

For user mail service, check that the user: password value specified in cont ent
exists on the server.

For Remote Access Dia-up Service (RADIUS) authentication, check that the
user: password value specified in cont ent exists on the switch and the server. To
perform application health checking to a RADIUS server, the network administra-
tor must also configurethe/ cf g/ sl b/ adv/ secr et parameter. Thesecr et
valueisafield of 16 aphanumeric charactersthat is used by the switch to encrypt a
password during the RSA Message Digest Algorithm (MD5) and by the RADIUS
server to decrypt the password during verification.

Enables the use of script-based health checks in send/expect format to check for
application and content availability.

backup < r <real server number>|g<group number>| none
Setsthe real server used as the backup/overflow server for thisreal server group.

To prevent loss of serviceif the entire real server group should fail, use this option to assign a
backup real server number. Then, if thereal server group becomes inoperative, the switch will acti-
vate the backup real server until one of the original real servers becomes operative again.

The backup server isalso used in overflow situations. If all the serversin the real server group
reach their maxcon (maximum connections) limit, the backup comes online to provide additional
processing power until one of the original servers becomes desaturated.

The same backup/overflow server may be assigned to more than one real server group at the same
time.

name <string, maximum 15 characters>

Defines a 15-character alias for each Real Server Group. Thiswill enable the network administra-
tor to quickly identify the server group by a natural language keyword value.

Alteon Systems

050155A, June 2001

Chapter 6: The Configuration Menu m 215



Web OS 7.2 Command Reference

Table 6-51 Real Server Group Configuration Menu Options (/cfg/slb/group)

Command Syntax and Usage

real t hr <real server failure threshold (1255)|0 for disabled>

Setsreal server failure threshold. Once the configured number of servers have failed, a sysog mes-
sageis generated.

del ete
Deletes thisreal server group from the Layer 4 software configuration. This removes the group
from operation under al virtual serversto which it is assigned.

Use this command with caution; if you remove the only group assigned to avirtual server, the vir-
tual server will become inoperative.

current
Displays the current configuration parameters for thisreal server group.

Server Load Balancing Metrics

Using the metric command, you can set a number of metrics for selecting which real server in
agroup gets the next client request. These metrics are described in the following table:

Table 6-52 Real Server Group Metrics

Option Description

m nm sses  Thisminimum misses (m nm sses) metric is optimized for Application Redirection.

When m nmi sses isspecified for area server group performing Application Redi-
rection, all requests for a specific | P destination address will be sent to the same
server. Thisis particularly useful in caching applications, helping to maximize suc-
cessful cache hits. Best statistical 1oad balancing is achieved when the 1P address des-
tinations of load-balanced frames are spread across a broad range of | P subnets.

The metric mi nm sses can aso be used for server load balancing. When specified
for area server group performing server load balancing, al requests from a specific
client will be sent to the same server. Thisis useful for applications where client infor-
mation must be retained on the server between sessions. Server load with this metric
becomes most evenly balanced as the number of active clientsincreases.

It isrecommended that mi nmi sses be used only when persistence is a must.

The metric mi nm sses cannot be used for Firewall Load Balancing (FWLB)
because the real server |P addresses used in calculation are different on each side of
the firewall.
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Table 6-52 Real Server Group Metrics

Option Description
hash Thehash metric, likem nmi sses, uses|P address information in the client request
to select aserver.

For Application Redirection, all requests for a specific IP destination address will be
sent to the same server. Thisis particularly useful for maximizing successful cache
hits.

For Server Load Balancing, all requests from a specific client will be sent to the same
server. Thisis useful for applications where client information must be retained
between sessions.

The hash metric should be used if the statistical load balancing achieved using mi n-
m sses isnot asoptimal asdesired. Although the hash metric can provide more even
load balancing at any given instance, it is not as effective asm nmi sses when serv-
ers leave and reenter service.

If theload balancing statistics indicate that one server is processing significantly more
requests over time than other servers, consider using the hash metric.

| east conns With theleast connections (I east conns) option, the number of connections cur-
rently open on each real server ismeasured in real time. The server with the fewest
current connections is considered to be the best choice for the next client connection
reguest. This option is the most self-regulating, with the fastest serverstypically get-
ting the most connections over time.

roundr obi n  With theround robin (r oundr obi n) option, new connections are issued to each
server in turn: the first rea server in this group gets the first connection, the second
real server getsthe next connection, followed by the third real server, and so on. When
al thereal serversin this group have received at least one connection, the issuing pro-
cess starts over with the first real server.

NOTE — Under thel east conns and r oundr obi n metrics, when real servers are config-
ured with weights (seethewei ght option on page 211), ahigher proportion of connectionsis
given to servers with higher weights. This can improve load balancing among servers of differ-
ent performance levels. Weights are not applied when using hash or m nm sses.
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[ cfgl/slbl/virt <server number>
Virtual Server SLB Configuration

NOTE — The virtual server number (1- 1024) represents the number of the virtual server you
wish to configure.

[Virtual server 1 Menu]

Vi p - Set | P addr of virtual server

dnane - Set domain nane of virtual server

layer3 - Enables or disables layer 3 only bal anci ng
service - Virtual service nenu

enable - Enable virtual server

di sable - Disable virtual server

delete - Delete virtual server

current - Display current virtual configuration

This menu is used for configuring the virtual serversfor client requests for server |oad balanc-
ing. The required parameters to configure are as follows.

B Virtua server IP address
B Adding avirtual TCP/UDP port and real server group
B Enabling the virtual server

Table 6-53 Virtual Server Configuration Menu Options (/cfg/sIb/virt)

Command Syntax and Usage

Vi p <server IP address>
Setsthe IP address of the virtual server using dotted decimal notation. The virtual server created
within the switch will respond to ARPs and Pl NGs from network ports asif it was anormal server.
Client requests directed to the virtual server’s |P address will be balanced among the real servers
availableto it through real server group assignments.

dnane <domain name>|none
Sets the domain name for this virtual server. The domain name typically includes the name of the
company or organization, and the Internet group code (.com, .edu, .gov, .org, and so on). An exam-
ple would be "foocorp.com.”" It does not include the hostname portion (www, www2, ftp, and so
on). To define the hostname, see hnane in Table 6-54 on page 220. To clear the dnane, specify
the name asnone.
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Table 6-53 Virtual Server Configuration Menu Options (/cfg/sIb/virt)

Command Syntax and Usage

| ayer 3 di sabl elenabl e (dle)
Normally, the client IP address is used with the client Layer 4 port number to produce a session
identifier. When thel ayer 3 option is used, the switch uses only the client | P address as the ses-
sion identifier, associating all the connections from the same client with the same real server while
any connection exists between them.
Thisis necessary for some server applications where state information about the client systemis
divided across different simultaneous connections and in applications where TCP fragments are
generated.
If the real server to which the client is assigned becomes unavailable, the Layer 4 software will
allow the client to connect to a different server.

servi ce < nameor virtual port (2 - 65535)>
Displaysthe Virtual Service Menu. The virtual port name can be awell-known port name, such as
http, ftp, and so on. To view alist of well-known ports, see page 224. To view menu options, see
page 220.

enabl e
Enables this virtual server. This option activates the virtual server within the switch so that it can
service client requests sent to its defined | P address.

di sabl e
This option disables the virtua server so that it no longer services client requests.

del ete
This command removes thisvirtual server from operation within the switch and deletes it from the
Layer 4 switching software configuration. Use this command with caution, asit will delete the
options that have been set for thisvirtual server.

current
Displays the current configuration for the specified virtual server.
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[cfglslb/virt <server number>/service

<virtual port or name>
Virtual Server Service Configuration

[Virtual Server 1 2 Service Menu]

group - Set real server group number

rport - Set real port

hnanme - Set hostnane

udp - Enabl es or disabl es UDP bal anci ng

frag - Enabl es or disables renappi ng UDP server fragnents
nonat - Enabl es or disables only substituting MAC addresses
delete - Delete virtual service

cur - Display current virtual service configuration

This menu is used for configuring services assigned to a virtual server. For information about
accessto real filters, see “Direct Accessto Real Servers’ on page 287.

Table 6-54 Virtual Server Service Configuration Menu Options (/cfg/slb/virt/
service)

Command Syntax and Usage

group <real server group number (1-256)>

Setsarea server group for this service. You will be prompted to enter the number (1-256) of the
real server group to add to this service.

rport <real port(2-65535)>
Definesthe real server TCP or UDP port assigned to this service. By default, this port is the same
asthevirtua port (service virtua port). If r por t isconfigured to be different than the virtual port
definedin/ cf g/ sl b/ vi rt/ servi ce <virtual port>, the switch will map the virtual port
to this real port.

hnane <hostname>|none

Sets the hostname for a service added. Thisis used in conjunction with the command dnane
(page 218) to create a full host/domain name for individual services.

The format for this command is asfollows: # hnane <hostname>

For example, to add a hosthame for Web services, you could specify “www” as the hostname. If a
dnane of “foocorp.com” was defined (page 218), “www.foocorp.com” would be the full host/
domain name for the service.

To clear the hostname for a service, use the command hnane none.
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Table 6-54 Virtual Server Service Configuration Menu Options (/cfg/slb/virt/
service)

Command Syntax and Usage

udp di sabl elenabl e|st at el ess (dle|s)
Enables, disables, or makes stateless UDP balancing for avirtual port. You can configure this
option if the service(s) to be load balanced include UDP and TCP. (For example, DNS uses UDP
and TCP) In those environments, you must activate UDP balancing for the particular virtual serv-
ersthat clients will communicate with using UDP.

frag disabl e|] enabl e (dle)
Enables or disables substitution of 1P addressesin server response fragments with virtual addresses
when avirtual server isload-balancing areal server.

nonat di sabl e| enabl e (d|e)

Enables or disables substituting the MAC addresses of the real server. This option does not substi-
tute | P addresses.

del ete
This command removes this virtual service from operation within the switch and deletes it from
the Layer 4 switching software configuration. Use this command with caution, asit will delete the
options that have been set for thisvirtual service.

current
Displays the current configuration of services on the specified virtual server.
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[cfglslb/filt <filter number>
SLB Filter Configuration

NOTE — The filter number (1-1024) represents the number of the virtual server you wish to

configure.

snac
dmac
sip
smask
dip
dmask
proto
sport
dport
ack
invert
action
group
rport
nat
nane
adv
enabl e
di sabl e
del ete
current

[Filter 1 Menu]

Set source MAC address

Set destinati on MAC address

Set source | P address

Set source | P mask

Set destination | P address

Set destination |IP nask

Set | P protocol

Set source TCP/ UDP port or range

Set destination TCP/UDP port or range
Enabl es or di sables TCP ack matching
Enabl es or disables filter inversion
Set action

Set real server group for redirection
Set real server port for redirection
Set whi ch addresses are network address transl ated
Set filter nane

Filter advanced nenu

Enable filter

Disable filter

Delete filter

Di splay current filter configuration

The switch supports up to 1024 traffic filters. Each filter can be configured to allow, deny, redi-
rect or NAT traffic according to a variety of address and protocol specifications, and each
physical switch port can be configured to use any combination of filters.

The required parameters to configure are as follows:

Set the address, masks, and/or protocol that will be affected by thefilter.
Set the action which the filter takes.

Add the filter to a switch port.
Enable filtering on the switch port.

[ ]
|
B Enablethefilter.
|
[ ]

For information about defining |P address for filters, see“ Defining IP Address Ranges for Fil-

ters’ on page 295.
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Table 6-55 Filter Configuration Menu Options (/cfg/slb/filt)

Command Syntax and Usage

smac <MAC addressany >
Sets the source MAC address.

dmac <MACaddress|any >
Sets the destination MAC address

si p any|<IP address, such as 192.4.17.0>
If defined, traffic with this source | P address will be affected by thisfilter. Specify an P addressin
dotted decimal notation, or any. A range of IP addresses is produced when used with the smask
below. Before configuring si p, smac must be set to any.

For more information about defining an IP address range for filters, see Appendix A, “Defining IP
Address Ranges for Filters

smask
This IP address mask is used with the source | P address to select traffic that thisfilter will affect.
Before configuring smask, smac must be set to any. See details below for more information on
producing address ranges.

di p any|<IP address, such as 192.4.17.0>
If defined, traffic with this destination 1P address will be affected by thisfilter. Specify an IP
address in dotted decimal notation, or any. A range of IP addressesis produced when used with
the command drmask below.

dmask <IP subnet mask, such as 255.255.255.0>
This IP address mask is used with the command (di p) to select traffic that thisfilter will affect.
See details below for more information on producing address ranges.

pr ot o any|<number>|<name>
If defined, traffic from the specified protocol is affected by thisfilter. The protocol number, name,
or any can be specified. Following isalist of well-known protocols.

Number Name

1 icmp
2 igmp
6 tcp
17 udp
89 ospf
112 vrrp
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Table 6-55 Filter Configuration Menu Options (/cfg/slbf/filt)

Command Syntax and Usage

sport <any|<name>|<port>|<port>-<port>>
Sets the source TCP/UDP port or range.
The IP protocol pr ot o must be configured before configuring spor t .

If defined, traffic with the specified TCP or UDP source port will be affected by thisfilter. The port
number, range, name, or any can be specified. Following isalist of well-known ports:

Number Name Number Name
7 echo 179 bgp
9 discard 194 irc
11 sysdat 220 imap3
13 daytime 389 Idap
15 netstat 443 imap
19 chargen 520 rip
20 ftp-data 554 rtsp
21 ftp 1812 radius
22 ssh 1985 hsrp
23 telnet
25 smtp
37 time
42 name
43 whois
53 domain
67 bootps
68 bootpc
69 tftp
70 gopher
79 finger
80 http
109 pop2
110 pop3
111 sunrpc
119 nntp
123 ntp
143 imap
144 news
161 snmp
162 snmptrap
224 m Chapter 6: The Configuration Menu Alteon SYStemS

050155A, June 2001



Web OS 7.2 Command Reference

Table 6-55 Filter Configuration Menu Options (/cfg/slbf/filt)

Command Syntax and Usage

dport <any|<name>|<port>|<port>-<port>>
Sets the destination TCP/UDP port or range. The IP protocol pr ot 0 must be configured before
configuring sport .
If defined, traffic with the specified real server TCP or UDP destination port will be affected by
thisfilter. The port number, range, name, or any can be specified, just aswith sport above.

ack di sabl elenabl e (dle)
Enables or disables TCP ack matching. Filters with this option enabled match only those frames
that have the TCP ACK or RST flag set. This prevents servers from beginning a TCP connection
(with aTCP SYN) from a source, such as TCP port 25. The server will drop any frames that have
the ACK flag “spoofed” in them and will not allocate space for a new connection.

i nvert di sabl elenabl e (d|e)
Invertsthefilter logic.

m |f the conditions of the filter are met, no action is taken.
m |f the conditions for the filter are not met, the assigned action is performed.

action all owdeny]r edi r|nat
Specifies the action this filter takes:

al | ow Allows framesto pass.

deny Discards framesthat fit thisfilter’s profile. This can be used for building basic security
profiles.

redi r Redirectsframesthat fit thisfilter’s profile, such as for Web Cache Redirection. In addi-
tion, Layer 4 processing must be activated (seethe/ cf g/ sl b/ on command on
page 209).

nat Performs generic Network Address Trandation (NAT). This can be used to map the
source or destination |P address and port information of a private network scheme to/
from the advertised network | P address and ports. Thisis used in conjunction with the
nat option (see page 226) and can also be combined with proxies.

group <real server group number (1-256)>
This option applies only when redir is specified at the filter action. Define areal server group (1-
256) to which redirected traffic will be sent.

rport <real server port (0-65535)>
This option applies only whenr edi r is specified at the filter action. The command r por t
defines the real server TCP or UDP port to which redirected traffic will be sent. For valid Layer 4
health checks, r por t must be configured whenever TCP protocol traffic is redirected. Also, if
transparent proxies are used for Network Address Trandation (NAT) on the switch (see pi p on
page 229), r por t must be configured for al Application Redirection filters.

Alteon Systems Chapter 6: The Configuration Menu ®m 225
050155A, June 2001



Web OS 7.2 Command Reference

Table 6-55 Filter Configuration Menu Options (/cfg/slb/filt)

Command Syntax and Usage

nat sourceldest
When NAT is set as thefilter action (see “action allow|deny|redir|nat” on page 225), this command
specifies whether the source or the destination information is remapped. If you specify source, the
frame's source | P address (si p) and source port number (spor t ) are replaced with the destina-
tionip address (di p) and destination port address (dport) values. If you specify dest , theframe's
destinationip (di p) address and destination port number (dpor t ) are replaced with the si p and
sport vaues.

nanme <string, maximum 15 characters>
Setsthe filter name.

adv
Displays the Filter Advanced Menu. To view menu options, see page 227.

enabl e
Enables thisfilter.

di sabl e
Disables thisfilter.

del et e
Deletes thisfilter.

current
Displays the current configuration for thisfilter.
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[cfglslb/filt <filter number>/ adv

Advanced Filter Configuration

NOTE — Thefilter number (1-1024) represents the number of the filter you wish to configure.

[Filter 1 Advanced Menu]

pr oxy - Enabl es or disables client proxy

cache - Enabl es or disables caching sessions that match
filter

| og - Enabl es or disables |ogging

fwb - Enables or disables firewall redirect hash nethod

cur - Display current advanced filter configuration

Table 6-56 Advanced Filter Menu Options (/cfg/slb/filt/adv)

Command Syntax and Usage

proxy di sabl elenabl e (dle)
Enables or disables client proxy. This option appliesonly whenr edi r or nat isspecified asthe
filter action. Enable or disable proxy IP address trand ation for traffic matching the filter criteria
By default, this option is enabled. If disabled, any proxy defined for the switch port using the
proxy |P address (see page 229) is not performed for traffic that meets thefilter criteria. Thisis
useful when some types of traffic must retain original |P address information or when other forms
of translation (such as Application Redirection or NAT) are preferred.

cache proxy di sabl elenabl e (dle)
Enables or disables caching sessions that match the filter.

| og di sabl elenabl e (dle)
Enables or disables logging filter messages.

fw b di sabl elenabl e (dje)
Enables or disables firewall redirect hash method.

cur
Displays the current advanced filter configuration.
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[ cfglslb/port <dot-number port-number >
Port SLB Configuration

[SLB Port Al Menu]

client - Enables or disables client processing for port
server - Enables or disables server processing for port
hotstan - Enabl es or di sabl es hot-standby processing

intersw - Enables or disables inter-switch processing

pip - Set Proxy | P address for port

submac - Enabl es or disabl es source MAC address substitution
filter - Enables or disables filtering for port

add - Add filter to port

renove - Renove filter from port

current - Display current port configuration

The Web OS switch software allows you to enable or disable processing independently for
each type of Layer 4 traffic (client and server), expanding your topology options.

Table 6-57 Port Configuration Menu Options (/cfg/slb/port)

Command Syntax and Usage

client disabl elenabl e (de)
For server load balancing, the port can be enabled or disabled to process client Layer 4 traffic.
Ports configured to process client request traffic bind serversto clients and provide address tranda-
tion from the virtua server IP addressto the real server |P address, remapping virtual server |P
addresses and port values to real server |P addresses and ports. Traffic not associated with virtual
serversis switched normally. Maximizing the number of these ports on the Layer 4 switch will
improve the switch’s potential for effective server load balancing.

server di sabl elenabl e (dje)
Ports configured to provide rea server responsesto client requests require real serversto be con-
nected to the Layer 4 switch directly or through a hub, router, or another switch. When server pro-
cessing is enabled, the switch port remaps real server |P addresses and Layer 4 port valuesto
virtual server IP addresses and Layer 4 ports. Traffic not associated with virtual serversisswitched
normally.

hot st an di sabl elenabl e (dle)
Enables or disables hot standby processing. The standby switch blocks all ports configured as
standby ports, whereas the master switch enables these same ports.

i nt ersw di sabl elenabl e (dle)

Enables or disables interswitch processing. Use this option in conjunction with VRRP hot standby
failover.
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Table 6-57 Port Configuration Menu Options (/cfg/slb/port)

Command Syntax and Usage

pi p <proxy IP address (such as 192.4.17.0)>
Set the proxy |P address for this port using dotted decimal notation. When defined, client address
information in Layer 4 requests is replaced with this proxy address.
In server load balancing applications, pi p forces response traffic to return through the switch as
required, rather than around it, asis possible in complex routing environments.
Proxies are also useful for Application Redirection and Network Address Tranglation (NAT).
When pi p is used with Application Redirection filters, each filter'sr por t parameter must also
be defined (seer por t on page 220).

subnmac di sabl elenabl e (dje)
Enables or disables substituting the source MAC address of server |oad balancing (SLB) and Web
Cache Redirection (WCR) client frames with one of the switch’s IP interface MAC addresses.

server di sabl elenabl e (dje)
Ports configured to provide real server responsesto client requests require real serversto be con-
nected to the Layer 4 switch, directly or through a hub, router, or ancther switch. When server pro-
cessing is enabled, the switch port remaps real server |1P addresses and Layer 4 port valuesto
virtual server IP addresses and Layer 4 ports. Traffic not associated with virtual serversis switched
normally.

filter disabl elenabl e (dle)
Enables or disablesfiltering on this port.

add <filter ID (1-1024)>
Adds afilter for use on this port.

renove <filter ID (1-1024)>
Removes afilter from use on this port.

current
Displays the current configuration of this port.

NoTE — When changing the filters on a given port, it may take some time before the port ses-
sion information is updated so that the filter changes take effect. To make port filter changes
take effect immediately, clear the session binding table for the port (seethe cl ear command
in Table 7-5 on page 258).
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[ cfglslb/gslb
Global SLB Configuration

[ G obal SLB Menu]
site - Renote Site menu
| ookup - Network Preference Lookup Menu
dns - Enabl es or disabl es DNS handoffs
ttl - Set Time To Live of DNS resource records
| ocal - Enabl es or disables DNS responses with only | ocal
addr esses
one - Enabl es or disables DNS responses with only one address
al ways - Enables or disables DNS responses at | east one address
geo - Enabl es or disabl es geographi c awar eness
http - Enabl es or disables HTTP redirects
usern - Enabl es or disables HITP redirect to real server nane
m ncon - Set mninmum nurber of site connections
i nter - Set interval between renpte site updates
wei ght - Set |ocal weight
on - Gobally turn dobal SLB ON
of - Gobally turn dobal SLB COFF
current - Display current dobal SLB configuration

You can balance server traffic load across multiple physical sites. Up to 128 Global Server
Load Balance (GSLB) siteswith atotal aggregate of 8192 service/site combinations can be
configured.

Table 6-58 Global SLB Menu Options (/cfg/slb/gslb)

Command Syntax and Usage

site <remotesite(1-128)>
Displays the Remote Site Menu for up to 128 remote sites. To view menu options, see page 232.

| ookup
Displays the Network Preference Lookup menu. To view menu options, see page 234.

dns di sabl elenabl e (dje)
Enables or disables DNS hand-offs to peer sites by this switch. This should be enabled for proper
GSLB operation. If disabled, whenever the switch receivesa DNS request for a configured service,
it will respond only with its own virtual server |P address, regardless of performance or load con-
siderations.
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Table 6-58 Global SLB Menu Options (/cfg/slb/gslb)

Command Syntax and Usage

ttl <timetolivein seconds (0-65535)>
Specifies the duration (from 0 to 65535 seconds) that the DNS response from the switch (indicat-
ing site of best service) will remain in the cache of DNS servers. A lower value may increase the
ability of the GSLB system to adjust to sudden changes in traffic load but will generate more DNS
traffic. Higher numbers may reduce the amount of DNS traffic but may slow GSLB’s response to
sudden traffic changes.

| ocal disabl elenabl e (dle)
Enables or disables switch responses to DNS queries with local virtual server |P addresses. When
enabled, the switch will always respond to DNS queries by providing alocal virtual server IP
address. This response will always occur as long as the virtual server IP address has healthy real
servers with an aggregate of at least 1024 available connections (the total from each server’s con-
figured maxcons vaue, minusthe server’s current number of connections). When thereal servers
for the local virtual server |P addresses are unavailable or saturated, the switch will respond to
DNS requests using normal GSLB rules.

one di sabl elenabl e (dle)
Enables or disables DNS responses with only one address. At most, one |P addressisincluded in
each DNS response.

al ways di sabl elenabl e (dje)
Enables or disables DNS responses (with) at least one address. At least one IP addressis included
in each DNSresponse. Even if al remote sites cannot handle another request, the local virtual
server |P address is returned in a DNS response to eliminate long DNS time-outs caused by an
empty response.

geo di sabl elenabl e (dle)
Enables or disables geographic awareness, such asthe IANA table. If thisoption is disabled, all
clients and siteswill be assumed to exist in the same geographic region, allowing all sitesto be eli-
giblefor each client.

htt p di sabl elenabl e (dje)
Enables or disables HTTP redirects to peer sites by this switch. When enabled, this switch will
redirect client requeststo peer sites if its own real serversfail or have reached their maximum con-
nection limits. If disabled, the switch will not perform HTTP Redirects but will instead drop
requests for new connections and cause the client’s browser to eventually issue anew DNS
request.

usern di sabl elenabl e (dje)
Enables or disables an HTTP redirect to areal server name. When asiteredirects aclient to
another site using an HTTP redirect, the client is redirected to the new site's |P address. If user n
is enabled, the client will be redirected to the domain name specified by the remote real server
name and the virtual server domain name:

<renpte real server nane><virtual server domai n nane>
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Table 6-58 Global SLB Menu Options (/cfg/slb/gslb)

Command Syntax and Usage

nm ncon <0-65535>
Sets the minimum number of available site connections. If the site’'s available sessionsfall below
this value, traffic won't be redirected to the site. A siteisnot eligible for more requests (such as
DNS or HTTP redirects) once the number of available connections at a site drops below this
threshold.

i nter <1-120>
Sets the time between Distributed Site State Protocol (DSSP) updates between this switch and its
peers. Therangeisfrom 1 to 120 minutes.

wei ght <1-48>
Setsthelocal weight. Therangeisfrom 1to 48. The higher the weight value, the more connections
that will be directed to the local site. The default is 1. The response time of this siteis divided by
this weight before the best site is assigned to a client. Remote site response times are divided by the
real server weight before selection occurs.

on
Activates Global Server Load Balancing (GSLB) for this switch. This option can be performed
only once the optional GSLB software is activated (refer to “ Activating Optional Software” on
page 260).

of f
Turns GSLB off for this switch. Any active remote sites will still perform GSLB services with
each other but will not hand off requests to this switch.

current
Displays current Global SLB configuration.

[ cfglslb/gslbl/site <sitenumber>
GSLB Remote Site Configuration

[Renpte site 1 Menu]

name - Set renote site nane
prima - Set primary switch | P address of renote site
secon - Set secondary switch I P address of renmote site
update - Enables or disables renpte site updates
enable - Enable renote site
disable - Disable renpte site
delete - Delete renote site
current - Display current renpbte site configuration
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Up to 128 remote sites can be configured.

Table 6-59 GSLB Remote Site Menu Options (/cfg/slb/gslb/site)

Command Syntax and Usage

nanme <string, maximum 15 characters>
Sets the name of the remote site. A maximum of 15 charactersis allowed.

pri ma <primary server IP address, such as 192.4.17.0>

Definesthe IP interface | P address of the primary switch at the remote site used for Global Server
Load Balancing. Use dotted decimal notation.

secon <secondary server |P address, such as 192.4.17.>
If the remote site is configured with aredundant switch, enter the | P address of the remote second-
ary switch here. If the remote site primary switch fails, thelocal switch will address the remote site
secondary switch instead.

updat e di sabl elenabl e (dle)
Enables or disables remote site updates. If enabled, this switch will send regular Distributed Site
State Protocol (DSSP) updates to its remote peers using HTTP port 80. If disabled, the switch will
not send state updates. If your local firewall does not permit this traffic, disable the updates.

enabl e
Enables this remote site for use with Global Server Load Balancing.

di sabl e
Disables this remote site. The switch will no longer use this remote site for Global Server Load
Balancing.

del ete

Removes this remote site from operation and deletes its configuration.

current
Displays the current remote site configuration.

NoOTE — Whenupdat e isenabled, Global Server Load Balancing uses service port 80 onthe IP
interface for DSSP updates. By default, the Web OS Web-based interface also uses port 80. Both
services cannot use the same port. If both are enabled, configure the Web OS interface to use a
different service port (seethe/ cf g/ sys optionsin Table 6-2 on page 147).
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[ cfglslbl/gslb/lookup

Global Server Load Balance Lookup Configuration

[ G obal SLB Lookup Menu]
network - Internet Network Preference Menu
dnane - Set dommin narme for internal |ookup table
| ookups - Enabl es or di sables network preference | ookups
current - Display current |ookup configuration

Table 6-60 GSLB Lookup Menu Options (/cfg/sIb/gslb/lookup)

Command Syntax and Usage

net wor k <1-128>
Displays the Internet Network Preference Menu. To view menu options, see page 234.

dnane <domain namelnone>
Sets the domain name for the internal |ookup table.

| ookups di sabl elenabl e (dje)
Enables or disables network preference lookups.

current
Displays the current lookup configuration.

[ cfglslbl/gslbl/lookup/ network <number>

GSLB Internet Lookup Network Preference Configuration

NOTE — The number (1-128) represents the network preference you wish to configure.

[ Network 1 Menu]
sip - Set Source |P address
mask - Set Net mask
vi pl - Set VIP address
Vi p2 - Set VIP address
delete - Delete internet network entry
current - Display current internet network entry configuration
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The optionsin thismenu allow you to define client networks to overwrite the ANA table. You
should use regular GSLB to respond to a DNS request under the following conditions:

B Queried domain is not matched.
B Client IP address does not match address in the Network Preference Menu and no default
entry is configured.

B Thereisan entry match in the Network Preference Menu. However, VIP1 and VIP2 are
not healthy—they are down or over the minimum connections (m ncon).

The default entry is one where the source | P address and mask are not configured (both are
0.0.0.0) and only the VIP1 and VIP2 are configured. All client networks not in the Network
Preference Menu will use this entry to respond to a DNS request.

Table 6-61 GSLB Internet Network Preference Menu Options (/cfg/slb/gslb/
lookup/network)

Command Syntax and Usage

Si p <IP address, such as192.4.17.0>

Sets the source |P address. Specify an IP address in dotted decimal notation, or any. A range of |P
addresses is produced when used with the mask option.

mask <IP address, such as 255.255.0.0>

This|P address mask is used with the source | P addressto find a correct virtual server |P addressto
respond to a DNS request.

Vi pl <IP address, such as 192.4.17.100>
Setsthefirst virtual server IP address. The VIP address can be either alocal or remote virtual
server. The switch returns the VIP address with the least response time that is over the (m ncon) .

Vi p2 <IP address, such as 192.4.17.0>
Sets the second virtual server |P address.

del
Deletes the specified network entry.
cur
Displays the current GSLB lookup's Internet network entry configuration.
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[ cfglslb/sync

Synchronizing Peer Switch Configurations

[ Config Synchronization Menu]
peer - Synch peer switch nenu
filt - Enabl es or disables syncing filter configuration
ports - Enabl es or disables syncing port configuration
prios - Enabl es or disables syncing VRRP priorities
pi ps - Enabl es or disables syncing proxy |P addresses
current - Display current Layer 4 sync configuration

Synchronizing certain configurations—including proxy | P addresses Layer 4 port configura-
tion, and filter configuration—can be enabled or disabled.

To synchronize the configuration between two switches, a peer must be configured and
enabled on each switch. Switches being synchronized must use the same administrator pass-
word. Peers are sent SLB, FILT, and VRRP configuration updatesusing / oper / sl b/
synch.

NoTE — When using both VRRP and GSLB, the/ cf g/ sys/ wpor t (Browser-Based Inter-
face port) value of the target switch (the switch that is being synchronized to) must be changed
to a port other than port 80 before VRRP synchronization begins.

Table 6-62 Synch Peer Switch Menu Options (/cfg/slb/synch)

Command Syntax and Usage

peer <peer switch number (1-4)>
Displays the Peer switch menu. To view alist of menu options, see page 237.

filt disabl e|] enabl e (dle)
Enables or disables synchronizing filter configuration.

ports di sabl e|] enabl e (dle)
Enables or disables synchronizing Layer 4 port configuration.

prios di sabl e|] enabl e (dle)
Enables or disables synchronizing VRRP priorities.

pi ps di sabl e| enabl e (dle)
Enables or disables the current synchronizing proxy | P address.

current
Displays the current configuration for this peer switch.
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[ cfgl/slb/sync/peer <pee switch>

Peer Switch Configuration

NOTE — The peer switch number (1-4) represents the peer switch you wish to configure.

[Peer switch 1 Menu]
addr - Set peer switch | P address
enable - Enable peer switch
di sable - Disable peer switch
del ete Del ete peer swtch
current Di splay current peer switch configuration

The peer switch menu for each peer switch (1-4) alows you to set the IP address of the peer
switch, enable, disable, or delete the current peer switch, or display the current configuration.

To synchronize the configuration between two switches, a peer must be configured and
enabled on each switch. Switches being synchronized must use the same administrator pass-
word.

Table 6-63 Peer Switch Menu Options (/cfg/slb/sync/peer)

Command Syntax and Usage

addr <IP address, such as192.4.17.101>
Sets the peer switch |P address in dotted decimal notation.

enabl e
Enables the peer for this switch.

del ete
Deletes the peer for this switch.

current
Displays the current peer switch configuration.
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[ cfgl/slb/adv

Advanced Layer 4 Configuration

[ Layer 4 Advanced Menu]

script - Scriptable health check menu

direct - Enables or disables Direct Access Mde

grace - Enabl es or disables graceful real server failure
octets - Enables or disables octet counters

bcl ose - Enables or disables bidirectional close for DAM
t pcp - Enabl es or disabl es Transparent Proxy Cache Protocol
i mask - Set virtual and real |P address mask

met - Set managenent network

mrask - Set mmnagenent subnet nask

prmask - Set persistent mask

timeout - Set minutes inactive session renmains open

secret - Set RADIUS secret

current - Display current Layer 4 advanced configuration

Table 6-64 Layer 4 Advanced Menu Options (/cfg/slb/adv)

Command Syntax and Usage

scri pt <health script number (1-8)>
Displays the Scriptable Health Check Menu. For more information, see page 240.

di rect di sabl elenabl e (dle)
Enables or disables Direct Access Mode (DAM) to real servers/services. This option also allows
any virtual server to load balance any real server.

grace di sabl elenabl e (dle)
Enables or disables graceful real server failure. When enabled, state information about existing
sessions is maintained and traffic associated with existing sessions continues to be sent to the
server. Connection requeststo, and traffic associated with, other |oad-balanced services continue to
be processed by the server.

octets di sabl elenabl e (dle)
Enables or disables octet counters.

bcl ose di sabl elenabl e (dle)
Enables or disables bidirectional close for DAM.

tpcp di sabl elenabl e (dle)
Enables or disables Transparent Proxy Cache Protocol (TPCP).

i mask <IP subnet mask, such as 255.255.255.0>
Configurestherea and virtua server |P address mask using dotted decimal notation. For more
information, see “Configuring the imask” on page 240.
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Table 6-64 Layer 4 Advanced Menu Options (/cfg/slb/adv)

Command Syntax and Usage

met  <server IP address, such as 192.4.17.0>
If defined, management traffic with this source I P address will be allowed direct (non-Layer 4)
accessto thereal servers. Specify an |P addressin dotted decimal notation. A range of |P addresses
is produced when used with the nmask option.

mmask <IP subnet mask, such as 255.255.255.0>
Sets management subnet mask. This IP address mask is used with the rmet to select management
traffic that is allowed access to direct real servers.

prmask <IP subnet mask, such as 255.255.255.0>
Sets persistent mask, which is used to increase granularity of persistence to a subnet level.

ti meout <even number of minutes[4-60]>
Sets the number of minutes an inactive session remains open (in even numbered increments).
Every client-to-server session being load balanced is recorded in the switch’s session binding table.
When a client makes a request, the session is recorded in the binding table, the datais transferred
until the client ends the session, and the binding table entry is then removed.
If aclient application is abnormally terminated by the client’s system, TCP connections will
remain registered in the switch's binding table. In order to prevent table overflow, these orphaned
entries must be aged out of the binding table.
Usingthet i me- out option, you can set the number of minutes to wait before removing orphan
table entries. Settings must be specified in even numbered increments between 2 and 60 minutes.
The default setting is 10.
Note: A session entry can be removed before the timeout value only for filtered or TCP sessionsin
which aFIN/RST is seen. All other connections such as UDP, ICMP, and normal TCP sessions,
must time out through inactivity, using the time-out value.

secret <1-32character secret>
To perform application health checking to a RADIUS server, the network administrator must con-
figure two parametersin the switch: the/ cf g/ sl b/ adv/ secr et value and the cont ent
parameter with a username: password value.
Thesecr et vaueisafield of upto 32 alphanumeric characters that is used by the switch to

encrypt a password during the RSA Message Digest Algorithm (MD5). It is also used by the
RADIUS server to decrypt the password during verification.

current
Displays the current Layer 4 advanced configuration.
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Configuring the imask

Theimask determines how many different | P addresses each real and virtual server will repre-
sent and to which it will respond. By default, the imask setting is 255.255.255.255, which
means that each real and virtual server represents a single | P address. An imask setting of
255.255.255.0 would mean that each real and virtual server represents 256 |P addresses. For
example, consider the following:

B A virtual server isconfigured with an IP address of 172.16.10.1.
B Real servers 172.16.20.1 and 172.16.30.1 are assigned to service the virtual server.
B Theimask is set to 255.255.255.0.

If the client request was sent to virtual server | P address 172.16.10.45, the unmasked portion of
the virtual server |P address (0.0.0.45) gets mapped directly to whichever real 1P addressis
selected by the Server Load Balancing algorithm. Thus, the request would be sent to either
172.16.20.45 or 172.16.30.45.

[ cfglslbl/adv/script <script number>
Scriptable Health Checks Configuration

NOTE — The script number (1-8) represents the script you wish to modify.

[Health Script 1 Menu]
open - Add open conmand to end of script
send - Add send conmand to end of script
expect - Add expect command to end of script
cl ose - Add cl ose command to end of script
renove - Renpve |ast command from script
delete - Delete script
current - Display current script configuration

Scriptable health checks provide a robust and extensible way to health check a group of serv-
ers. Users can use scripts to define their own health checks rather than rely on hard-coded
health checks that may not meet their particul ar needs.

The approach introduces ASCl-based scriptsto control how a group of servers are health
checked. Only TCP services can be health checked, since UDP protocols are usually not
ASCII-based.
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A very rudimentary interface controls the addition and deletion of ASCII commandsto each
script. New commands are added and removed from the end of the script. Commands exist to
open a connection to aspecific TCP port, send an ASCII request to the server, expect an ASCI|
string, and close a connection. The string configured with an expect command is searched
for in each response packet. If it is not seen in any response packet before thereal server health
check interval expires, the server does not passthe expect step and fails the health check.

A script can contain any number of these commands, up to the allowable number of characters
that a script supports.

Example:

Current health script 1:
open 80
send GET / HTTP/1.0\r\n\r\n
expect HTTP/ 1.0 200
cl ose

The ability to use a script to health check a real server group was
added:

>> Real server group 1# health ?
Usage: health
i cnp| tcp| http| dns| pop3| snt p| nnt p| ftp|imap]|radi us|sslh|script<n>
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[cfglvrrp
VRRP Configuration

[Virtual Router Redundancy Protocol Menu]
vr - VRRP Virtual Router menu
group - VRRP Virtual Router G oup nenu
if - VRRP Interface menu
track - VRRP Priority Tracking nenu
hot stan - Enabl e/ di sabl e hot -standby processing
on - G@obally turn VRRP ON
of f - Gobally turn VRRP OFF
current - Display current VRRP configuration

Virtual Router Redundancy Protocol (VRRP) on Alteon Web switches provides redundancy
between routersin aLAN. If the master fails, abackup virtual routers assumes routing authority
and takes control of the shared virtual router |P address. Thisis set up by configuring the same
virtual router |P address and 1D number on each participating VRRP-capable routing device.

Table 6-65 Virtual Router Redundancy Protocol Menu Options (/cfg/vrrp)

Command Syntax and Usage

VI <virtual router number (1-1024)>

Displaysthe VRRP Virtual Router Menu. This menu is used for configuring up to 1024 virtual
routers on the switch. To view menu options, see page 243.

group
Displays the VRRP Virtua Router Group Menu. To view menu options, see page 247.

i f <interface number (1-1024)>

Displaysthe VRRP Virtua Router Interface Menu. Thismenu is used for setting VRRP authenti-
cation parameters for up to 1024 IP interfaces. To view menu options, see page 250.

track

Displays the VRRP Tracking Menu. This menu is used for weighting the criteria used when modi-
fying priority levels in the master router election process. To view the menu options, see page 249.

on
Globally enables VRRP on this switch.

of f
Globally disables VRRP on this switch.

current
Displays the current VRRP parameters.
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[ cfglvrrp/vr <virtual router number>
Virtual Router Configuration

NOTE — The virtual router number (1-1024) represents the virtual router you wish to config-

ure.

vrid -
addr -
if -
prio -
adver -
preem -
share
track -
enabl e -

di sabl e -
del ete -

current -

[VRRP Virtual Router 1 Menu]

Set virtual router ID

Set | P address

Set interface nunber

Set renter priority

Set advertisenent interval
Enabl es or di sabl es preenption
Enabl es or di sabl es sharing
Priority tracki ng nenu

Enabl e virtual router

Di sable virtual router

Del ete virtual router

Di splay current VRRP virtual router configuration

This menu is used for configuring up to 1024 possible virtual routers for this switch. A virtual router
is defined by itsvirtual router ID and I P address. On each VRRP-capabl e routing device participating in
redundancy for this virtual router, avirtual router will be configured to share the same virtual router

ID and IP address.

Table 6-66 VRRP Virtual Router Menu Options (/cfg/vrrp/vr)

Command Syntax and Usage

vrid <virtual router ID (1-255)>
Defines the virtual router ID. Thisis used in conjunction with the | P address to define a virtua
router on this switch. To create apool of VRRP-enabled routing devices that can provide redun-
dancy to each other, each participating VRRP device must be configured with the same virtual
router—one that shares the same Virtual Router ID (VRID) and | P address combination.
The VRID for standard virtual routers (where the virtual router |P address is not the same as any
virtual server) can be any integer between 1 and 255.

All VRID values must be unique within the VLAN to which the virtual router’s IP interface

belongs.

addr <IP address, such as 192.114.17.101>

Definesthe |P address for this virtual router using dotted decimal notation. This P addressis used
in conjunction with the VRID to configure the same virtual router on each participating VRRP
device. The default addressis 0.0.0.0.
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Table 6-66 VRRP Virtual Router Menu Options (/cfg/vrrp/vr) (Continued)

Command Syntax and Usage

i f <interface number (1-1024)>
Selects aswitch IPinterface (from 1 to 1024). If the | P interface has the same Virtual Router IP
address asthe addr option above, this switch is considered the “owner” of the defined virtual
router. An owner has a special priority of 255 (highest) and will always assume the role of master
router, even if it must preempt another virtual router that has assumed master routing authority.
This preemption occurs even if the pr eemoption is disabled.

0 <priority (1-254)>
Defines the election priority bias for thisvirtual server. This can be any integer from 1to 254. The
default valueis 100.

During the master router election process, the routing device with the highest virtual router priority
number wins. If thereis atie, the device with the highest IP interface addresswins. If this virtual
router’s |P address (addr ) is the same as the one used by the | P interface, the priority for this vir-
tual router will automatically be set to 255.

When priority tracking isused (/ cf g/ vrrp/ track or/ cf g/ vrrp/ vr # track), thisbase
priority value can be modified according to anumber of performance and operational criteria.

pri

adver <seconds (1-255)>

Defines the time interval between VRRP master advertisements. The rangeis from 1 to 255 sec-
onds. The default is 1.

preem di sabl elenabl e (dle)
Enables or disables master preemption. When enabled, if this virtual router isin backup mode but
has a higher priority than the current master, thisvirtual router will preempt the lower priority mas-
ter and assume control.

Even when pr eemisdisabled, this virtual router will always preempt any other master if this
switch isthe owner (the IP interface address and virtual router addr arethe same). By default, this
option is enabled.

shar e di sabl elenabl e (dje)
Enables or disables virtual router sharing, an Alteon WebhSystems proprietary extension to VRRP.
When enabled, this switch will process any traffic addressed to this virtual router, even when in
backup mode. By default, this option is enabled.

track
Displays the VRRP Priority Tracking Menu for this virtual router. Tracking is an Alteon Web-
Systems proprietary extension to VRRP, used for modifying the standard priority system and for
electing the master router. Tracking is not needed if sharing is enabled. For more information, see
“Virtual Router Priority Tracking Configuration” on page 245.

enabl e
Enables this virtual router.
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Table 6-66 VRRP Virtual Router Menu Options (/cfg/vrrp/vr) (Continued)

Command Syntax and Usage

di sabl e
Disablesthisvirtual router.

del ete
Deletes this virtua router from the switch configuration.

current
Displays the current configuration information for this virtual router.

[ cfglvrrp/vr <virtual router number>/track
Virtual Router Priority Tracking Configuration

NOTE — The virtual router number (1-1024) represents the virtual router of the priority track-
ing you wish to configure.

[VRRP Virtual Router 1 Priority Tracking Menu]
vrs - Enabl es or disables tracking other virtual routers
ifs - Enabl es or disables tracking other interfaces
ports - Enabl es or disables tracking VLAN switch ports
| 4pt s - Enabl es or disables tracking L4 switch ports
real s - Enabl es or disables tracking L4 real servers
hsrp - Enabl es or disables tracking HSRP
current - Display current VRRP virtual router configuration

This menu is used for modifying the priority system used when electing the master router from
apool of virtual routers. Various tracking criteria can be used to bias the election results. Each
time one of the tracking criteriais met, the priority level for the virtual router isincreased by an
amount defined through the VRRP Tracking Menu (see page 251).

Criteria are tracked dynamically, continuously updating virtual router priority levels when
enabled. If the virtual router preemption option (see pr eemin Table 6-66 on page 243) is
enabled, this virtual router can assume master routing authority when its priority level rises
above that of the current master.
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Some tracking criteria (virtual routers, interfaces and ports) apply to standard virtual routers,
also called virtual interface routers. Other tracking criteria (Layer 4 switch ports, real servers
and HSRP) apply to extended virtual routers, or virtual server routers, which perform Layer 4
server load balancing functions in addition to their standard VRRP operation. A virtual server
router is defined as any virtual router whose P address is the same as any configured virtual
server |P address.

Table 6-67 VRRP Priority Tracking Menu Options (/cfg/vrrp/vr #/track)

Command Syntax and Usage

vrs di sabl elenabl e (d|e)
When enabled, the priority for this virtual router will be increased for each virtual router in master
mode on this switch. Thisis useful for ensuring that traffic for any particular client/server pairing
are handled by the same switch, increasing routing and |oad-balancing efficiency.

i fs di sabl elenabl e (dle)
When enabled, the priority for thisvirtua router will be increased for each IP interface active on
this switch. An IPinterface is considered active when there is at |east one active port on the same
VLAN. This helps elect the virtual routers with the most available routes as the master. This com-
mand is disabled by default.

ports di sabl elenabl e (dje)
When enabled, the priority for thisvirtual router will be increased for each active port on the same
VLAN. This helps elect the virtual routers with the most available ports as the master. This com-
mand is disabled by default.

| 4pt s di sabl elenabl e (dje)
When enabled for virtual server routers, the priority for this virtual router will be increased for
each physical switch port which has active Layer 4 processing on this switch. This helps elect the
main Layer 4 switch as the master. This command is disabled by default.

real s di sabl elenabl e (dle)
When enabled for virtual server routers, the priority for this virtual router will be increased for
each healthy real server behind the virtual server |P address of the same | P address as the virtual
router on this switch. This helps elect the switch with the largest server pool as the master, increas-
ing Layer 4 efficiency. This command is disabled by default.

hsrp di sabl elenabl e (dje)
Hot Standby Router Protocol (HSRP) is used with some types of routers for establishing router
failover. In networks were HSRP is used, enable this switch option to increase the priority of this
virtual router for each Layer 4 client-only port that receives HSRP advertisements. Enabling hsr p
helps elect the switch closest to the master HSRP router as the master, optimizing routing effi-
ciency. This command is disabled by default.

current
Displays the current configuration for priority tracking for this virtual router.
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[ cfglvrrp/group

Virtual Router Group Configuration

[VRRP Virtual Router G oup Menu]
track - Priority tracking nenu
vrid - Set virtual router ID
if - Set interface nunber
prio - Set renter priority
adver - Set advertisenent interval
preem - Enabl e/ di sabl e preenption
share - Enabl e/ di sabl e sharing
enable - Enable virtual router
di sable - Disable virtual router
delete - Delete virtual router
current - Display current VRRP virtual router configuration

The menu allows you to configure the virtual router group.

Table 6-68 Virtual Router Group Menu Options (/cfg/vrrp/group)

Command Syntax and Usage

track
Displays the Priority Tracking Menu. To view the menu options, see page 249.

vri d <virtual router 1D (1-255)>
Definesthe virtua router ID.

i f <interface number (1-1024)>
Selects a switch IP interface number.

pri o <priority (1-254)>
Setsthe renter priority. A renter is aVRRP router that does not own the IP address it uses.

adver <1-255>

Defines the time interval between VRRP master advertisementsin seconds. The value rangeis
from 1 to 255. The default valueis 1 second.

pr eemdi sabl elenabl e (dle)
Enables or disables master preemption. When enabled, if this virtual router isin backup mode but
has a higher priority than the current master, thisvirtual router will preempt the lower priority mas-
ter and assume control.

Even when pr eemisdisabled, this virtual router will always preempt any other master if this
switch isthe owner (the IP interface address and virtual router address are the same). By defaullt,
this option is enabled.
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Table 6-68 Virtual Router Group Menu Options (/cfg/vrrp/group) (Continued)

Command Syntax and Usage

shar e di sabl elenabl e (dle)
Enables or disables virtual router sharing. When enabled, a master/slave pair of switches share the
workload. If the slave receives arequest, it will process that request instead of forwarding it to the
master switch.

enabl e
Enables the virtual router group.

di sabl e
Disablesthe virtual router group.

del ete
Deletes the virtual router group.

current
Displays the current configuration information for the virtual router group.
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[ cfglvrrp/group/track

Virtual Router Group Priority Tracking Configuration

[VRRP Virtual Router Priority Tracking Menu]
vrs - Enabl e/ di sabl e tracking master virtual routers
ifs - Enabl e/ di sabl e tracking other interfaces
ports - Enabl e/ di sabl e tracking VLAN switch ports
| 4pt s - Enabl e/ di sabl e tracking L4 switch ports
real s - Enabl e/ di sabl e tracking L4 real servers
hsrp - Enabl e/ di sabl e tracki ng HSRP
current - Display current VRRP virtual router configuration

Tracking only affects hot-standby and active-standby configurations. It has no effect when
sharing (active-active) configurations are used.

For tracking to have an effect on virtual router operation, preemption must be enabled (/ cf g/
vrrp/vr).

Table 6-69 Virtual Priority Tracking Menu Options (/cfg/vrrp/group/track)

Command Syntax and Usage

vrs di sabl elenabl e (d|e)
When enabled, the priority for this virtual router will be increased for each virtua router in master
mode on this switch. Thisis useful for ensuring that traffic for any particular client/server pairing
is handled by the same switch, increasing routing and load balancing efficiency. This command is
disabled by default.

i fs di sabl elenabl e (dle)
When enabled, the priority for thisvirtual router will be increased for each other IP interface active
on this switch. An IP interface is considered active when thereis at least one active port on the
same VLAN. This helps elect the virtual routers with the most available routes as the master. This
command is disabled by default.

ports di sabl elenabl e (dle)
When enabled, the priority for thisvirtual router will be increased for each active port on the same
VLAN. This helps elect the virtual routers with the most available ports as the master. This com-
mand is disabled by default.

| 4pt s di sabl elenabl e (dle)
When enabled for virtual server routers, the priority for this virtual router will be increased for
each physical switch port which has active Layer 4 processing on this switch. This helps elect the
main Layer 4 switch as the master. This command is disabled by default.
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Table 6-69 Virtual Priority Tracking Menu Options (/cfg/vrrp/group/track)

Command Syntax and Usage

real s di sabl elenabl e (dle)
When enabled for virtual server routers, the priority for this virtual router will be increased for
each healthy real server behind the virtual server |P address of the same | P address as the virtual
router on this switch. This helps elect the switch with the largest server pool as the master, increas-
ing Layer 4 efficiency. This command is disabled by default.

hsrp di sabl elenabl e (dje)
Hot Standby Router Protocol (HSRP) is used with some types of routers for establishing router
failover. In networks were HSRP is used, enable this switch option to increase the priority of this
virtual router for each Layer 4 client-only port that receives HSRP advertisements. Enabling HSRP
helps elect the switch closest to the master HSRP router as the master, optimizing routing effi-
ciency. This command is disabled by default.

current
Displays the current configuration for priority tracking for this virtual router.

[cfgl/vrrp/if <interface number>
VRRP Interface Configuration

NOTE — The interface number (1-1024) represents the | P interface on which authentication
parameters must be configured.

[VRRP Interface 1 Menu]

aut h - Set authentication types
passw - Set plain-text password
delete - Delete interface

current - Display current VRRP interface configuration

This menu is used for configuring V RRP authentication parameters for the I P interfaces used
with the virtual routers.

Table 6-70 VRRP Interface Menu Options (/cfg/vrrp/if).

Command Syntax and Usage

aut h none|password
Defines the type of authentication:

® none No authentication used.
m password Password authentication will be used.
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Table 6-70 VRRP Interface Menu Options (/cfg/vrrpf/if).

Command Syntax and Usage

passw <password>

Defines a plain-text password up to eight characters long. This password will be added to each
VRRP packet transmitted by this interface when password authentication is chosen (seeaut h
above).

del et e

Clears the authentication configuration parameters for this IP interface. The IP interface itself is
not deleted.

current
Displays the current configuration for this | P interface’s authentication parameters.

[cfglvrrp/track

VRRP Tracking Configuration

[ VRRP Tracki ng Menu]
vrs - Set priority increnent for virtual router tracking
ifs - Set priority increnent for |P interface tracking
ports - Set priority increnent for VLAN switch port tracking
| 4pt s - Set priority increnent for L4 switch port tracking
real s - Set priority increnent for L4 real server tracking
hsrp - Set priority increnent for HSRP tracking
current - Display current VRRP Priority Tracking configuration

Thismenu is used for setting weights for the various criteria used to modify priority levels dur-
ing the master router election process. Each time one of the tracking criteriais met (“Virtua
Router Priority Tracking Configuration” on page 245), the priority level for the virtual router is
increased by an amount defined through this menu.

Table 6-71 VRRP Tracking Menu Options (/cfg/vrrp/track)

Command Syntax and Usage

VIrs <0-254>
Definesthe priority increment value (0 through 254) for virtual routersin master mode detected on
this switch. The default valueis 2.

i fs <0-254>
Defines the priority increment value (0 through 254) for active | P interfaces detected on this
switch. The default valueis 2.
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Table 6-71 VRRP Tracking Menu Options (/cfg/vrrp/track) (Continued)

Command Syntax and Usage

ports <0-254>

Defines the priority increment value (0 through 254) for active ports on the virtual router’sVLAN.
The default valueis 2.

| 4pts <0-254>

Defines the priority increment value (0 through 254) for physical switch portswith active Layer 4
processing. The default valueis 2.

real s <0-254>

Defines the priority increment value (0 through 254) for healthy rea servers behind the virtual
server router. The default valueis 2.

hsrp <0-254>
Defines the priority increment value (O through 254) for switch ports with Layer 4 client-only pro-
cessing that receive Hot Standby Router Protocol (HSRP) broadcasts. The default valueis 10.

current
Displays the current configuration of priority tracking increment values.

NOTE — These priority tracking options only define increment values. These options do not
affect the VRRP master router election process until options under the VRRP Virtual Router
Priority Tracking Menu (see page 245) are enabled.
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The Operations Menu

The Operations Menu is generally used for commands that immediately affect operation of the
switch but do not alter permanent switch configurations.

For example, you can use the Operations Menu to immediately disable a port (without the need
to apply or save the change), with the understanding that when the switch is reset, the port
returns to its normally configured operation.

To make permanent changes to switch configurations, use commands under Chapter 6, “The
Configuration Menu.”

[ oper
Operations Menu

[ Operations Menu]
port - Operational Port menu
sp - Operational SP menu
lcm - Operational LCM nmenu
slb - Operational Layer 4 nenu
vrrp - Operational Virtual Router Redundancy nenu
ip - Operational |P Menu
swkey - Enter key to enable software feature
r nkey - Enter software feature to be renpved

The commands of the Operations Menu enable you to alter switch operational characteristics
without affecting switch configuration.
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Table 7-1 Operations Menu Options (/oper)

Usage

port <portand slot number, such as b12>
Displays the Operational Port menu. To view menu options, see page 255.

sp
Displays the Operational Switch Processor menu. To view menu options, see page 256.

lcm
Displays the Operational Line-Card Module menu. To view menu options, see page 257.

sl b
Displays the Operational Layer 4 menu. To view menu options, see page 258.

vrrp

Displaysthe Operational Virtual Router Redundancy Protocol Menu. To view menu
options, see page 259.

ip
Displays the Operational 1P Menu. To view menu options, see page 259.

swkey
Enter the 16 digit key to activate an optional software feature, such as GSLB. For more
information, see page 260.

rmkey
This option is used for deactivating any optional software, such as GSLB. For more
information, see page 261.
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[ oper/ port <dot-number port-number>
Operations-Level Port Options

[ Operations Port 1 Menu]

up - Bring port up
down - Shut port down
rmon - Up/down RMON for port

current - Current port state

NOTE — Theena and di s commands, previously in Release 6.0, have been renamed up and
down. Theena and di s commands always apply to configuration, whereas up and down
always apply to operation.

Operations-level port options are used for temporarily disabling or enabling a port and for
changing RMON status on a port.

Table 7-2 Operations-Level Port Menu Options (/oper/port)

Command Syntax and Usage

up
Temporarily brings up the port. The port will be returned to its configured operation
mode when the switch is reset.

down

Temporarily brings down the port. The port will be returned to its configured operation
mode when the switch is reset.

rnon

Temporarily brings up/down RMON on the port. The port will be returned to its config-
ured operation mode when the switch is reset.

current
Displays the current operational status of the port.
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[ oper/sp
Operations-Level Switch Processor Options

[ SP Operations Menu]

up - Bring up one or all SPs
down - Shut down one or all SPs
post - Run PCST on one or all SPs

NOTE — The following commands will bring up or down all ports on the switch processor.

Table 7-3 Operations-Level Switch Processor Menu Options (/oper/sp)

Command Syntax and Usage

up <SP asport (such asb12) or index (such as x5)>
Temporarily brings up the specified switch processor.

down <SP asport (such asb12) or index (such as x5)>
Temporarily brings down the specified switch processor.

post <SP asport (such asbl2) or index (such as x5)>
Runs Power On Self Test (POST) on the specified switch processor.
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[ oper /| cm <module number>
Operations-Level Line Card Module Options

[ LCM Oper ati ons Menu]
up - Bring an LCM up
down - Shut an LCM down

Table 7-4 Operations-Level Switch Processor Menu Options (/oper/lcm)

Command Syntax and Usage

up <LCM index (A-D)>
Temporarily brings up the specified line card module (LCM).

down <LCM index (A-D)>
Temporarily brings down the specified line card module.
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[ oper/slb
Operations-Level SLB Options

[ Server Load Bal anci ng Qperations Menu]

synch - Synchronize SLB, FILT, and VRRP configuration on peers
enable - Enable real server

di sabl e - Disable real server

cl ear - Oear session table on port

current - Qurrent layer 4 operational state

When the optional Layer 4 software is enabled, the operations-level server load balancing
options are used for temporarily disabling or enabling real servers and synchronizing the con-
figuration between the switches.

The options are described in the following table:

Table 7-5 Server Load Balancing Operations Menu Options (/oper/slb)

Command Syntax and Usage

synch
Synchronizes the SLB, filter, and VRRP configuration on a peer switch (a switch that
owns the IP address). To take effect, VRRP must be globally enabled on the peer switch.

enabl e <real server number (1-1024)>

Temporarily enables areal server. Thereal server will be returned to its configured oper-
ation mode when the switch is reset.

di sabl e <real server number (1-1024)>

Temporarily disables areal server, removing it from operation within itsreal server
group and virtual server. Sessions are not sent to the real server and old sessions are
retained. The real server will be returned to its configured operation mode when the
switch isreset.

cl ear <port asslot and port, such asb12>

Clears the session table for a specific port and allows port filter changes to take effect
immediately. Note: This disrupts current Server Load Balancing and Application Redi-
rection sessions.

current
Displaysthe current SLB operational state.
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[ oper/vrrp
Operations-Level VRRP Options

[ VRRP Operations Menu]
back - Set virtual router to backup

This menu is used to force a master virtual router to become backup router.

Table 7-6 Virtual Router Redundancy Operations Menu Options (/oper/vrrp)

Command Syntax and Usage

back <virtual router number (1-1024)>

Forces the specified master virtual router on this switch into backup mode. Thisis gener-
ally used for passing master control back to a preferred switch once the preferred switch
has been returned to service after afailure. When this command is executed, the current
master gives up control and initiates a new election, by temporarily advertising its own
priority level as O (lowest). After the new election, the virtual router that had been forced
into backup mode by this command, will resume master control in the following cases:

m Thisswitch ownsthe virtual router (the IP addresses of the virtual router and its IP interface are
the same)

m This switch’svirtual router has a higher priority and preemption is enabled.

B There are no other virtua routers available to take master control.

[oper/ip
Operations-Level IP Options

[P Operations Menu]
bgp - Operational Border Gateway Protocol Menu

Table 7-7 Operations Level Ip Options (/oper/ip)

Command Syntax and Usage

bgp
Displays the Border Gateway Protocol menu. To view the menu options, see page 260.
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[ oper /i p/ bgp
Operations-Level BGP Options

[ Border Gateway Protocol Operations Menu]
start - Start peer session
stop - Stop peer session
current - Current BGP operational state

Table 7-8 Operations Level BGP Options (/oper/ip/bgp)

Command Syntax and Usage

start <peer number (1-16)>

Temporarily starts the peer session. The peer will be returned to its configured operation
mode when the switch is reset.

stop <peer number (1-16)>
Temporarily stops the peer session. The peer will be returned to its configured operation
mode when the switch is reset.

current
Displaysthe current state of the Border Gateway Protocol.

[ oper/ swkey
Activating Optional Software

The swkey option isused for activating any optional software you have purchased for your
switch.

Before you can activate optional software, you must obtain a software license from your
Alteon WebSystems representative or authorized reseller. One software license is needed for
each switch where the optional software isto be used. You will receive a Licence Certificate
for each software license purchased.

To obtain a software key, you must register each License Certificate with Alteon WebSystems,
and provide the MAC address of the Web OS switch that will run the optional software. Alteon
WebSystems will then provide a License Password.

NOTE — Each License Password will work only on the specific switch which has the MAC
address you provided when registering your Licence Certificate.
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Once you have received your License Password, perform the following actions:

1. After theswitch reboots, connect to the switch’s command lineinterface and log in asthe
administrator (see Chapter 1, “The Command Line Interface”).

2. AttheMi n# prompt, enter:

‘ Mai n# oper ‘

3. AttheQper ati ons# prompt, enter:

‘ Oper ati ons# swkey ‘

4. When prompted, enter your 16-digit software key code. For example:

‘ Enter Software Key: 123456789ABCDEF ‘

If the correct code is entered, you will see the following message:

Valid software key entered.
Sof tware feature enabl ed.

[ oper/rnkey
Removing Optional Software

Ther nkey option is used for deactivating any optional software. Deactivated software is still
present in switch memory and can be reactivated at any later time.

To deactivate optional software, enter the following at the Operations Menu:

Oper ati ons# rnkey

When prompted, enter the code for software to be removed. For example:

Enter Software Feature to be renoved [L4]: |14
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The Boot Options Menu

To use the Boot Options Menu, you must be logged in to the switch as the administrator. The
Boot Options Menu provides the following options:

B Sdlecting a switch software image to be used when the switch is next reset
B Sedlecting a configuration block to be used when the switch is next reset
B Downloading a new software image to the switch via TFTP

To access the Boot Options Menu, at the Main Menu prompt, enter:

Mai n# boot

The Boot Options Menu is displayed:

[ Boot Options Menu]
i mge - Select software inage to use on next boot
config - Select config block to use on next boot
tftp - Downl oad new software i mage via TFTP
reset - Reset switch [WARNI NG Restarts Spanni ng Tree]
cur - Display current boot options

Each of these optionsis discussed in greater detail in the following sections.
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Updating the Switch Software Image

The switch software image is the executabl e code running on the switch. A version of the
image ships with the switch and comes pre installed on the device. As new versions of the
image are rel eased, you can upgrade the software running on your switch.

Upgrading the software image on your switch requires the following:
B L oading the new image from the CD-ROM onto a TFTP server on your network

B Downloading the new image from the TFTP server to your switch

B Sdlecting the new software image to be loaded into switch memory the next time the
switch isreset

Downloading New Software to Your Switch

The switch can store up to two different software images, calledi nagel andi nage?2. The
switch also stores boot software, called boot . When you download new software, you must
specify where it should be placed: either intoi nmagel, i nage2, or boot .

For example, if your activeimageis currently loaded intoi nagel, you would probably load
the new image software into i mage2. This lets you test the new software and rel oad the origi-
nal activeimage (stored ini nage1l), if needed.

To download the new software to your switch, you will need the following:

B Theimage or boot software loaded on a TFTP server on your network
B The hostname or IP address of the TFTP server

B The name of the new software image or boot file

NOTE — The DNS parameters must be configured if specifying hostnames. See “Domain Name
System Configuration” on page 206).
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When the above requirements are met, use the following procedure to download the new soft-
ware to your switch.

1. AttheBoot Opti ons# prompt, enter:

Boot Options# tftp ‘

2. Enter the name of the switch softwareto be replaced.

To minimize mistakes, you must type the full name (“imagel”, “image2”, or “boot”).

‘ Enter software inmage to be replaced [inmagel|image2| boot]: ‘

3. Enter thehostnameor |P address of the TFTP server.

‘ Enter hostnanme or | P address of TFTP server: ‘

4. Enter the name of the new software file on the server.

‘ Enter nanme of file on TFTP server: ‘

The exact form of the name will vary by TFTP server. However, the file location is normally
relative to the TFTP directory (usualy / t f t pboot ).

5. Thesystem promptsyou to confirm your request.

You should next select a software image to run, as described below.
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Selecting a Software Image to Run

You can select which software image (i magel or i mage2) you want to run in switch mem-
ory for the next reboot.

1. AttheBoot Opti ons# prompt, enter:

Boot Options# i mage

2. Enter the name of theimage you want the switch to use upon the next boot.

The system informs you as to which image is currently set to be loaded at the next reset and
prompts you to enter a new choice:

Currently set to use software "inage2" on next boot.
Specify new i nage to use [inagel|inage2]:

" ow

To minimize mistakes, you must type the full name (“imagel”, “image2”, or “boot”).
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Selecting a Configuration Block

When you make configuration changes to the switch, you must save the changes so that they
are retained beyond the next time the switch is reset. When you perform the save command,
your new configuration changes are placed in the active configuration block. The previous
configuration is copied into the backup configuration block.

Thereisalso afactory configuration block. Thisholdsthe default configuration set by the factory
when your switch was constructed. Under certain circumstances, it may be desirable to reset the
switch configuration to the default. This can be useful when a custom-configured switch is
moved to a network environment where it will be reconfigured for a different purpose.

Use the following procedure to set which configuration block you want the switch to load the
next timeit is reset:

At the Boot Opti ons# prompt, enter:

Boot Options# config

Enter the name of the configuration block you want the switch to use:

The system informs you which configuration block is currently set to be loaded at the next
reset and prompts you to enter a new choice:

Currently set to use active configuration block on next reset.
Specify new block to use [active|backup|factory]:
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Resetting the Switch

You can reset the switch to make your software image file and configuration block changes occur.

NOTE — Resetting the switch causes the Spanning Tree Protocol to restart. This process can be
lengthy, depending on the topology of your network.

To reset the switch, at the Boot Opt i ons# prompt, enter:

>> Boot Options# reset

You are prompted to confirm your request.
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The Maintenance Menu

The Maintenance Menu is used to manage dump information and forward database informa-
tion. It also includes a debugging menu to help with troubleshooting.

NOTE — To use the Maintenance Menu, you must be logged in to the switch as the administra-

tor.

[ mai nt

Maintenance Menu

dunp -
sys -
sp -
fdb -
debug -
arp -
route -
pani c -
tsdunp -

[ Mai nt enance Menu]

FLASH Dunp Mani pul ati on Menu

Syst em Mai nt enance Menu

SP Mai nt enance Menu

Forwar di ng Dat abase Mani pul ati on Menu
Debuggi ng Menu

ARP Cache Mani pul ati on Menu

I P Route Mani pul ati on Menu

Dump MP information to FLASH and reboot
Tech support dump

Dump information containsinternal switch state datathat is written to FLASH memory on the
switch after any one of the following occurs:

B The switch administrator forces a switch panic. The pani ¢ option, found in the Mainte-
nance Menu, causes the switch to dump state information to FLASH memory, and then
causes the switch to reboot.

B The switch administrator enters the switch reset key combination on a device attached to
the console port. The switch reset key combination is <Shift-Ctrl-6>.

B Thewatchdog timer forces a switch reset. The purpose of the watchdog timer isto reboot
the switch if the switch software freezes.

B The switch detects a hardware or software problem that requires a reboot.
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Table 9-1 Maintenance Menu Options (/maint)

Command Syntax and Usage

dunp
Displays the FLASH Dump Manipulation Menu. To view menu options, see page 271.

sys
Displays the System Maintenance Menu. To view menu options, see page 274.

sp <port number, such asb12>
Displays the SP Maintenance Menu. To view menu options, see page 275.

f db

Displays the Forwarding Database Manipulation Menu. To view menu options, see
page 275.

debug
Displays the Debugging Menu. To view menu options, see page 277.

arp
Displays the ARP Cache Manipulation Menu. To view menu options, see page 279.

route
Displays the IP Route Manipulation Menu. To view menu options, see page 281.

pani c
Dumps MP information to FLASH and reboots. For more information, see page 282.

t sdunp
Dumps all switch information, statistics, and configurations.
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[ mai nt / dunp
FLASH Dump Manipulation Options

[ Dunp Menu]
current - Display currently-avail abl e FLASH dunps
uuout - Uuencode a FLASH dunmp to standard out
tftp - TFTP a FLASH dunmp to tftpserver
delete - Delete a FLASH dunp
nksave - Mark a FLASH dunp as "saved"

Table 9-2 FLASH Dump Maintenance Menu Options (/maint/dump)

Command Syntax and Usage

current
Displays currently available FLASH dumps. Information similar to the following is
shown:
i ndex MP/SP ver date and tine taken cause state
0 MP 1 11: 08: 56 Thu May 25, 2000 W DOG unr ead
uuout

Uuencodes a FLASH dump to standard out. For more information, see page 272.

tftp
Sends a FLASH dump to a TFTP server. For more information, see page 273.

del ete
Deletes a FLASH dump. For more information, see page 273.

nksave
Marksa FLASH dump as “saved.” A new dumpiscalled UNREAD, and it will not be
overlaid with alater dump until it has been read (with uuout or TFTP), or deleted.
Marking a dump as SAVED will prevent it from being overlaid, even after it is read.
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[ mai nt / dunp/ uuout
Uuencode FLASH Dump

Using this command, dump information is presented in uuencoded format. This format makes
it easy to capture the dump information as afile or astring of characters. You can then contact
Alteon WebSystems Customer Support for help in analyzing the information.

If you want to capture dump information to afile, set your communication software on your
workstation to capture session data prior to issuing the uuout command. Thiswill ensure that
you do not lose any information. Once entered, the uuout command will cause datato be dis-
played on your screen and copied into the file.

Using the uuout command, dump information can be read multiple times. The command
does not cause the information to be updated or cleared from FLASH memory.

NOTE — Dump information is not cleared automatically. In order for any subsequent dump
information to be written to FLASH memory, you must manually clear the dump region. For
more information on clearing the dump region, see “Clearing Dump Information” on page 273.

To access dump information, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# dunp/ uuout ‘

The dump information is displayed on your screen and, if you have configured your communi-
cation software to do so, captured to afile. If the dump region is empty, the following appears:

‘ No FLASH dunp avail abl e. ‘
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[ mai nt/ dunp/tftp server/filename
TFTP System Dump Put

Use this command to put (save) the system dump to a server viaTFTP.

NOTE — If the TFTP server isrunning SunOS or the Solaris operating system, the specified tar-
get dump file must exist prior to executing thet f t p command and must be writable (set with
proper permission, and not locked by any application). The contents of the specified file will
be replaced with the current dump data.

To save dump information viaTFTPR, at the Dunp# prompt, enter:

Mai ntenance# tftp server filename

where server isthe TFTP server |P address or hostname, and filename is the target dump file.

[ mai nt/ dunp/ del et e
Clearing Dump Information

To clear dump information from FLASH memory, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# del ete
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[ mai nt/sys
System Maintenance Options

This menu isreserved for use by Alteon WebSystems Customer Support. The options are used
to perform system debugging.

[ System Mai nt enance Menu]

S - Display software build information
flags - Set NVRAM flag word; "bits" to list bits
t mask - Set current MP trace nask

sptmask - Set default SP trace nask

Table 9-3 System Maintenance Menu Options (/maint/sys)

Command Syntax and Usage

SW
Displays software build information. To view a sample, see page 275.

flags
Setsan NVRAM flag word that can be used by Customer Support to turn on special mes-
sages or additional information used for debugging purposes. Enter the flag in hexadeci-
mal or standard format.

t mask
Sets the current Management Processor trace mask that can be used by Customer Sup-
port to turn on special messages or additional information used for debugging purposes.
Enter the mask in hexadecimal or standard format.

spt msk
Sets the default Switch Processor trace mask that can be used by Customer Support to
turn on special messages or additional information used for debugging purposes. Enter
the mask in hexidecimal or standard format.
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[ mai nt/sys/sw
Software Build Information

Software build information:
Software build information:
FW VERSI ON: #2 Thu Jun 22 14:05:57 PDT 2000
FW COWPI LE_TI ME: 14: 05: 57
FW COWPI LE_BY: devrcs
FW SANDBOX: / proj ects/ sandbox/gne_7_0_24/src
FW COWI LER: gcc version 2.7.2

[ mai nt/sp <switch processor index>
Switch Processor Maintenance Options

[Maint SP index 2 (port A3) Menu]
t mask - Tenporarily set SP's trace nask

Table 9-4 Switch Processor Maintenance Menu Options (/maint/sp)

Command Syntax and Usage

t mask

Temporarily setsthe switch processor’s trace mask, which can be used by Customer Sup-
port to turn on special messages or additional information used for debugging purposes.

[ mai nt/fdb

Forwarding Database Options

[ FDB Mani pul ati on Menu]
find - Show a single FDB entry by MAC address
port - Show FDB entries for a single port
vl an - Show FDB entries for a single VLAN
dunp - Show all FDB entries
count - Show count of FDB entries
delete - Delete an FDB entry
cl ear - Clear entire FDB
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The Forwarding Database Manipulation Menu can be used to view forwarding database
entries, find entries based on MAC address, port, VLAN, and switch processor. It can also be
used to delete a MAC address from the forwarding database or clear the entire forwarding
database. Thisis helpful in identifying problems associated with MAC address learning and
packet forwarding decisions.

Table 9-5 FDB Manipulation Menu Options (/maint/fdb)

Command Syntax and Usage

find <MAC address> <VLAN>
Displays a single database entry by its MAC address. Enter the MAC address using the

format: XX: XX: XX: XX: XX: XX.
For example: 08: 00: 20: 12: 34: 56.

You can also enter the MAC address using the format: XXXXXXXXXXXX.
For example: 080020123456.

port <port number and slot number, (such as bl12)>
Displays all FDB entries for a particular port.

vl an <VLAN number (1-4094)>
Displaysall FDB entrieson asingle VLAN.

dunp
Displaysall entriesin the FDB. For more information, see page 64.

count
Displaysthe count of all FDB entries.

del et e <MAC address> <VLAN>
Removes asingle FDB entry.

cl ear
Clears the entire FDB from switch memory.
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/ mai nt/ debug
Debugging Options

[ M scel | aneous Debug Menu]

t buf - Display MP trace buffer
xt buf - Display MP XTRACE buffer
sptbuf - Display SP trace buffer

spxtbuf - Display SP XTRACE buffer

The Miscellaneous Debug Menu displays trace buffer information about events that can be
helpful in understanding switch operation. You can view the following information using the
debug menu:

B Eventstraced by the Management Processor (MP)
B Eventstraced by a Switch Processor (SP)
B Eventstraced to a buffer areawhen areset occurs

If the switch resets because of a crash, the MP trace buffer is saved into the MP dump, and the
SP trace buffer is saved into the SP dump, both of which are written to FLASH. No trace buff-
ersare saved if the switch is powered off.

The output from these commands can be interpreted by the Alteon WebSystems Customer
Support organization.
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Table 2 Miscellaneous Debug Menu Options (/maint/debug)

Command Syntax and Usage

t buf

Displays the Management Processor trace buffer. The MP trace buffer displays normal
traces containing detailed operational events that may give details about what events
were occurring at the moment of a crash.

Header information similar to the following is shown:
MP trace buffer at 18:46:10 Thu Jun 29, 2000; nask: OxO01dff 6df
The buffer information is displayed after the header.

xt buf

Displays the Management Processor xtrace buffer. The MP xtrace buffer displays more
significant operational events going back further in time.

Header information similar to the following is shown:
MP XTRACE buffer at 18:48:16 Thu Jun 29, 2000
The buffer information is displayed after the header

spt b <sdlot-number port-number (such asbl12)>

Displays the Switch Processor trace buffer. The SP trace buffer displays normal traces
containing detailed operational eventsthat may give details about what events were
occuring at the moment of a switch processor crash.

Header information similar to the following is shown:
SP index O (Al) at 18:48:26 Thu Jun 29, 2000; nask: 0x01dff6df
The buffer information is displayed after the header.

spxt buf <dot-number port-number (such as bl12)>

Displays the Switch Processor xtrace buffer. To view a sample, see “/maint/debug/spxt-
buf” on page 279.
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[ mai nt / debug/ spxt buf
SP Xtrace Buffer

Following isa sample of the output of the SP trace buffer. Thefirst column isthe label, column
threeisthe internal time stamp, and columns two and four through seven are debug informa-
tion.

>> M scel | aneous Debug# spx al

SP index 0 (Al) XTRACE buffer at 19:18:00 Mon Mar 12, 2001
ST_PATH 17000000 0018475a 00000000 00000000 000083d4 00000036
ST_PATH 17000000 001655bc 00000000 00000000 0002776e 00000026

[maint/arp
ARP Cache Options

[ Address Resol ution Protocol Menu]
find - Show a single ARP entry by | P address
port - Show ARP entries on a single port
refsp - Show ARP entries referenced by a single port
vl an - Show ARP entries on a single VLAN
add - Add a permanent ARP entry
delete - Delete an ARP entry
cl ear - Clear ARP cache
dunp - Show all ARP entries
addr - Show ARP address |i st

Table 9-6 Address Resolution Protocol Menu Options (/maint/arp)

Command Syntax and Usage

find <IPaddress, such as192.4.17.101>
Shows asingle ARP entry by IP address.

port <slot-number port-number>
Shows ARP entries on asingle port.

ref sp <dot-number port-number>
Shows all ARP entries referenced by a single port.

vl an <1-4094>
Shows ARP entrieson asingle VLAN.
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Table 9-6 Address Resolution Protocol Menu Options (/maint/arp)

Command Syntax and Usage

add <IP address> <MAC address> <VLAN number> <port> <interface>
Adds a permanent ARP entry from switch memory.

del et e <IP address, such as192.4.17.101>
Removes asingle ARP entry from switch memory.

cl ear
Clearsthe entire ARP list from switch memory.

dunp
Shows all ARP entries.

addr
Shows thelist of 1P addresses to which the switch will respond for ARP requests.

NoTE — To display all ARP entries currently held in the switch, or aportion according to one
of the options listed on the menu above (f i nd, port, vl an, r ef pt, dunp), you can also
refer to “ARP Information” on page 62.
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/[ mai nt/route
IP Route Manipulation

[1P Routing Menu]
find - Show a single route by destination |P address
gw - Show routes to a single gateway
type - Show routes of a single type
tag - Show routes of a single tag
if - Show routes on a single interface
cl ear - Clear route table
dunp - Show all routes

Table 9-7 IP Route Manipulation Menu Options (/maint/route)

Command Syntax and Usage

find <IPaddress(suchas192.4.17.101)>
Shows a single route by destination 1P address.

gw <default gateway address, such as 192.4.17.44>
Shows routes to a single gateway.

type indirect|direct]|l ocal | broadcast |marti an|mul ti cast
Shows routes of the selected type.

tag
fixed|st ati c|snnpl|addr |ri plospf Jogpl|i cnplbr oadcast |marti anjmul ti -
cast |[dynam ¢

Shows routes of the selected tag.

i f <1-1024>
Shows routes on the selected interface.

cl ear
Clears the route table from switch memory.

dunp
Shows al routes.

NOTE — To display al routes, you can also refer to “IP Routing Information” on page 71.
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[ mai nt/ pani c
Panic Command

The pani ¢ command causes the switch to immediately dump state information to FLASH
memory and automatically reboot.

To select pani ¢, at the Mai nt enance# prompt, enter:

‘ Mai nt enance# pani c ‘

Enter y to confirm the command:

‘ Confirmdunp and reboot [y/n]: y ‘

The following messages are displayed:

Starting system dunp. .. done.

Reboot at 11:54:08 Thursday January 31, 2001...
Boot version 1.0.1

Al teon 708

Reboot ed because of consol e PAN C conmmand.

Booting conplete 11:55:01 Thursday January 31, 2001:

Alteon Systems
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[ mai nt/tsdunp
Tech Support Dump

The tsdump command is used to provide Alteon WebSystems technical support with al avail-
able system information. It causes the switch to dump the following information to FLASH
memory:

B /info/dump
B /stats/dump

B /cfg/dump
To select t sdunp, at the Mai nt enance# prompt, enter:

Mai nt enance# tsdunp

Enter y to confirm the command:

Confirmdunping all information, statistics, and configuration
Lyln]:y

All information about the switch will be displayed. Save the dumped information from your
console into atext file, and then email it to Alteon WebSystems Technical Support for evalua-
tion.

Unscheduled System Dumps

If there is an unscheduled system dump to FLASH memory, the following message is dis-
played when you log on to the switch:.

Note: A system dunp exists in FLASH. The dunp was saved
at 13:43:22 Fri Jun 23, 2000. Use /nmaint/dunp/uuout to
extract the dunmp for analysis and /nmaint/dunp/delete to
clear the FLASH regi on. The region nust be cleared
bef ore anot her dunp can be taken.
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CHAPTER 10
Troubleshooting

This chapter describes the most common problems that might occur with the switch, lists the
probabl e causes for the problems, and defines possible solutions.

Definitions

B Management Processor (MP)

MP isthe processor that handles management of the switch. It processes the CLI, Telnet,
SNMP operation, and Spanning Tree.

B Switch Processor (SP)

SPisthe switch processor that processes both switched user frames and switched manage-
ment frames.

B Forwarding Database (FDB)
Thisisthe database of learned and being-learned MAC addresses.

B Spanning Tree Protocol (STP)

STPisthe | EEE 802.1d-specified loop prevention protocol widely used in Ethernet bridge
networks.

B Bridge Protocol Data Unit (BPDU)

BPDU are frames used to convey Spanning Tree information to form aloop-free network
topology.
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System Problems

Switch Management Problems

Cannot pi ng aswitch IP interface.
Cannot Telnet to aswitch IP interface.
MIB Browser cannot discover the switch.
The switch does not send SNMP traps.

Possible Causes

Incorrect switch IP interface configuration.

Link state of the port to which the pi nging station is connected isthein the “down” state.
Spanning Tree port stateis not in “forwarding” state.

Incorrect SNMP community strings.

Trap server is not configured.

Switch I P interface address used by some other device in the network.

Actions

Check / cf g/ i p/ current tobe surethe switch |Pinterface addresses, subnet masks,
and default gateways are correctly configured, and that the | P interfaces are enabled.

Check /i nf o/ | i nk to be sure the management port link isin the “up” state.
Check / i nf o/ st p to be sure port Spanning Treeisin “forwarding” state.
Check / cf g/ snnp/ cur r ent to be sure SNMP community strings are correct.
Check / cf g/ snnp/ cur r ent to be sure the Trap server is specified.

Check for duplicate IP address and correct, if necessary.
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Link Problems

Green link LED does not come on. Link stateisin “down” state from the CLI (/i nf o/ | i nk).

Potential Causes

B Port Configuration mismatch between the switch and the other device

B Different version of Link Negotiation used between the switch and the other device
B Bad or incorrect cable

Actions

B If portsare configured with specific values, such as 100M bs speed, make sure the other
deviceis configured the same way.

B Port Configuration: Make sure both the switch port and the other device are configured
with the same negotiation mode. If the switch port is configured with either Speed in
“auto,” the other device must have the same configuration. Flow control can be configured
through CLI for Transmit and Receive, separately or together.

B Check the cabling between the switch and the other device. If the other device is awork-
station, straight through cable should be used. However, if it is either another switch or a
hub, a crossover cable should be used unless there is an uplink enabl e/disable switch used
instead on the switch or hub.

Table 10-1 Pin-outs for Crossover cable

pin1-------------- pin3
pin 2 -------m-m---- pin 6
pin 3 -------------- pin1
pin 6 -------------- pin 2

NOTE — These pin-outs are for the 10/200 Mbps physical ports only.

B Check link statusin/ i nf o/ | i nk. If link state is up, then the problem isabad LED.
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SNAP Traces

If aconsoleis hooked up to the switch, a message will indicate that the switch had taken a
“snap trace.”

Possible Causes

B Watchdog Timer: If the MP failsto refresh the on-board timer, thiswill reset the processor,
initiating a snap trace and reset of the switch.

B Different software resets. When encountering certain error conditions or anomalies, the
software will trigger apanic that in turn, will generate a snap trace, core dump, and switch
reset.

Actions

B Messages: Any message(s) on the console should be recorded and sent to Alteon Web-
Systems Customer Support.

B Coredump: Retrieve the core dump (if available) by accessing the Maintenance menu and
invoking the uudnp option. Alternately, you can enter / mai nt / uudnp to retrieve the
coredump. Any core dump should be sent to Alteon WebSystems Customer Support.

Switch Lockup Problems

No response to console input. Cannot pi ng or Telnet. LEDs are lit solid yellow, indicating
non connected ports.

Potential Causes
B SPcrash
B Switch reset

Things to Check

B Check for any port-to-port traffic.

B Check the status of the LEDs (both yellow and green).
B Check for any response to ping or Telnet to the switch.

Actions
B Verify that you can connect a console to the switch and get to the CLI.

B Verify that the messages stopped printing to the console in mid-stream.
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Switch Boot Failure
The switch will not boot.
Possible Causes

B Corrupted firmware
B Firmware and configuration was corrupted when rebooting with an older firmware image

Actions

Replace the corrupted firmware by performing a serial download of anew binary firmware image.

NoTE — The procedure for seria download is different from the procedure for TFTP download.

This procedure requires the following:

B A computer running terminal emulation software
B A standard serial cable with amale DB9 connector (see your switch hardware installation

guide for specifics)
B A binary switch firmware image (not thet f t p file used for TFTP download)
Procedure

1. Usingtheserial cable, connect the computer to the switch console port (serial port on
some models).

2. Makesurethat the new binary firmwarefileis available on the computer.

3. Sart your terminal emulation software and set the communication parameters:

Table 10-2 Console Configuration Parameters

Parameter Value
Baud Rate 9600
Data Bits 8
Parity None
Stop Bits 1
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4. Turn on the switch power and press <Shift-X> whilethe switch isfirst attempting to boot.

When performed correctly, the following message appears:

Xnmodem FLASH downl oad 1.0.5
To downl oad to FLASH use xnbdem at 115200 baud
Power cycle to end xnmpdem

5. Reconfigure your terminal emulation software for the following parameters:

Parameter Value
Baud Rate 115,200
DataBits 8

Parity None
Stop Bits 1

6. Set thefiletransfer mode to Xmodem.

7. Transfer the binary firmwareimagefile to the switch.

This process can take three or four minutes to complete. When finished, the message “ done”
will appear on your terminal.

8. Disconnect theterminal emulation session and reconfigure your terminal emulation soft-
ware for normal switch connection parameters:

Parameter Value
Baud Rate 9600
Data Bits 8
Parity None
Stop Bits 1

9. Reconnect theterminal session to the switch.

10. Turn the switch power off, and then back on again.

The switch should now boot normally.
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Switching Problems

This section lists the most common switching problems, their causes, and solutions.

Connectivity Problems

Client “A” on port 1 cannot connect to server “B” on port 2.

Potential Causes

Incorrect configuration of client/server machines: the IP address is wrong.
Ports 1 or 2 may be down (link down).
Spanning Tree Port Stateisnot in “forwarding” state.

Frames from either “A” or “B” are received with errors or not transmitted because of error
conditions on outgoing port.

MAC Address of either “A” or “B” is learned incorrectly from ports other than 1 and 2.

Actions

Check /i nf o/ | i nk to besurelink stateis up.
Check / i nf o/ st p to be sure Spanning Tree Port isin “forwarding” state.

Check port interface statistics (/ st at s/ port port number/ i f) to seewhetheri f | n-
Errors,iflnDi scards,i fQut Errors,orifQutD scards areincrementing.

O iflnErrors: MACerrors

O iflnDi scards: STPblocking state, filtering, frame errors, PCI busy

O ifCQutErrors:notused

O ifQutD scards: dueto backup on link

Check port dot 3 statistics (/ st at s/ port 1/ et her) for Ethernet specific errors.

Search MAC addresses for “A” and “B” from the FDB. For example, if AsMAC address
is00:00:00:00:00:01 and B’s is 00:00:00:00:00:02, search for A’'s MAC address by typing
thefollowing fromthe CLI: /i nf o/ f db/ fi nd 00: 00: 00: 00: 00: 01

Output similar to the following example should be displayed:

MAC Address VLAN Por t State
00: 00: 00: 00: 00: 01 1 A3 FWD
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Spanning Tree Protocol Problems

The topology in the following figure is used to illustrate the STP problems in this section.

Switch 1
MAC:00:60:cf:00:02:01

1Eed 3 [e} s} sTwiiv
n:—:2c|34

S v vl v v o
24

Switch 2 Switch 3
MAC:00:60:cf:00:02:02 MAC:00:60:cf:00:02:03

0 iwilwl vl o N

Figure 10-1 Spanning Tree Topology

All switches have the default STP parameters except the following:

B Switch 1 MAC: 00:60:cf:00:02:01

B Switch 2 MAC: 00:60:cf:00:02:02, Path cost for port 1 (to Switch 1) is 10. Path cost for
port 3 (to Switch 1) is5.

B Switch 3 MAC: 00:60:cf:00:02:03, Path cost for port 2 and port 4 (to Switch 1) is 1.

Switch Receives Its Own Spanning Tree BPDU Message

If the switch software receives its own bridge protocol data unit (BPDU) message, the switch
port will be disabled. As an example, this could occur when the switch transmits the BPDU
message out switch port 1 to a hub that has two hub ports connected together in aloop.

You must remove the loop from the port and manually re-enable the switch port. To manually
re-enable the switch port, enter the following command:

Mai n# [ oper/ port port number/ enabl e
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Spanning Tree Recalculation

The |EEE 802.1d Spanning Tree al gorithm can take up to 45 seconds from thetime it detectsa
topology changeto thetimeit transitions from “ spanning-tree port” stateto “forwarding” state.
During Spanning Tree recal culation, frame forwarding from the port will stop and interrupt
normal network traffic flow. Unlike shared media environments, in a switched network envi-
ronment when the end station directly connected to a switch port is rebooted, it causes the
switch port link state to change, resulting in recal culation of the spanning tree port state. This
is seen by loss of connection upon end station reboot.

Server Load Balancing Configurations

General

The following checklist will help you resolve the most common difficulties configuring Server
Load Balancing.

B Check the Server Load Balancing maintenance statistics (page 111) and the Server Load
Balancing information (page 80) for anything unexpected.

B Onthe switch, check that the real servers, real server groups, virtual servers, and so forth,
have been enabled.

B Check that thereal servers are physically functioning.

B Check that all the services that the switch is expecting to find on each real server are
installed, configured, and running properly.

B Onthe switch, make sure that you used appl y and save to activate your configuration
changes (see “ Viewing, Applying, and Saving Changes’ on page 143).

B Onthe switch, make sure that the real servers were added to the proper real server groups
and that the real server groups are associated with avirtual server.

B Make surethat you are not violating any of the network topology restrictions, such as con-
necting clients and servers to the same switch port.

B Make sure that the port state for each switch port is properly configuredascl i ent ,
server, or none (see“SLB Port Configuration” on page 228).

B Make sure that the switch is configured to accept the TCP/UDP port numbers on which
each particular serviceis expected to run.
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Service Problems

B Periodic loss of aconfigured TCP service (such asHTTP).
B Rea server does not come into service, or comesinto service and fails periodically.

Possible Causes

B Thetopology or port stateisinvalid: the real server is connected to the switch through a
port configured in the “client” or “application redirection” state.

B There may be a health-check failure between the switch and the real server.

B Oneof therea servers of thereal server group does not respond to the service request.

Actions

B Monitor the health checks. At Layer 4, there should be a three-way TCP handshake for
opening a TCP connection, followed by afour-way TCP handshake to close a TCP con-
nection.

B Verify that the real server has a default gateway or aroute back to the client.
B Veify that the requested HTTP object is present on every real server inthereal server group.

294 m Chapter 10: Troubleshooting Alteon 05015§X§tegg(i
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APPENDIX A
Defining IP Address Ranges for
Filters

You can specify arange of 1P address for filtering both the source and/or destination | P address
for traffic. When arange of 1P addressesis needed, the si p (source) or di p (destination)
defines the base IP address in the desired range, and the smask (source) or dimask (destina-
tion) isthe mask which is applied to produce the range.

For example, to determine if a client request’s destination 1P address should be redirected to
the cache servers attached to a particular switch, the destination | P address is masked (bitwise
AND) with thednask and then compared to the di p.

As another example, you could configure the switch with two filters so that each would handle
traffic filtering for one half of the Internet. To do this, you could define the following parameters:

Table 10-3 Filtering IP Address Ranges

Filter Internet Address Range dip dmask
#1 0.0.0.0 - 127.255.255.255 0.0.0.0 128.0.0.0
#2 128.0.0.0 - 255.255.255.255 128.0.0.0 128.0.0.0
Alteon Systems 295
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