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CHAPTER 1

Introduction

Aeris is a wireless network operator with privileged
access on the SS7 carrier interconnect network. This net-
work allows Aeris to connect directly to the switches that
form the fabric of our network and allows for transport of
application data through the Aeris operations center to
your host application environment.

Tools and information are provided for managing your
devices on the Company network: online device manage-
ment and web services.

Online device management provides an interactive user
interface that is accessed through the Operations tab of
the Company Customer Portal. This tool supports device
provisioning, changing the status and rate plan of the
device, and querying for device information. This tool is
recommended for use when deploying one or a few
devices. If a larger number of devices are to be deployed,
use the Web services tool.

Web services is a programmatic tool for developing the
interface application to activate, change status and rate
plan, or query your device on the Company network.
Along with the specifications, sample code is provided on
the Company Customer Portal as an example application.
The Web services specifications and sample code are




available through the Operations tab of the Company
Customer Portal. This tool is recommended when deploy-
ing a large number of devices for commercial operations.

Note: To access the Device Management tools, your
secure connection (VPN or leased line) with the Company
network must be enabled.

Document Structure

Following is a summary of the contents of this document.

Chapter 2: Online CDMA Device Management

This chapter provides information about using the
interactive user interface for CDMA device manage-
ment. This tool is designed for use during test and
development, and to manage, analyze, and trouble-
shoot selected devices after commercial deployment.

* Activate a device on the Company network
* Change the rate plan of a device
* Cancel a device

* Query (retrieve) information about a device
Chapter 3 Online GSM/GPRS Device Management

This chapter provides information about using the
interactive user interface for GSM/GPRS device
management. This tool is designed for use during test
and development, and to manage, analyze, and trou-
bleshoot selected devices after commercial deploy-
ment.

* Activate a device on the Company network
* Change the rate plan of a device
* Cancel a device

* Query (retrieve) information about a device



Target Audience

Chapter 4: Mobile Device Management

This chapter describes the information provided in
Web services. This tool is designed for large-scale
commercial deployment, to manage several devices.

* Access to functional sample code for application
interface

* Access to specifications for your device to commu-
nicate on the Company network

Chapter 5 MIN and IMSI Tutorial

This chapter provides a high-level tutorial about reg-
istering devices with Company MINs and IMSlIs.

¢ MIN format and functions, device identification,
troubleshooting

* MIN acquisition with rate plans, cancellation

e IMSI format and functions, future use

Target Audience

This document is intended for those deploying units on
an Company network.

If your are new to this subject matter, it is recommended
that you first read Chapter 5: MIN and IMSI Tutorial.

Terms and Acronyms

The following technical terms are used in this Device
Management.

A-Key. Authentication Key

CC. Country Code

CDMA. Code Division Multiple Access
ESN. Electronic Serial Number

HLR. Home Location Register



ICCID. Integrated Circuit Card IDentifier of the SIM card
IMSI. International Mobile Subscriber Identity

MDN. Mobile Directory Number — the actual phone
number for a wireless subscriber

MIN. Mobile Identification Number
MO. Mobile Originated

MS. Mobile Station

MSA. Master Service Agreement.

MSISDN. Mobile Station International Subscriber Direc-
tory Number

MT. Mobile Terminated
NANPA. North American Numbering Plan Area
NC. Network Code

NPA. Number Plan Area— the first three digits of MIN,
similar to an area code

PSTN. Public Switched Telephone Network
SIM. Subscriber Identity Module (card)

SN. Subscriber Number

UIM. User Identity Module (card)

WLNP. Wireless Local Number Portability

Related Documents

e CDMA Network Services Launch Kit
e GSM/GPRS Network Services Launch Kit



Related Documents

* Master Service Agreement (MSA)

* Mobile Device Management System Webservices specifica-
tion

* Qualification Testing (available soon)
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CHAPTER 2

Online CDMA Device
Management

Online device management provides an interactive user
interface to provision, change device status, cancel,
change rate plans, and query devices. This tool should be
used to manage and update individual devices. Uses for
this tool include provisioning and managing devices dur-
ing device application development and test, and trouble-
shooting a selected device that has been chimerically
deployed, which is not functioning correctly or as
expected.

Once your application has been commercially deployed
and devices are to be provisioned and managed, it is rec-
ommended that you use the Company Mobile Device Man-
agement Services to manage large-scale commercial
operations. This system provides a programmatic
approach to device management. For more information,
see “Mobile Device Management” on page 39.

Note: To access the Device Management tools, your
secure connection (VPN or leased line) with the Company
network must be enabled. For more information, refer to
the CDMA Network Services Launch Kit.




Available Functions

This section describes the specific functionality available
via the online device management tool. The following
functionality is available and may be accessed through
the Customer Portal:

Provision a Device
Change Rate Plan

Cancel a Device

Query Device Information
Make a Device Billable

Each of these functions are described below.

Provision a Device

Provision a Device is used to provision a new device for
test or commercial deployment; rate plans are assigned
during this process.

Devices are billed as follows:

For devices that have been provisioned, but are not yet
under an executed MSA (Master Service Agreement)
with Company, billing will occur when the first data
transmission occurs, such as SMS, MicroBurst, or an IP
session. All transmissions will be charged. This typi-
cally applies to devices that are under test and devel-
opment, but have not yet been commercially released
on the Company network.

For devices that have been provisioned and an MSA
has been executed for those devices, the device will
become billable as per the negotiated triggers of the
agreement. An example of a trigger is the time after a
device was provisioned, how many data transmissions
occured, etc. The rate plans (which your company
negotiated with Company) will be defined in the Pric-
ing Attachment of the MSA. This typically applies to
devices that have been commercially released on the
Company network.

Before deploying a commercial application on the Com-
pany network, the device must be approved by Com-



Available Functions

pany. For more information, refer to the CDMA Network
Services Launch Kit.

Change Rate Plan

Devices that are deployed on the Company network incur
charges with each transmission; transmission charges are
based on pre-defined rate plans. The specific rate plan
that is assigned to a device may be changed using this
function. A rate plan change takes effect the first day of
the next billing cycle after the date that the change is
made. For most Company customers, this is the first day
of the next month.

If a particular device is being tested prior to commercial
release on the Company network, development and test
rates are available. The development and test rates are
provided on the Customer Portal.

When you execute a MSA (Master Service Agreement)
with Company, the rate plans that are associated with
your device will be defined in the Pricing Attachment of
the MSA, and will be populated on the online device
management tool.

Cancel a Device

Cancelling a device is ending the billing of a device that
will no longer transmit on the Company network —the
intention is to remove the service of the device. This
change takes effect the day after submitting the change of
device status.

Should transmission occur from a device that has been
cancelled, you will be billed the Developer billing rate, and
a reactivation fee will be applied. You are responsible for
all the transmissions from your devices on the Company
network.



Query—Retrieve Device Information

Query allows you to view the current and historical infor-
mation of a selected device.

The current data lists the following information:

ESN — Electronic Serial Number
MIN — Mobile Identification Number

Service Name —is defined by your company. The Ser-
vice Name may represent a specific end-user appli-
cation, a customer your company is servicing, how
the devices under that Service Name are routed or
handled, etc. Typically, more than one Service Name
is defined per account. A device can be provisioned
to only one Service Name.

Device Status —the status of the device: “Provision”,
“Bill”, or “Cancel”

Rate Plan — the billing plan for the device

The historical data shows the previous device status and
billing rates that were applied to the device, the dates of
the changes, and who implemented the changes.

Security and Device Management

Accessing the online device management tools requires
two separate logins. The first login is to access the Cus-
tomer Portal. The second login is to access the online
device management tools that are located on the Opera-
tions tab of the Customer Portal.

You will receive the prompt to log in with the second user
name and password after clicking the Operations tab of
the Company Customer Portal — that user name and pass-
word will be associated with the account that contains the
device you wish to manage.

The first user name and password are associated with a
specific role: Manager, Developer, Accountant, and
Guest. Of those four roles, only two roles have access to
Device Management: Manager and Developer. For more



How to Access Online Device Management

information about user roles and the Customer Portal, see
the CDMA Network Services Launch Kit.

The following sections provide information and instruc-
tions on how to access and use the Online Device Man-
agement tools.

How to Access Online Device Management

Online device management tools enable you to provision,
modify billing, cancel, and retrieve information about a
device. To access these online features, you must log into
the Company Customer Portal, then select the Operations
tab to access the online tools.

The instructions follow. It is assumed that you have
already logged onto the Customer Portal, and that you
have the necessary user name and password to access the
online device management tools for your devices.

1. On the Welcome Page of the Customer Portal, click the
Operations tab.

Welcome

Accounting

Welcome to the Aeris Customer Portal!

The Aeris Customer Portal provides you with secure access to information about your account,

the

Depending on your role, you will have access to some or all of the following information:

/AH‘ = Sign Out ] .
O t
Aerils  CUSTOMER PO RTA'* perations

Deployment | Operations | Knowledge Base | Customer Support | Marketing Tools

Welcome Acme Company!
If you are not Acme Company, click here to log in.

Aeris development process, customer support, and more.

Accounting
Deployment
Operations
Support Center
Knowledge Base
Marketing Tools

Figure 1. Access Device Management

2. On the Operations window, click on Online Device
Management.



/’\ = Sign Out
i CUSTOMER PORTAL
(e Commumicatians
Welcome | Accounting Deployment | Operations Knowledge Base | Customer Support | Marketing Tools
‘Operations > Welcome Acme Company!
If you are not Acme Company, click here to log in.
Search e Access to device management tools to support testing and commercial deployment
=@ Operations Online Device Management < On“ne Device
@ Online Device Management
Management Provides management tools to configure one device at a time. Includes access to
= Programmatic Device status and rate plan change and device information retrieval.
Management
Programmatic Device Management
For higher volume provisioning implement a programmatic interface using
websenvices.
Home M2M Services M2M Applications Partners & Solutions News & Events  About Aeris
£ >
Figure 2. Device Management Menu
3. On the next window log in using your user name ad
password to access the online device management
tools.
~
),
Aeris - &
« COMA Please Login
Device
& Brovision Enter user name and passwaord
O Query
0 Change Rate
Plan User Name 4 User Name
0 Cancel X
« GSM Device Password ’7 < Password
O Activate
0 Query
0 Change Rate Login
Plan
o Cancel
« Account
O Loglin
0 Log Out
b

Figure 3. Log In to CDMA Device

4. You now have access to the online device management
tools. The user name and password that you used for
logging in, and the account identification related with
the user name and password, will be displayed on each
web page as shown in Figure 4 on page 14.

If an error message is displayed, ensure that you
entered your user name and password correctly.

When managing devices that are associated with dif-
ferent accounts, you will need to log out then log in
with the correct user name and password for the
account associated with the device(s).



Online Device Management

For technical assistance, contact the Company Developer
Support. For contact information and how to request
assistance (email address, online forms, etc.), refer to the
CDMA Network Services Launch Kit.

The online tools are described in the following sections.

Online Device Management

The following sections provide information and instruc-
tions for using the device management tools:

* “Provision” on page 13

* “Change Rate Plan” on page 16

* “Cancel” on page 18

* “Query” on page 20

Note: For input text fields such as ESN and MIN, the
examples show using a hyphen, such as ddd-dddddddd
for ESN. Alternatively, the hyphen can be replaced with a
space, or not used (ddd dddddddd or ddddddddddd).

Provision

This section provides instructions to provision a device
on the Aeris network. It is assumed that you have already
logged in as described in “How to Access Online Device
Management” on page 11.



1. On the CDMA Device Management menu, select Provi-

s« GSM Device

« Account

sion.
| User Name
. CDMA Please Login * oo T @— Account ID
Device 4 User Martin.Tall it P
@ Provision Enter user name and password ser Martin Tali@aeris.nef Provision

o Query

0 Change Rate
Plan

o Cancel

Activate
Query
Change Rate
Plan

o Cancel

000

O Login
O Log Out

Figure 4. Access Provision

2. On the Provision input page, enter the following items.

ESN —the Electronic Serial Number of this device,
which is entered in one input field in the following
format: ddd-dddddddd. “d” represents an digit:
0..9.

RF Module —the module in the device to be provi-
sioned, which is selected from a drop menu. Only
RF modules, which match the service agreement in
your contract with Company, will be available for
selection.

Firmware Version—the firmware of the selected RF
module (device), which is selected from a drop
menu. The available firmware versions are related to
the modules listed in RF Modules — this selection is
available after selecting the RF Module.

Service Name —identifies the service with which the
device is associated, which is defined by your com-
pany.

Rate Plan —the rate (billing) plan for the device. The
rate plans are the pre-negotiated pricing as listed in
the Company Master Service Agreement (MSA).

Application Type —fixed or mobile. A fixed application
is installed at a location and is not moved; a mobile
application is installed in an item that travels from
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location to location. This data entry is optional; the data

entries above are required.

Provision a Device Account D 1

Figure 6. Provision Device Results

« CDMA
Device
o Provision Acquire a MINAMS! and provision a device User Martin. Tali@aeris.net
g gﬁ:r?g}e Rate
o Cance: s ESN
. GSM DEViCE (ddd-dddddddd)
o Activate Service Name * Micromoles 4 Service Name
O Query
© Change Rate RF Module * - Select - b 4 RF Module
Plan
o Cancel Firmware Version * - Select - W 4 FW Version
« Account
5 Loghn Rate Plan * -select- v| ¢ Rate Plan
© Log Out Application Type Fixed W 4 App Type
Submit

* Required fields

Figure 5. Provision a Device Input Page

3. After entering the required information, click the Sub-
mit button.

If you decide to make changes, to stop the process and
start over, click the Cancel button —this must be done
before clicking the Submit button.

4. If all of the entered information is correct, the device
will be assigned a MIN (Mobile Identification Num-
ber), and an IMSI (International Mobile Subscriber
Identity).

« CDMA Provision a Device Account ID 10199
Device
o Provision Acquire a MINAMSI and provision a device User jewel baldwin@cybersensor.com
g gﬁﬂe%e Rate
- Plan Device provsioned as follows:

. égﬁnf)eévice ESh: 2802051072 ESN
o Activate MIN 7e-T00-0261 MIN
o gﬁ:r?;'le Rate IMsi t0-8s0-900176919 IMSI
o] g::cel

« Account
O Login
O Log Out

5. Provisioning the device is complete; it can now be used
on the Company network. It is strongly recommended
to set up the rate plan for this device. See “Change Rate

Plan” on page 16.



Provision Errors

If there are any errors with the input fields, an error mes-
sage will be displayed. If this type of error occurs, correct
the noted error and click the Submit button.

Following are examples of possible errors:

One or more of the required fields was not entered
before clicking the Submit button.

The syntax of the input data is not correct, such as an
incorrect character or an extra space.

The device is already provisioned. In this case, an error
message will be displayed.

An error message states the device does not belong to
you, or that the user name and password are incorrect.
In this case, ensure that you entered the correct user
name and password for the selected device, and that
the ESN and/or MIN that you entered is correct.

Change Rate Plan

After a device has been provisioned, the rate plan can be
changed.

This section provides instructions to change the rate plan
(billing rate) of the selected device. It is assumed that you
have already logged in as described in “How to Access
Online Device Management” on page 11.

1.

On the CDMA Device menu, click Change Rate Plan
from either the navigator column.

« CDMA

Device
© Provision
0 Query

0 Change Rate 4

Plan
o Cancel

« GSM Device

0 Activate

o Query

o Change Rate
Plan

o Cancel

« Account

O Loglin
O Log Out

Please Login

Enter user name and password User Martin.Tali@aeris.net

AccountID 1

Change Rate Plan

Figure 7. Change Rate Plan
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2. Enter ESN or MIN in the appropriate text field, then
click the Submit button. It is optional to enter both ESN
and MIN.

Enter ESN in the ESN text field in the following format:
ddd-dddddddd.

Enter MIN in the MIN text field in the following for-
mat: ddd-ddd-dddd

“d” represents an digit: 0..9.

- CDMA Thange Rate Plan ACcount 1D 10799
vaplijsmn Enter MIN or ESN for device to change rate plan. User jewel.baldwin@cybersensor.com
o Query
% i ESH << ESN
G?Sf\jnl?leéwce (ddd-dddddddd)
’ O Activate MIN 4 MIN
0O Query (ddd-ddd-dddd)
O Change Rate
Plan .
0 Cance ubmi Submit button
. AcgoumI M <
0 Login * Required fields
o Log Out . .
(1) Mote: To view current device status, go to Query
Figure 8. Change Rate Plan Input
3. Select the desired rate plan from the Rate Plan drop
menu, then click the Confirm button.
The available rate plans are either the pre-negotiated
pricing attached to the Company Master Service Agree-
ment (MSA) or the Developer rates. For more informa-
tion about rate plans, see “Change Rate Plan” on
page 9.
To stop this operation and restart it, click the Cancel
button —this should be done before clicking the Con-
firm button.
. CDMA Change Rate Plan Account 1D 10199
Device
o Provision Enter new rate plan, the effective date is first of next month. User jewel.baldwin@cybersensor.com
g gﬁ:r?gre Rate
~ Plan ESN * 236-02451072
. C;S(Iijn[c)eévice MIN = 176-700-0261
o ,acll\'ata MSI
O Query
o g:;:nge Rate Rate Plan * 10 change to| 40 ¥ 4 Rate Plan
o Cancel Effective Date 2007-03-01 L
« Account L
0 Login 31150“
o LogOut Contmmr| cancel | ¢ Cancel button
* required fields *
[

Confirm button

Figure 9. Rate Plan Input Field



4. The figure below shows an example of the output
results.

« Account

« CDMA Change Rate Plan AccountID 10199 ~

Device

& Provision Enter new rate plan, the effective date is first of next month. User jewel.baldwin@cybersensor.com

O Query
0 Change Rate

Plan Successfully changed rate plan for.
0 Cancel

« GSM Device MIH - 178.611-3825 < Results message

O Activate IMSI 310-850-900176519
O Query
0 Change Rate
Plan
o Cancel

2 Login
0 Log Out

Figure 10. Rate Plan Output Results

5. Changing the Rate Plan is now complete. The new rate
plan will take effect the first day of the next billing
cycle.

Change Rate Plan Errors

* If an error message is displayed, most likely the device
is not yet provisioned. To provision the device, see
“Provision” on page 13.

* An error message states the device does not belong to
you, or that the user name and password are incorrect.
In this case, ensure that you entered the correct user
name and password for the selected device, and that
the ESN and/or MIN that you entered is correct.

Cancel

A provisioned device can be cancelled —removed from
billing and no longer used on the Company network
unless provisioned again.

When a device is cancelled, the MIN assigned to the
device is suspended for up to six months. After that
period, the MIN is returned to the general pool for reuse —
it is available for provisioning another device. Once can-
celled, the MIN cannot be retrieved by the device.

This section provides instructions to cancel a selected
device from the Company network. It is assumed that
you have already logged in as described in “How to
Access Online Device Management” on page 11.
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1. On the CDMA Device menu, click Cancel from the nav-
igator column.

« CDMA Please Login AccountID 1
Device ) .
o Provision Enter user name and password. User Martin. Tali@aeris.net
O Query
O Change Rate
Plan
O Cance Cancel
. GS[IiA Dévig
O Activate
0 Query
O Change Rate
Plan
o Cancel
« Account
Q Login
© Log Out
Figure 11. Cancel
2. Enter ESN or MIN in the appropriate text field. It is
optional to enter both fields.
Enter ESN in the ESN text field in the following format:
ddd-dddddddd.
Enter MIN in the MIN text field in the following for-
mat: ddd-ddd-dddd
“d” represents an digit: 0..9.
« CDMA Cancel a Device Account ID 10199
Device
& Brovision Acquire a MINAMSI and cancel a device User jewel.baldwin@cybersensor.com
g EE:;‘;e Rate
o El:r:‘cel s < ESN
+ GSM Device (ddd-ddddddadd)
o Activate Min 4 MIN
° gﬁ:%e rate (ddd-ddd-dddd)
Plan
L R Sance submit | < Submit button
O Loglin * Required fields
0 Log Out
(1) Note: To view current device status, go to Query

Figure 12. Cancel Input Screen

3. On the next screen, click the Confirm button.



Cancel a Device AccountlD 10199

+« COMA
Device
& Provision Acquire a MINAMSI and cancel a device User jewel.baldwin@cybersensor.com
0 Query
0 Change Rate
Plan ESN * 238-02451072
0 Cancel
« GSM Device M 176-700-0261
O Activate .
o auery M5! Confirm
0 Change Rate *
a EI::cel Confirm Cancel
. ACCUUHt * required fields
o Login
¢ Log OQut
Figure 13. Cancel Confirm Input
The results screen will be displayed as follows.
« CDMA Cancel a Device Account D 10199
Device
o Provision Acquire a MINAMS! and cancel a device. User jewel.baldwin@cybersensor.com
O Query
O Change Rate
Plan Successiully cancelled device:
o Cancel Results message
+ GSM Device MIN 178-700-0261
O Activate
0 Query
O Change Rate
Plan
o Cancel
« Account

Log In
Log Out

Figure 14. Cancel Input Results

Cancel Errors

If an error message is displayed, most likely the device
is not yet provisioned. To provision the device, see
“Provision” on page 13.

Format errors can also occur, such as an extra space
that was typed into the input text field. Re-enter the
data correctly.

An error message states the device does not belong to
you, or that the user name and password are incorrect.
In this case, ensure that you entered the correct user
name and password for the selected device, and that
the ESN and/or MIN that you entered is correct.

Query

Query allows you to view the current status and rate plan
of a device, and a history of changes that were made with
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that device. This feature can also be used to retrieve the
MIN of a device.

This section provides instructions to retrieve the current
and historical information of a selected device. It is
assumed that you have already logged in as described in
“How to Access Online Device Management” on page 11.

1. On the Device Management page, click Query from the
navigator column.

i Account D 1
« CDMA Please Login
Device User Martin.Tali is.net
o Provision Enter user name and password. ser Martin.Tali@aeris.nef
o Query uer
0 Change Rafe Q y
Plan
G Cancel
+ GSM Device
o Activate
o Query
0 Change Rate
Plan
O Cancel
« Account
o Login
¢ Log OQut

Figure 15. Query Device

2. Enter either ESN or MIN in the appropriate text field.
Enter ESN in the ESN text field in the following format:
ddd-dddddddd.

Enter MIN in the MIN text field in the following for-
mat: ddd-ddd-dddd

“d” represents an digit: 0..9.

+« CDMA Query Device Information Account D 10199
Device
o Provision Information includes device status, rate plan, etc, User jewel.baldwin@cybersensor.com
O Query
© Change Rate
Plan ESH ESN
O Cancel | <
+ GSM Device (ddd-dddddddd )
O Activate
o Query MIN < MIN
O Change Rate
E‘E" | (ddd-ddd-dddd)
o ance
« Account
0 Login <4 Submit button
© Log Out

Figure 16. Query Device Input

3. The figure below shows an example of the output
when MIN was entered.



© Provision

O Query

o Change Rate

Plan

0 Cancel
+ GSM Device

O Activate
Query
Change Rate
Plan
Cancel
« Account

o Login

0 Log OQut

oo

[=]

Query Device Information

Information includes device status, rate plan, etc.

ESH

MIN

RF Module
Firmware Version
Device Status
Rate Plan

Service Name

Status Change
History

Date

2007-02-22

2007-01-09

2007-02-22

2007-01-09

23602451072 4

User jewel.baldwin@cybersensor.com

AccountID 10199

178-700-0281
7B45C
121
Provision
40
cyberD <
Effective . Changed
Date End Date Primary MIN ESN Status  Plan By
2007-02-22 2007-02- 176-700- 236- Provigion 10 aerisdev
28 0281 02451072
2007-01-08 178-T00- 236- Cancel aerisdev
0261 02101072
2007-03-01 178-T00- 236- Provision 40 aerisdev
0261 02451072
2007-01-08  2007-01- 176-T00- 236- Provision aerisdev
08 0261 02101072

Figure 17. Query Device Input

Query Errors

Current status

Status history

* If an error message is displayed, most likely the device
is not yet provisioned. To provision the device, see
“Provision” on page 13.

e Format errors can also occur, such as an extra space
that was typed into the input text field. Re-enter the
data correctly.

* An error message states the device does not belong to
you, or that the user name and password are incorrect.
In this case, ensure that you entered the correct user
name and password for the selected device, and that
the ESN and/or MIN that you entered is correct.
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Online GSM/GPRS Device
Management

Online device management provides an interactive user
interface to provision, change device status, cancel,
change rate plans, and query devices. This tool should be
used to manage and update individual devices. Uses for
this tool include provisioning and managing devices dur-
ing device application development and test, and trouble-
shooting a selected device that has been chimerically
deployed, which is not functioning correctly or as
expected.

Once your application has been commercially deployed
and devices are to be activated and managed, it is recom-
mended that you use the Company Mobile Device Manage-
ment Services to manage large-scale commercial
operations. This system provides a programmatic
approach to device management. For more information,
see “Mobile Device Management” on page 39.

Note: To access the Device Management tools, your
secure connection (VPN or leased line) with the Company
network must be enabled. For more information, refer to
the GSM/GPRS Network Services Launch Kit.




Available Functions

This chapter provides information about the online
device management tool, an interactive user interface that
is accessed through the Company Customer Portal. This
tool enables you to perform the following operations:

Activate a Device

Use this function to activate a device for use on the Com-
pany network. When a device is activated, billing is
immediately started.

Before activation, the device must be certified by Cingu-
lar, and the SIM card for the device must be ordered from
Company and installed in the device. For more informa-
tion about device approval and ordering SIM cards, refer
to the GSM/GPRS Network Services Launch Kit.

Change Rate Plan

Devices that are deployed on the Company network incur
charges with each transmission; transmission charges are
based on pre-defined rate plans. The specific rate plan
that is assigned to a device may be changed using this
function. A rate plan change takes effect the first day of
the next billing cycle after the date that the change is
made. For most Company customers, this is the first day
of the next month.

If a particular device is being tested prior to commercial
release on the Company network, development and test
rates are available. The development and test rates are
provided on the Customer Portal.

When you execute a MSA (Master Service Agreement)
with Company, the rate plans that are associated with
your device will be defined in the Pricing Attachment of
the MSA, and will be populated on the online device
management tool.
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Cancel a Device

Cancelling a device is used to end the billing of a device
that will no longer transmit on the Company network: the
intention is to remove the service of the device. This
change takes effect the day after submitting the change of
device status.

Should transmission occur from a device that has been
cancelled, you will be billed the Developer billing rate, and
a reactivation fee will be applied. You are responsible for
all the transmissions from your devices on the Company
network.

Query—Retrieve Device Information

Query allows you to view the current setup of a selected
device. The following information will be displayed:

ICCID — Integrated Circuit Card IDentifier
IMSI — International Mobile Subscriber Identity

MSISDN — Mobile Station International Subscriber
Directory Number

RF Module — the RF module of the device

Firmware Version—the firmware version of the RF
module

Service Name —is defined by your company. The Ser-
vice Name may represent a specific end-user appli-
cation, a customer your company is servicing, how
the devices under that Service Name are routed or
handled, etc. Typically, more than one Service Name
is defined per account. A device can be provisioned
to only one Service Name.

Device Status — the status of the device: “Bill” or “Can-
cel”

Rate Plan — the billing plan for the device



Make a Device Billable

Use this function to modify the state of your device from
Provision to Bill. Access Fees and rate plans do not take
effect until after the status of a device has been changed
from Provision to Bill. Once a device is in the Bill state, it
is charged access fees and rate plans as described on the
Customer Portal for development and test units or as
described in the Pricing Attachment of your MSA with
Company.

Security and Device Management

Accessing the online device management tools requires
two separate logins. The first login is to access the Com-
pany Customer Portal. The second login is to access the
online device management tools through the Operations
tab.

You will receive the prompt to log in with the second user
name and password after clicking the Operations tab of
the Company Customer Portal —that user name and pass-
word will be associated with the account that contains the
device you wish to manage.

The second user name and password are also associated
with a specific role: Manager, Developer, Accountant,
and Guest. Of those four roles, only two roles have access
to Device Management: Manager and Developer. For
more information about user roles and the Customer Por-
tal, see the GSM/GPRS Network Services Launch Kit.

The following sections provide information and instruc-
tions about using Device Management services.

How to Access Online Device Management

Online device management tools enable you to activate,
modify billing, cancel, and retrieve information about a
device. To access these online features, you must log into



How to Access Online Device Management

the Company Customer Portal, then select the Operations
tab to access the online tools.

The instructions follow. It is assumed you have already
logged onto the Customer Portal, and that you have the
necessary user name and password to access online
device management tools for your devices.

1. On the Welcome Page of the Customer Portal, click the
Operations tab.

e SOnnUmIEATIONS

Welcome

Accounting

= Sign Out ™

), (o) i
perations
eris CUSTQMER PORTAL y

Deployment | Operations | Knowledge Base | Customer Support | Marketing Tools

Welcome Acme Company!
If you are not Acme Company, click here to log in.

Welcome to the Aeris Customer Portal!

The Aeris Customer Portal provides you with secure access to information about your account,
the Aeris development process, customer support, and more

Depending on your role, you will have access to some or all of the following information:

Accounting
Deployment
Operations
Support Center
Knowledge Base

.
.
.
.
.
# Marketing Tools

Figure 18. Access Device Management

2. On the Operations window, click on Device Manage-
ment.

3. On the next window, log in using your user name and
password to access the online device management
tools.

This user name and password are tied to the account
where your device resides. If you need to work on
devices that are registered in different accounts, you
will need to log out of the current process, and then log
in to the desired account, using that associated user
name and password.
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« CDMA Please Login
Device
o Provision Enter user name and password.
O Query
© Change Rate
Plan User Name ,7 4 User Name
O Cancel
+ GSM Device Password ,7 < password
O Activate
O Query
O Change Rate Login

Plan
o Cancel
« Account
O Login
0O Log Out

Figure 19. Log In to GSM Device

4. You now have access to the online device management
tools. The user name and password that you used for
logging in, and the account identification related with
the user name and password, will be displayed on each
page as shown in Figure 20 on page 29.

If an error message is displayed, ensure that you
entered your user name and password correctly.

When managing devices that are associated with dif-
ferent accounts, you will need to log out then log in
with the correct user name and password for the
account associated with the device(s). The assignment
of a device to an account has been determined by your
company.

For technical assistance, contact Company Developer
Support. For contact information and how to request

assistance (email address, online forms, etc.), refer to the
GSM/GPRS Network Services Launch Kit.

The online tools are described in the following sections.

Online Device Management

The following sections provide information and instruc-
tions for using the device management tools:

* “Activate” on page 29

* “Change Rate Plan” on page 32

* “Cancel” on page 34
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“Query” on page 36

Activate

This section provides instructions to activate a device on
the Aeris network. It is assumed that you have already
logged in as described in “How to Access Online Device
Management” on page 26.

O Query
O Change Rate
Plan
o Cancel
« Account
O Login
0O Log Out

1. On the GSM Device menu, select Activate.
. CDMA Welcome to Aeris MDMS! Account D 1 @—— Account ID
Device
o Provision Login successful User Martin.Tali@aeris.net 4—— User name
g SE:I:;E Rate
Plan
O Cancel
+ GSM Device .
o Activate Activate

Figure 20. Access Activate

2.

On the Activate input page, enter the following items:

ICCID —the Integrated Circuit Card IDentifier of the
SIM card assigned to the device, which is entered in
the text field in the following format:

dddddddddddddddddddd.
“d” represents digits 0..9; ICCID consists of 20 digits.

Service Name —selected from a drop menu. Service
Name identifies the service with which the device is
associated, which is defined by your company.

RF Module —the module in the device to be activated,
which is selected from a drop menu. Only RF mod-
ules, which match the service agreement in your
contract with Company, will be available for selec-
tion.

Firmware Version—the firmware of the selected RF
module (device), which is selected from a drop
menu. The available firmware versions are related to
the modules listed in RF Modules — this selection is
available after selecting the RF Module.



Rate Plan—the rate (billing) plan for the device. The
rate plans are the pre-negotiated pricing as listed in
the Company Master Service Agreement (MSA).

Application Type —fixed or mobile. A fixed application
is installed at a location and is not moved; a mobile
application is installed in an item that travels from
location to location. This data entry is optional; the data
entries above are required.

« CDMA Provision a Device ACCOUNTID 10700
Device
o Provision Acquire a IMSIMSISDN and activate a device. User jewel.baldwin@cybersensor.com
o Query
o Change Rate
Plan Iccin
© Start billing < ICCID
o Cancel
« GSM Device (dddddddddddddddddddd) )
o Activate Service Name * cyberD v < Service Name
o Change Rate
Plan RF Module * Gelect- v < RF Module
o Cancel .
o Query Firmware Version * - Select- 4 FW Ver5|on
« Account
o Login RatePlan |- select- v | «§ Rate Plan
O My Account . .
o LogOut Application Type | Fuxed v | Application Type
Submit
* Bequired field

Figure 21. Activate Input Data

3. After entering the required information, click the Sub-

mit button.

To stop this operation and restart it, click the Cancel
button — this should be done before clicking the Submit
button.

4. If all of the entered information is correct, a message

will be displayed on the screen as shown below.

o Provision

o Query

o Change
Rate Plan

o Cancel

Device
O Activate
O Query
O Change
Rate Plan
O Cancel
« Account
Login
Log Out

Activate a Device AccountID 1 -

Acquire a IMSIMSISDN and activate a device for immediate billing.  User Martin. Tali@aeris.net

Device acitvated as follows: 4 Results message

29014103200971608820

Figure 22. Activate Results

5. The online process to activate the device is complete;

due to the processing time required by the carrier, it
will take 2-15 minutes before the device is activated on
the network. At that time, the IMSI and MSISDN num-
bers will be assigned to the device.
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To confirm the activation is successful, use the Query
screen to verify that the IMSI and MSISDN numbers
have been assigned (see “Query—Retrieve Device
Information” on page 25).

To query the device, you will need the ICCID number.

Note: It may take up to 15 minutes before the device
has been assigned the IMSI and MSISDN numbers,
and is active on the Company network.

After the device has been activated, it is strongly rec-
ommended to set up the rate plan for this device. See
“Change Rate Plan” on page 32.

Activation Errors

If there are any errors with the input fields, an error mes-
sage will be displayed. If this type of error occurs, correct
the noted error and click the Submit button.

Following are examples of possible errors:

* One or more of the required fields was not entered
before clicking the Submit button.

* The syntax of the input data is not correct, such as an
incorrect character or an extra space.

* If the device is already activated, an error message will
be displayed. This type of error can occur for the fol-
lowing reasons:

The device has been previously activated.

The device was cancelled less than five (5) minutes ago.
Although confirmation messages are immediately dis-
played on the screen, cancelling or other changes to a
device take about five minutes to register with the
database. See “Cancel” on page 34.

* The error message states the device does not belong to
you, or that the user name or password are incorrect.
Ensure that you entered the correct user name and
password for the selected device, and that the ICCID
number you entered is correct.



Change Rate Plan

After a device has been activated, the rate plan can be

changed.

This section provides instructions to change the rate plan
(billing rate) of the selected device. It is assumed that you
have already logged in as described in “How to Access

Online Device Management” on page 26.

1. On the GSM Device menu, click on Change Rate Plan

from the navigator column.

. CDMA
Device

Provision

Query

Change Rate

Plan

Cancel

« GSM Device
o Activate

o Query

o ooao

Change Rate 4

Plan
o Cancel

Welcome to Aeris MDMS! AccountID 1

Login successful User Martin Tali@aeris net

Change Rate Plan

ICCID

Submit button

« Account
O Login
O Log Out
Figure 23. Access Change Rate Plan
2. Enter ICCID in the text field, then click the Submit but-
ton. Refer to the figure below.
The format of ICCID is: dddddddddddddddddddd
“d” represents digits 0..9; ICCID consists of 20 digits.
. CDMA Change Rate Plan Account D 10199
[ievplri\eqsmn Enter ICCID for device to change rate plan. User jewel.baldwin@cybersensor.com
O Query
o Change Rate
Plan Iccio
g g‘:ﬂ";:””"g {ddddddddddoddddddddd)
« GSM Device
D A st | 4
Plan * Required fields
g EE:’:I (1) Mote: To view current device status, go to Retrieve Device Information
« Account

0 Login
o My Account
O Log Out

Figure 24. Change Rate Plan Input

3. Select the desired rate plan from the Rate Plan drop
menu, then click the Confirm button. Refer to the figure

below.

The available rate plans are either the pre-negotiated
pricing attached to the Company Master Service Agree-
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ment (MSA) or the Developer rates. For more informa-
tion about rate plans, see “Change Rate Plan” on
page 24

To stop this operation and restart it, click the Cancel
button—this should be done before clicking the Con-

firm button.
« CDMA Change Rate Plan AccountID 1
Device
o Provision Enter new rate plan, the effective date is first of next month User Martin.Tali@aeris.net
o Query
o Change Rate
Plan IcciD 8901410320087 1608820
o Start billing
o Cancel s 310410097160882
« GSM Device MSISON 5004539505
o Activate
o Change Rate (1) Rate Plan GSMSD01 change to | GSMS001 v
Plan Hons < Rate Plan
2 Coreel
o ue
. Account GSHS002__rm cancel | «§ Cancel button
O Login A required fields
O Log Out
Note: (1) To view current device status, go to Quefy.
Submit button
Figure 25. Select Rate Plan
4. If changing the Rate Plan is successful, a message will
be displayed as shown below.
+ CDMA Change Rate Plan AccountID 1
Device
o Provision Enter new rate plan, the effective date is first of next month User Martin. Tali@aeris.net
o Query
o Change Rate
Plan Successfully changed rate plan for: 4 Results message
Start billing
Cancel
+ GSM Device

oo Qoo

Activate
Change Rate
Plan

Cancel
Query

« Account

Log In

Log Out

Figure 26. Rate Plan Output

Changing the Rate Plan is now complete. The new rate
plan will be in effect the first day of the next billing
cycle.

Change Rate Plan Errors

* If an error message is displayed, most likely the device
is not yet activated. To activate the device, see “Acti-
vate” on page 29.

* The error message states the device does not belong to
you, or that the user name or password are incorrect.



Ensure that you entered the correct user name and
password for the selected device, and that the ICCID
number you entered is correct.

Cancel

An activated device can be cancelled —removed from bill-
ing and no longer used on the Company network.

This section provides instructions to cancel a selected
device from the Company network. It is assumed that
you have already logged in as described in “How to
Access Online Device Management” on page 26.

1. On the GSM Device menu, click on Cancel from the
navigator column.

+« CDMA Welcome to Aeris MDMS! Account 1D 1
Device
o Provision Login successful. User Martin. Tali@aeris.net
0 Query
0 Change Rate
Plan
0 Cancel
« GSM Device
C Activate
o Query
o Change Rate
Plan
o Cancel Cancel
« Account
o Login
o Log Out
Figure 27. Access Cancel
2. Enter ICCID in the text field in the following format:
dddddddddddddddddddd
“d” represents digits 0..9; ICCID consists of 20 digits.
. CDMA Cancel a Device Account|D 10199
Device
o Provision Enter ICCID to cancel a device. User jewel.baldwin@cybersensor.com
O Query
o Change Rate
Plan . ICCID
g g?ﬂr::'lmmg (ddddddddddddddddddad) < ICCID
« GSM Device .
g Eag:zlaeh‘e suomit | ———F— Submit button
R z:::el * Required fields
; Query (1) Mote: To view current device status, go to Retrieve Device Information
« Account

Login
My Account
Log Out

0oo

Figure 28. Cancel Input Screen

3. On the next screen, confirm the selected device is to be
cancelled: click the Confirm button.
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To stop this operation and restart it, click the Cancel
button —this should be done before clicking the Con-

Confirm

Figure 30. Cancel Results Output

Results message

firm button.
« CDMA Cancel a Device Account D 1
Device ) ! )
o Provision Enter ICCID and cancel a device. User Martin. Tali@aeris.net
o Query
o Change Rate
Plan ICCID 59014103200971608820
o Start billing
o Cancel M5l 310410087 160882
+ GSM Device MSISDN 004539505
O Activate *
0 Change Rate
Plan
o Cancel Confirm Cancel
0 Query
« Account
o Login Hote: Toview current device status, go to Query.
0 Log Out
Figure 29. Cancel Confirm Input
The results screen will be displayed as follows.
. CDMA Cancel a Device AccountID 1 ~
Device _
o Provision  ENterICCID and cancel a device User Martin Tali@aeris.net
0 Query
o Change
Rate Plan Successfully cancelled device:
O Cancel 4
« GSM ICCID  890714103200971608820
Device
O Activate
o Query
o Change
Rate Plan
o Cancel
« Account
0 Login
0 Log Out

4. Cancelling the device is now complete, which will take
effect the next day. It is now assumed the device will
not transmit on the Company network; if the device
does process transmissions after cancellation, charges

will be incurred.

Cancel Errors

* If an error message is displayed, most likely the device
is not yet activated. To activate the device, see “Acti-

vate” on page 29.

* Format errors can also occur, such as an extra space
that was typed into the input text field. Re-enter the

data correctly.



* The error message states the device does not belong to
you, or that the user name or password are incorrect.
Ensure that you entered the correct user name and
password for the selected device, and that the ICCID
number you entered is correct.

Query

Query allows you to view the current status and rate plan
of a device.

This section provides instructions to retrieve the current
and historical information of a selected device. It is
assumed that you have already logged in as described in
“How to Access Online Device Management” on page 26.

1. On the Device Management page, click on Query from
the navigator column.

+ GSM Device

« Account

« CDMA Welcome to Aeris MDM S! AccountID 1

Device

o Provision Login successful User Martin. Tali@aeris.net

O Query

© Change Rate
Plan

© Cancel

O Activate

0 Query uer

0 Change Rate Q y
Plan

o Cancel

O Login
0O Log Out

Figure 31. Access Query

2. Enter ICCID in the text field, then click the Submit but-
ton.

The data format: dddddddddddddddddddd.
“d” represents digits 0..9; ICCID consists of 20 digits.
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« CDMA Retrieve Device Information Account ID 10199
Device

Provision

Query

Change Rate

Plan iccin

start billing < ICCID

Cancel

« GSM Device (dddddddddddddddddddd)

Activate
Change Rate .
Plon E= < Submit button

Cancel * Required fields
Query

« Account

Login

My Account

Log Out

Information includes device status, rate plan, etc. User jewel.baldwin@cybersensor.com

000

oo

oo

oo

coo

Figure 32. Query Input

3. The figure below shows an example of the Query out-

put.
« CDMA Retrieve Device Information Fccount o 1
Device o -
o Provision Information includes device status, rate plan, etc User Martin Tali@aeris.net
0 Query
© Change Rate
Plan IcciD 89014103200971608520
© Start billing
o Cancel IMsi 310410097160882
» GSM Device MSISDH 5004539505
O Activate
© Change Rate RF Module GSMTEST
Plan
o Cancel Firmware Version 1.0
0 Query Device Status BILL
« Account
5 Login Rate Plan GSMS001
O Log Out

Figure 33. Query Results

Query Errors

* If an error message is displayed, most likely the device
is not yet activated, as displayed below. To activate the
device, see “Activate” on page 29.

* Format errors can also occur, such as an extra space
that was typed into the input text field. Re-enter the
data correctly.

* The error message states the device does not belong to
you, or that the user name or password are incorrect.
Ensure that you entered the correct user name and
password for the selected device, and that the ICCID
number you entered is correct.
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CHAPTER 4 Mobile Device Management

For managing a large number of devices, Company pro-
vides a programmatic approach to device management.
The Mobile Device Management (MDM) system provides
specifications and sample code for developing an applica-
tion to activate, cancel, and bill your device on the Com-
pany network.

This specification and sample code are available on the
Customer Portal.

Access Mobile Device Management

This section provides instructions to access the web ser-
vices, and information about the material. It is assumed
that you have already logged onto the Company Cus-
tomer Portal as described in the appropriate Launch Kit:
GSM/GPRS Network Services Launch Kit or CDMA Network
Services Launch Kit.

1. On the Welcome Page of the Customer Portal, click the
Operations tab.




o = Sign Out ™
.
Aeris CUSTOMER PORTAL Operations
(e CommumCaTIaN ACP logo
Welcome | Accounting | Deployment | Operations | Knowledge Base | Customer Support | Marketing Tools
Welcome = Welcome Acme Company!
If you are not Acme Company, click here to log in.
Search Welcome to the Aeris Customer Portal!
Go
The Aeris Customer Portal provides you with secure access to information about your account,
the Aeris development process, customer support, and more
Depending on your role, you will have access to some or all of the following information:
# Accounting
# Deployment
# Operations
# Support Center
# Knowledge Base
# Marketing Tools
We appreciate your business! 3
< >

Figure 34. Operations Tab

2. On the Operations window, click on Programmatic

Device Management.
@ Sign Qut
Welcome | Accounting Deployment Operations Knowledge Base Customer Support Marketing Tools
‘Operations > Welcome Acme Company!
If you are not Acme Company, click here to log in.
Search Access to device management tools to support testing and commercial deployment
Go'
@ Operations Online Device Management
& Online Device
Management Provides management tools to configure one device at a time. Includes access to
s Programmatic Device status and rate plan change and device information retrieval.
Management 1 H
Programmatic Device Management 4 Prerammatlc Device
Management
For higher volume provisioning implement a programmatic interface using
webservices
Home M2M Services M2M Applications  Partners & Solutions News 8 Events  About Aeris
< >

Figure 35. Access Device Management

This menu allows downloading information for develop-
ing a software application to use the MDM capabilities:

* “Company Device Management Sample Client” on

page 41, which provides sample code for device man-
agement.

“Company Device Management System” on page 41,

which provides software specifications for device man-
agement and billing.
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Company Device Management Sample Client

This link provides functional sample code that is written
in Virtual Basic. All the software components are com-
pressed in a ZIP file that you can download and extract.

= Sign Out

),
\__A/e]_'_'!ﬁu CUSTOMER PORTAL

Welcome Accounting Deployment Operations Knowledge Base Customer Support Marketing Tools

Mobile Device Manager

Operations > Device Management = Welcome Acme Company!
If you are not Acme Company, click here to log in.

Search Device Management

Implementing Interfaces into provisioning and billing
= Operations

 Device Management Aeris Device Management Sample Client 4 Sample Client
- Aeris Device
Management Sample Web Services Interface for provisioning devices and for bill management

Sample Client
- Aeris Provisioning
& Bill Management Aeris Provisioning & Bill Management

Platform specification including XML file format and procedures.

Home M2M Services M2M Applications Partners & Solutions MNews & Events  About Aeris

Figure 36. Access Sample Client

Company Device Management System

This link provides access to the Mobile Device Manage-
ment Systems specification document, which you can
view online or download and print.

o Sign Out

)
»A/e]:!ﬁ“ CUSTOMER PORTAL

Welcome | Accounting | Deployment | Operations | Knowledge Base | Customer Support

Marketing Tools Mobile Device Manager

Operations > Device Management = Welcome Acme Company!
If you are not Acme Company, click here to log in.

Search Device Management

Implementing Interfaces into provisioning and billing
o Operations

@ Device Management Aeris Device Management Sample Client
- Aeris Device
Management Sample Web Services Interface for provisioning devices and for bill managerment
Sample Client
- Aeris Provisioning
& Bill Management Aeris Provisioning & Bill Management <« Specifications

Platform specification including XML file format and procedures

Home M2M Services M2M Applications Partners & Solutions News & Events  About Aeris

Figure 37. Access Management Specifications
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CHAPTER 5

MIN and IMSI Tutorial

Company’s CDMA-only and CDMA/AMPS dual-mode
devices (Devices) use a Mobile Identification Number
(MIN) to operate for ANSI-41 networks: EIA-53 Analog
AMPS, IS-95 and 1S-2000 CDMA, 1S-136 TDMA.

Note: To provide long-term support for device applications
on the Company network, Company requires that all
devices load both MINs and IMSIs during the provisioning
process.

This tutorial introduces MINs and IMSIs as follows:

e For ANSI-41 devices, an overview to MINs and the
other terms used by carriers and module manufactur-
ers today.

* For GSM and ANSI-41 (future) devices, an overview of
IMSIs and the other terms used by the GSM networks
today.

Note: This document is a high-level tutorial on Company
MINs and IMSIs; this is not a detailed engineering specifi-
cation.

To use a web-based application to provision and manage
the MINs assigned to you by Company, please refer to the




MIN Overview

appropriate document: the CDMA Network Services
Launch Kit or the GSM/GPRS Network Services Launch Kit.

To develop an XML-based programmatic interface into
our provisioning systems, specific details are available in
a separate document, Mobile Device Management Specifica-
tion, which is available from Company.

Note: This information of this section applies only to
CDMA devices; it does not apply to GSM devices.

Mobile Identification Number (MIN) . is a fixed length
number that identifies a wireless subscriber on an

ANSI-41 wireless network. This applies to Company's
CDMA-only and CDMA /AMPS Dual-Mode services.

The MIN is a ten-digit number that resembles a con-
ventional NANPA telephone number, with a three-
digit area code—often referred to as a Number Plan
Area (NPA) —followed by a seven-digit number. How-
ever, unlike conventional telephone numbers MINs are
used by individual carriers.

Additionally, Company's MINs have specially allo-
cated NPA values that prevent the numbers from being
dialed from landline or wireless telephones; they can
only be accessed through Company. Each NPA has up

to 10 million available numbers’.

Because Company numbers are not dialable from the
PSTN, Company continues to assign the MIN = MDN.
When paired with the module's Electronic Serial Num-
ber (ESN), it creates a unique identification method for
each device. When teamed with the Authentication
Key (A-Key), it provides a robust method for ensuring
that only valid Company customers actually use the
Company network.

1. As described later in this document, some numbers in each NPA are

restricted for use by Company.
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Mobile Directory Number (MDN). is the actual phone
number for a wireless subscriber. In the North Ameri-

can Numbering Plan Area (NANPA)?, the MIN and
MDN formats appear identical. Until recently, most
US carriers assigned the MIN equal to the MDN.

Due to a 2003 FCC ruling, which mandated Wireless
Local Number Portability (WLNP), the function of the
MIN and MDN have diverged.

Since that time, the MDN is now the actual phone
number, or the number that anyone can use on the
Public Switched Telephone Network (PSTN) to dial the
wireless subscriber. This is the number that is printed
on business cards and can be ported from one network
to another.

However, as previously stated, Company MIN num-
bers are not dialable from the PSTN.

Company MIN Numbering Format
All Company MINs conform to the following format:
MMM-NNN-XXXX

Where:

MMM = a number from 175 through 185° (inclusive)
NNN = a number from 000 through 999
XXXX = a number from 0000 through 9999

Basic MIN Functions

The MIN and ESN combination support the functions
described in this section.

2. For more information, refer to http:/ /www.nanpa.com.

3. These numbers are assigned to Company by the International Forum on
ANSI-41 Standards Technology (http:/ /www.ifast.org).



Registering and Authenticating Devices

Registering a device on the Company network is done
using the MIN. The MIN for each device is stored in Com-
pany's Home Location Register (HLR). This information
allows Company to interwork, via the SS7 network, with
the underlying roaming carrier for registration and
authentication.

The MIN/ESN combination, in conjunction with the A-
Key, acts as a security check for the Company network. If
Company receives a MIN/ESN pair that is not valid, or
an A-Key that is not matched to the MIN/ESN pair, Com-
pany does not allow the device to operate on its network.

Communication with the Device, both Mobile Origi-
nated? (MO) and Mobile Terminated (MT)

Once registered and authenticated, the device is ready to
send and receive data. The MIN is part of the SS7 packets
exchanged between Company and the roaming carrier to
transmit the data (MicroBurst and SMS), establish the ses-
sion (1XRTT) or establish a voice call.

Identifying the Customer to be Billed

Because the MIN is unique and stored in Company's
HLR, the MIN is used to identify the customer to whom
the device belongs. All traffic to and from that device is
billed to the customer to whom the MIN belongs.

Troubleshooting a Device

If the customer is unable to communicate with a particu-
lar device, it is critical for Company to know the location
of the device in order to troubleshoot the problem. The
MIN allows Company to locate the device within its net-
work.

Roaming

All Devices are configured so that the MIN, when regis-
tered with the local carrier, looks like a roamer to that car-
rier.

4. 1XRTT services must initialize as Mobile Originated sessions.



MIN Acquisition

MIN Acquisition

All MINs are treated equally within the Company num-
bering management systems.

Company IMSI Overview

Note: Although IMSI is available for both CDMA and GSM
technologies, IMSI is not yet widely used for CDMA. How-
ever, to continue support—without interruption—when
IMSI becomes commonly used with CDMA, Company
requires that all devices be registered with IMSI numbers.

Introduction

In GSM technologies, GSM, GPRS and EDGE, each
Device is identified with an IMSI. An IMSI is a fifteen-
digit number that follows a well-recognized, world-wide,
International format.

The IMSI is generally stored in a Subscriber Identity Mod-
ule (SIM) card that is placed inside the Mobile Station
(MS) hardware. In addition, GSM companies in the US
also assign a Mobile Station International Subscriber
Directory Number (MSISDN), which is a ten-digit num-
ber that is used to dial the MS on the PSTN.

In ANSI-41 technologies (e.g., ANSI-95 and ANSI-2000
CDMA and ANSI-136 TDMA), there exists an analogous
User Identity Module (UIM) card concept, but currently,
this is not widely deployed. Therefore, in most deploy-
ments of ANSI-41 technologies that use an IMSI, the IMSI
is stored inside the cellular radio module (Module) in a
non-volatile data storage location.

However, it is noted that IMSIs are becoming more wide-
spread on digital ANSI-41 networks. In the near future, it
is estimated that all devices will need IMSIs (instead of
MINs) for proper operations. To ensure continuous oper-
ations, Company requires that all customers load both
MINS and Commercial IMSIs into the ANSI-41 Devices



during the provisioning process. The IMSIs, while not in
significant use today, provide each Device with a future-
proof upgrade capability that requires no action on the
part of a customer. With this requirment, when IMSI sup-
port is required by the ANSI-41 network, the Module will
make the change transparently.

IMSI-based network deployment will require information
similar to that contained in this document. Company will
provide customers with appropriate information well in
advance of any IMSI-based network deployment and will
also provide, for deployed ANSI-41 Devices and
Approved Applications, appropriate Company API
upgrades and backwards compatibility support during a
transition period.

IMSI Numbering Format

All Company IMSIs conform to the following numbering
format:

CCC-NNN-XXX-XXX-XXX

Where:

CCC = Country Code (CC), currently set to 310.
NNN = Network Code (NC), currently set to 850.

XXX-XXX-XXX = Subscriber Number (SN), a number
from 000-000-000 to 999-999-999.
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